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Yana LINUX OT peaakuuu

KonnekTus XypHana npuBeTCTByeT BCEX HALUMX YMTaTener Ha CTPaHMLax HOBOro HoOMe-
pa npunoxeHua «bonblie yem USER».

Tema HacTpolikm Linux-cepBepoB 1 paboTbl C HUMKU MPaKTUYeCKn Heucdepraema. Mol
CTapaemcsi NoKa3aTb CaMble MHTEPECHbIE, MOJIE3HbIE 1 HANbOsIee NCMOfb3yeMble MOMEHTbI
PaboTbl C HAMM.

B nocnepgHee Bpemsa BCe yalle NCMONb3yTCA CUCTEMbI BUPTyanu3aumm, B OCHOBHOM He B
KpYMHbIX faTaleHTpax, a B odricax 06bIuHbIX KOMMAHWI. Takon cepep 6e3 NCToUHKa bec-
nepeboNHOro NUTaHUs paboTaTb HE MOXKET, a MOAKIIUNTL ero He Bcerga npocto.CerogHs B
pybpuKe «Servers» Bbl CMOXETe YBUAETb OAUH 13 BapMaHTOB nogknoyeHust UPS k cepeepy
BMpTYyanu3auum Ha ocHose ESXi.

Pabota 3a KOMMbOTEPOM WS HOYTOYKOM CTaHOBUTCS HaMHOrO yaoOHee, ecniv ecTb
BO3MOKHOCTb MOAK/IOYNTb HECKOSIbKO MOHMTOPOB. HO UTO genatb, ecnu 3axo4veTca nog-
KJoUnTb K HOYTOYKY elle ABa AOMOJIHUTENbHbIX MOHUTOpPa? O6 3ToM uuTalTe B pasgene
«Workstations».

Bbl nepeycTaHOBWAN CUCTEMY U TEMEPb KOMMbIOTEP He 3arpy»kaeTtca? He 6epa! O Tom Kak
BOCCTaHOBMTb 3arpy3umk untamte B «Console».

Bcerpa nu onpaegaHo aepxaTb MHGOPMaALMIO Ha KOMMbOTepe B OTKPbITOM Buge? nu
ee ctouT wndpoaTb? A ecnin 1 WNdPOBaTb, TO B KaKoW nporpamme? Kaxkabii peluaet 3Tot
BOMPOC CAMOCTOATENIbHO. B pybpuke «Programming» pacckasblBaeTcs O TOM, Kak HanmcaTb
CBOW COBCTBEHHDIN NPOCTON LWNPPOBLLYUK.

C 3TOro Homepa nosABUIacb HoBas pybpuka — «CyberCrime», B KoTopoi 6yayT pa3me-
LWaTbCA MaTepuarbl, CBA3aHHbIE C ONUCAaHMEM Pa3fINYHbIX aTak Ha cepBepa 1, eCTeCTBEHHO,
C MeTodamu 3aWunTbl OT HUX.

MpUATHOro 1 NONE3HOro BaM YTEHUS.

C yBaxeHunem, Akumuyk Ceprei.

HAL BbITTYCKOM PABOTAJIN:

AkmMmuyK Ceprei 3BeHUropoackaa AHacrtacusa
Nonos Banagumup Knpunbuyk Buktop

LWapan Uropb be3pykos Mapk
PoccowaHckumn AHapen
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NoaknroueHne UPS k VMWare ESXi
yepe3 Ubuntu server

Ectb cepsep suptyanusauymm ¢ VMWare
ESXi n oH nogknioueH uyepe3s WBIM APC
Smart-UPS SC1500. HyXHO HayuuTb 3TOT
cepBep KOPPEKTHO BbIKMOUYaTbCA (U He Me-
Hee KOPPEKTHO BblKNloYaTb BCE BUPTYaSKn)
npu OTKNIOYeHUN aneKTpryecTsa. Mpn sTom
Ha cepBepe eCTb BMPTYyanka C YyCTaHOB/EH-
HbiM Ubuntu Server 12.04. Tak Kak Heno-
cpepcTBeHHo ESXi Henb3s Hayuutb pabo-
TaTb C YNCOM, TO MMEHHO 3Ta BUPTyanka u
6yneT 3aHMMaTbCA MOHUTOPUHIoM MBI,

PeweHne sTOoMm 3apgaun penuTca Ha He-
CKOJbKO 3Tanos.

YcraHoBka VMWare tools
Ha Ubuntu Server

Ecnun sTOro He cpgenatb, TO KOPPEKTHOrO
BbIK/IIOMEHMA BUPTyankn cpegctsamm ESXi
npocto He nonyuutca. bes VMWare tools
BbIK/loueHne 6ygeT CPOAHU OTKIIYEHMIO
nutaHua. M Tak, ctasum VMWare tools.

B wuHTepdeiice BMpTyanbHOro cepsepa
nepeigem B MeHio «Virtual Machine» —
«Install VMware Tools» (unu «VM» — «Install
VMware Tools»).

Co3faem KaTtanor ansi MOHTUPOBaHUS 06-

paza:
sudo mkdir /mnt/cdrom

MoHTpyem obpas:
sudo mount /dev/cdrom /mnt/cdrom
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PacnakoBbiBaem NakeT BO BPEMEHHbIN Ka-
Tanor
tar xzvf /mnt/cdrom/vMwareTools-
X.X.X=-XXXx.tar.gz -C /tmp/
MNepexoanm Tyaa
cd /tmp/vmware-tools-distrib/

WyctaHaBnuBaem VMWare tools
sudo ./vmware-install.pl -d

[Janee HyHO nepe3arpysuTb cepBep.

Ecnn ecTb ele Kakue-TO BUpTYanbHble
cepBepa, To ycTaHaBnueaem VMWare tools
Ha Bce.

YcTaHOBKa 1 HacTpolika apcupsd

Ona monutopuHra UPS vauwe Bcero mc-
nonb3yetca NUT, HO TaK Kak y Hac 6ecnepe-
60iHUK APC, TO BOCMOMb3yeMcA YTUANTON
apcupsd, KoTopasA 3HauuTeNbHO MpoLle B
HacTpolike. [1na Hayana ee yCTaHOBUM:
# apt-get install apache2 apcupsd
apcupsd-cgi

be3 apache2 n apcupsd-cgi B npuHuune
MOXHO oboWTCb. HenocpepctBeHHO AanA
paboTbl OHM He HY»KHbl. HO BOT nocMoTpeTb
coctosaHmne UPS yepes Beb-mHTepdeiic npu-
ATHO, Aa 1 b6bICTPee, YeM NOTUHNUTBLCA B KOH-
conb cepBepa M cMoTpeTb Tam. o 3Tomy
CTaBUM BCe TPU NakeTa.

Tenepb HyxHO coepnHuTb UPS Kabenem c
cepBepom VMWare ESXi n npobpocutb USB-
YCTPOWCTBO Ha BupTYyanky ¢ Ubuntu.
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Obpatnte BHUMaHWe! na Toro, yto Obl
npobpocutb no USB UPS Ha BupTyanbHbIi
cepBep, 06A3aTeNIbHO B YCTPOMCTBAX BUP-
Tyasnku JoseH ObiTb yctaHoBneH USB KoH-
Tponnep. Ecnu ero Het, To BHavane Heobxo-
MmO ero f06aBuUTb, a NOTOM Nepe3arpy3uTb
BUPTYanKy.

MNMocne storo B cnncke USB-yctpornicTts
JomkeH noasuTtbca Haw UPS. Tak, kak APC
Smart-UPS SC1500 pnA coeguiHeHWA WwC-
nonb3yet Kabenb TMna serial-to-usb, To y Hac
yCTpOWCTBO OyeT oTobpaxaTbcsa cregyto-
WM obpazom:
yakim@server:~$ 1susb
Bus 002 Device 004: ID 067b:2303

Prolific Technology, Inc. PL2303
Serial Port

Mocne nprcoeanHeHnsa Kabens B cucteme
LOJIXKHO MOABUTLCA HYXHOE YCTPOWCTBO C
nmeHem ttyUSBxxx. Y meHA 310 okasanocb
/dev/ttyUSBO0. Y Bac, ecteCcTBEHHO, UMA MO-
eT OKa3aTbCA HeMHoro Apyrum. MimeHHO
ero 1 bygem 1cnosb3oBaTb MPW HaCTPOLiKe
apcupsd.

Mepexoanm K HacTpowke apcupsd. Ons
sToro B ¢aine /etc/apcupsd/apcupsd.conf
nponucbiBaem:

UPSNAME Server-UPS # TyT paem
Npov3BOJibHOEe UMS Hawemy becnepe-
NONHUKY

UPSCABLE smart
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UPSTYPE apcsmart
DEVICE /dev/ttyUSBO #Wma ycTpon-
CTBA CoeAWHeHUs C UPSCABLE

MapameTpbl BbIKITIOUYEHNSA CUCTEMbI B 3TOM
daiine HacTpavBaem no cobCTBEHHOMY YC-

MOTPEHMIO. Y MeHA 3T0:
BATTERYLEVEL 15
MINUTES 25

OcTtanbHble HaCTpOI;IKI/I MOXHO OCTaBUTb
no ymMoJi14aHUI0.

MpoBepuTb goctynHoctb UPS MOXHO Ko-
MaHJomn:
$ apcaccess

Ecnun HacTpoikn apcupsd npaBubHble, TO
Ha BbIX0fie Mbl JOMKHbI YBMAETb NapameTpbl
coctosaHua UPS:

APC 001,049,1240
DATE 2013-11-01 13:56:52
+0200
HOSTNAME backup
VERSION 3.14.10 (13 september
2011) debian
UPSNAME Server-uUPS
CABLE Custom Cable Smart
DRIVER APC Smart UPS (any)
UPSMODE Stand Alone
STARTTIME: 2013-10-30 12:45:49
+0200
MODEL Smart-UPS SC1500
STATUS ONLINE
LINEV 232.0 volts

W Tak panee...

ByneT BbiIBejeHO HECKONIbKO CTpaHuUL, na-
pameTpoB cocToAaHmA UPS'a

Hacrpoiika coeguHeHuns c ESXi Server

Ha cepBepe ESXi HyxHO o6A3aTenbHo
BK/IIOUNTb 4ocTyn no SSH, ecnu Bbl 3TOro He
caenanu paHee.

Bonblwe yem USER v13.12(5) 6
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[na >3Toro B KOHCONM YynpaBneHus
(vSphere Client) nepeigem Ha BKnagKy
«Configuration». [anee Bblbepem MyHKT
«Security Profile» n Haxkmem «Properties».

B nosBumBWEMcs cnucke Hanmpgem SSH un
€Cnn OH He 3anyuleH (B KonoHke «Daemon»
nponncaHo He «Running»), TO 4NA ero KoH-
burypurpoBaHua HaxxmeM KHomnKy «Options».

YcTaHOBUM pexunm 3anycka cepsuca SSH
Ha ESXi n Bkntounm ero kHonkowm Start:

MpY KPUTUYECKOM 3HaYEeHMW NapamMeTpPOB
6ecnepeboliHrKa Ham GyaeT HY>KHO Ha cep-
Bepe ESXi BbINOAHWUTL KOMaHAy BbIK/oYe-
HMA KaK BMPTYasoK, Tak 1 caMoro cepsepa.

ualinux.com

[lenatb 310 Mbl 6ygem no SSH. Tak Kak Bce
fevnicteua OyayT BbINONHATbCA B $OHOBOM
peXxunme, To NaposibHaA aBTOpMU3aLMa Hac He
ycTpavBaeT. HyKHo caenatb aBTopuU3aLuio
no kntouy. [ina storo Ha cepeepe Ubuntu re-
HepupyeMm KoY aBTopr3aLn:

3axogMM Ha CBOK MalUMHY C MpaBamu
root:
$sudo su

Beogum ceown naposb.

leHepupyem RSA kntoun:
#ssh-keygen -t rsa

OTBeuyaeM Ha BONpOChI:

1.Enter file in which to save the
key (/root/.ssh/id_rsa): — corna-
waemcs Ha 3HAYeHuMe MO YMOJYaHWUK;
2.Enter passphrase (empty for no
passphrase): — OcCTaBnsieM 3HayeHue
nycTbiM. Maponem Nonb30BaTbCA He
byaewm;

3.Enter same passphrase again: -
CHOBa OCTaBJiIfieM 3HAayeHue NyCTbiM.

CKpI/II'IT co3pan Asa Kito4a: I'IpVIBaTHbIl7| n

NyONNYHBIN.
Your identification has been saved
in /root/.ssh/id_rsa. — ceKkpeTHbil

NPUBATHBIM K4 ANS AEKOAMPOBAHUSA.
Your public key has been saved in
/root/.ssh/id_rsa.pub. — nybnuny-
HbIM K4 AN KOAMPOBAHUA.

byabTe BHMMaTeNbHbI! KNtoum Hy>HO reHe-
pYpoBaTb UMEHHO A/1A NONb30BaTena root,
TaK Kak MIMEeHHO C NpaBamu 3TOro MoJib30Ba-
Tens n paboTtaet AemoH apcupsd.

Cenuac HyXHo ckonmpoBaTb Ha ESXi cep-
Bep HaL NyOnnYHbIN Koy
# ssh-copy-id -i ~/.ssh/id_rsa.
pub root@server_ESXi

Bonbwe yem USER v13.12(5) 7
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ObpaTnte BHUMaHMe! [laxke nocne 3Toro
3aliTn Ha cepBep ESXi 6e3 napona mbl He Mo-
eM. ITO CBA3aHO C TeM, YTO B HACTPOMKax
ssh Ha ESXi nponuvcaH napameTp :
AuthorizedkeysFile /etc/ssh/keys-
%u/authorized_keys

To ecTb Knoum aBTOPM3aLMN XPAHATCA He
B [OMallHeM KaTanore nonb3oBaTens, a B
cneuyndryeckom, KOTopbii NPOMMcaH B Ha-
CTPOWKax.

[na Toro, uto6bl aBTOPM3aLMA NO KoYy

BCe-Taku 3apaboTana, 3anornHnmca Ha ESXi
# ssh root@server_ESXi

N ckonnpyem Ha cepBepe ESXi dann c
KJllo4aMm Ha Hy»Hoe MecCTo
~ # cp /.ssh/authorized_keys/etc
/ssh/keys-root/authorized_keys

Mocne 3Toro Mbl cMoXem 3axoauTb 6e3 na-
pons c cepsepa Ubuntu Ha cepsep ESXi.

B KopHe dalnoBoli cructeMbl cepBepa BUP-
Tyanu3sauum (XoTa 3TO MOXHO chenatb U B
no6boM Apyrom Katanore) co3gagnm cKpunt
BbIKJ/TIOYEHMA BCEX BUPTYaslbHbIX CEPBEPOB

1 camoro cepepa ESXi:
~ # vi ups_down.sh

M 3anuvwem B Hero:
#!/bin/sh
# Nonydyaem ID BCex BUPTYasoK
VMID=$(/usr/bin/vim-cmd vmsvc/
getallvms | grep A[0-9] | awk
“{fprint $1}’)

# MpocmMaTpuBaeM BCe BUPTYaNiKu B
uMKne
for i
do

# Nonyyaem mx cocTtosiHue (turned
on, off, whatever)

in $vMID

ualinux.com

STATE=$(/usr/bin/vim-cmd vmsvc/
power.getstate $i | tail -1 |awk
“{print $21’)

# ECAW BMpTyanka 3anylleHa - Bbl-
KJIOYNT b

if [ $STATE == on ]

then

/usr/bin/vim-cmd vmsvc/power.
shutdown $i

fi

done
#llenaem naysy B OXWAAHWU,
BUPTYaNKNU NOracHyT

sleep 180
# Tenepb BbIK/JIKYAEM U CaM cepBep
BUpPTyanusauuu.

/sbin/shutdown.sh

/sbin/poweroff

nokKa

Mocne 3Toro He 3abbiBaeM caenaTb CKPUNT
NCMONHAEMbIM:
~ # chmod +x ups_down.sh

OKoHuaTesIbHaA HacTpoKa apcupsd
Octanca nocnegHWin wWar. 3acTaBUTb
apcupsd BbIMNOAHUTL CKpUNT ups_down.
sh Ha cepBepe ESXi. [Ina 3Toro oTkpbiBaem
daiin /etc/apcupsd/apccontrol, niem B Hem:
doshutdown)
echo "UpPs ${2} initiated
Shutdown Sequence" | ${wALL}
${SHUTDOWN} -h now\
"apcupsd UPS ${2} initiated
shutdown"

W B 3TOM B10Ke 3aMeHAeM CTPOKY
${SHUTDOWN} -h now "apcupsd UPS
${2} initiated shutdown"

Ha
/usr/bin/ssh root@server_ESXi /
ups_down.sh

Bonblwe yem USER v13.12(5) 8
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Ha 3TomM OCHOBHas HaCTPOIiKa 3aKOHYeHa.
Mpwn NponagaHnn NUTaHWA KOPPEKTHO Bbl-
KJIIOUNTCA KaK caM cepBep BUPTYyanu3auuu,
TaK 1 BCe BUPTYalnbHble cepBepa.

Hactpoiika
Be6-nHTepdelica coOCTOAHNA

Mo ymonuaHuio Be6-nHTepderic apcupsd
LOCTYMeH Mo CCblIKe:

http://Ubuntu-server/cgi-bin/apcupsd/
multimon.cgi

Monb3oBaTbCA TaKoOW CCbUIKOW He O4YeHb
ypo6Ho. Mo sTomy noppepakTupyem dain
/var/www/index.htm|l n npuBegem ero k
cnepyolemy Buay:
<meta http-equiv="refresh"
content="0;url=http://Ubuntu-
server/cgi-bin/apcupsd/multimon.
cgi">
<html><body><hl APC UPS Statistic
/hl>
</body></html>

ualinux.com

3pecb Mbl cienanu Bcero-HaBcero nepe-
agpecaunio Ha apgpec BebG-uHTepdelica
apcupsd.

Tenepb npu 3axoge Ha http://Ubuntu-
server/ Mbl YBUAUM CTaTUCTUKY COCTOAHWA
NCTOYHMKa becrnepebONHOro NUTaHUA.

MNepenpga no ccoinke System  MOX-
HO yBMAETb MNOAPOOHbIA CTaTyC Hallero
YCTPONCTBa.

Mo mamepuanam caima:
yakim.org.ua

Bonblwe yem USER v13.12(5) 9
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HacTtonbHbit 3Mek FopbiHbIY,
WJIN KaK NOAKNIOUNTD

MHOIro MOHMTOpPOB —

Multihead in Linux

B cBOé BpemAa aBTOp 3TMX CTPOK Kynun
cebe HOBbI HOYTOYK, BOAPY3WI Ha Hero
Debian 1 BOTKHyNn BHewHMUn mMoHuTop. Ka-
3a10Cb Obl, HY 1 BCE — UTO €eLlé HAJOo Xu-
ruTy ana cyactba? OgHa ronosa — Xopowo,
a ABe - nyyuwe, nogyman aBTop, MAAA Ha
elé ofHy 3NMeKTPOoAbIPKY B HOYyTOyke nop
Ha3BaHwuem DisplayPort.  nogymanocb mHe:
3TO X MOXXHO 3aZjlapOM €eLlé N TPETUIA MOHU-
TOp NpuUUenuTb, 1 ByaeT He3eMHOe cyacTbe.
Ho cuactbe obnomunocb (0 Yém Huxe), a
00630pUMK OT MOWCKOB PeLUeHNs OCTancA ...

3ayem HY>KHO HECKOJ/IbKO MOHUTOPOB?

Hannuue no KpanHen mepe OQHOIo BHeL-
HEero MOHUTOpa rapaHTUPOBAHHO MOBbLICUT
NPOAYKTUBHOCTb paboTbl. He 3Hato, Kak Ha-
CYET TPEX MOHUTOPOB, HO ABA TOYHO MEHAIOT
MU3Hb K JTyyLleMy, 1 BOT MOYEMY:

— OYeHb yao6Ho paboTathb ¢ LaTeX: Ha oa-
HOM MOHMTOpE NuLemM Cam Kof, Ha BTOpOWn
BbIBOAUM YTO-TO Tuna Kdvi u Bugmm Heno-
CpeACTBEHHO pe3ynbrarT;

—XOPOLUO BbIBECTM Ha BHELUHUN MOHMUTOP
CNpaBoOYHY0 MHOOPMALMIO UK JOKYMEH-
Tauuo (Hanpumep, MATLAB Help Bucut Ha
BHeLHeM MOHUTOPE, @ HA OCHOBHOM Mbl M-
lem Kop);

BmecTo nepeknoueHun mexay BupTyanb-
HbIMU Pabouumy CTONaMu MOXHO MPOCTO

ualinux.com

NOCMOTPETb Ha BHELWHWA MOHUTOpP. /A 3TO B
CcaMoM Jesie yao6Ho.

MporpammHbie pewieHnA:

Y10 ecTb B Linux ana Multihead?
MporpammHble pelleHus 3To Korga nnbo
He XoueTcA TPaTUTbCA Ha HOPMaJibHOE Xe-
neso, nNMbo ecTb KenaHve WCnonb3oBaTb
yxe umetoweeca. OcobeHHO aKTyanbHO Ha
HoyTOyKax: ecnu ecTb Bbixog Ha VGA/HDMI/
DisplayPort, nouemy 6bl ero He ncnosb3oBaTb?

XrandR

Ha gaHHbI MOMEHT — caMoe NPOCToe 1 pa-
60uee pelueHue, n ecnim Xrandr y Bac 6onee
WUNM MeHee COBPEMEHHDIN, TO Gonblue ans
UCMOMIb30BaHNA HECKOSIbKUX MOHUTOPOB B
Linux c annapaTHbIM YCKOPEHUeM HUYero un
He Hago. C HeJaBHYIX MOP MMEETCH HECKOJb-
KO y#obHbIx rpaduryeckux obosiouek Tuna
arandr, KoTopble U36aBAsOT NOJIb30OBATENA
OT HEHYXXHOTO KpacHOrnasuns 1 no3BossioT
6bicTpo KoHurypuposatb dualhead/clone
mode Ha nery.

10
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Co6CTBEHHO, MCTOPUA U Havanacb C TOro,
yto 6bIn KynneH agantep DisplayPort2VGA
A1 NOAKNIOYEHUNA TPETbEro MOHMUTOPA K HO-
yTOYyKy. Bcé luno oueHb xopolwonxrandr gaxe

Hanucan To, YTO TPETUA MOHUTOP BUAEH
xrandr

Screen 0: minimum 320 x 200,
current 2646 x 1024, maximum 8192
x 8192

LVDS1 connected 1366x768+0+0
(normal left inverted right x

axis y axis) 310mm x 174mm
1366x768 60.0%+
1360x768 59.8 60.0
1024x768 60.0
800x600 60.3 56.2
640x480 59.9

VGA1l connected (normal left
inverted right x axis y axis)

1680x1050 60.0 +

1600x1200 60.0

1280x1024 75.0 60.0

1440x900 59.9

1280x960 60.0

1152x864 75.0

1024x768 75.1 70.1
60.0

832x624 74.6

800x600 72.2 75.0
60.3 56.2

640x480 72.8 75.0
66.7 60.0

720x400 70.1

HDMI1 disconnected (normal left
inverted right x axis y axis)

DP1 connected 1280x1024+1366+0

(normal left inverted right x
axis y axis) 376mm x 301mm

ualinux.com

1280x1024 60.0%+ 76.0
75.0 72.0

1152x864 75.0

1024x768 75.1 70.1
60.0

832x624 74.6

800x600 72.2 75.0
60.3

640x480 72.8 75.0
66.7 60.0

720x400 70.1

640x350 70.1

To ecTb MOHMTOpPbI BUAATCSA 00a, HO Npun
nonbITKe 3a1eMCTBOBATb BCE TPU NPUBOAUT

K OLLInOKe:
xrandr: cannot find crtc for
output VGAL

A 3HauunT 3TO BOT YTO

CRTC - 310 Cathode Ray Tube Controller,
KOTOpbI/ annapaTHO CYMTbIBAaeT Kafpb
n3 framebuffer ns sugeonamatn n BbiBO-
OWT n300pakeHne Ha 3KpaH. B noHnmaHuu
Xrandr gns Kaxaoro BHELHero MOHUTOpa
JonmxeH 6biTb cBor annapatHbin CRTC. Ha
HOyTOyKax ux obbliuHO ABa: 0 1 1, To ecTb
NS BCTPOEHHOrO MOHUTOPA M BHELUHe-
ro. OT0 NO3BOJSIAET CAENaTb MOJIHOLEHHbIN
dualhead, To ecTb gBa MOHUTOPA COEANHUTD
B oVH. Ecnu e npuuennTb MOHUTOP Tpe-
TUI MOHUTOP K Yxe cyulectsytowemy CRTC,
TO Mbl MOAyYMM ToXe n3obpaxeHue (clone
mode).

Ho He BCE TaK rpycTHO: eCTb MOMbITKA
06aypurTb BUgeoadanTep u caenatb Virtual
CRTC.

Virtual CRTC (VCRTC) is a new (and
experimental) mechanism for redirecting
pixels from a GPU’s frame buffer to some
other device. This code allows virtual CRTCs

11
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to be createdin the kernel drivers so that they
can be used for a variety of tasks. A virtual
CRTC with this code is treated just like a real
hardware CRTC. This experimental code
allows these virtual CRTCs to be attached to
«CTD devices» (Compression Transmission
and Display). Then finishing off the equation
is a new kernel module, the VCRTCM (Virtual
CRTC Manager), that bridges the traffic
between GPUs and CTDs.

M xoTA HblHeWHne nKcbl (Xorg) noppep-
XKMBaKOT MakcMmyMm 16 ancnnees, orpaHuye-
HUA Yallle BCEro ynmparTca B BUAEOKAPTY 1
Hannune annapatHbix CRTC He 6onee aByx.
OcTaétca HapeaTtbea Ha Virtual CRTC wnn
oTAaBaTb KPOBHble AeHbrn 3a annapaTHble
MHOTOroJioBble pelleHns (0 YEM HUuKe).

Mntocwl Xrandr:

+ UCMOMb30BaHNe BO3MOXHOCTEN Bugeo-
KapTbl M annapaTHoe yckopeHue rpadukm
Ha BHELLHEeM MOHUTOPE;

« r’mbkoe n3MeHeHvie NnapaMeTpoB Ha NeTy,
0cobeHHO npu ncnonb3osaHuu arandr.

MuHycei Xrandr:

+ KOJNIMYEeCTBO NpULEnNAembIX He3aBucu-
MbIX MOHUTOPOB orpaHnyeHo umcnom CRTC.

Xinerama

Xinerama npeactaBnaeT coboi pacwmpe-
Hune X Window System, koTopoe no3sonset
NPUNOXEHUAM W OKOHHbIM MeHef-
Xepam mcrnonb3oBaTb ABa U Gonee
du3nyeckmx MoHMTOpa KakK OfuH
60MblWON. ITO UCTOPUYECKU Obin
nepsbii cnocob Boobuie nonyyatb
0O6bEeANHEHHDBI MOHUTOP B MKCaX,
n B CeTM OrpoMHOE KONM4yecTBo pe-
LIeMnToB Ha 3Ty Temy.
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Mntocel Xinerama:

« pabouee pelueHune, noaaepxusaeT 60nb-
LUMHCTBO rpadnyeckrx Kapr.

Munycel Xinerama:

« TpebyeT, UToObI Ha BCEX MOHUTOPaX Obina
opHa rny6uHa uBeTa;

+ Bbl TepsAeTe annapaTHOe YCKOpeHue Ha
BCEX 3KpaHax, Kpome OfHOro.

+ Ha JOMOJIHUTENbHbIX MOHUTOPAX OKHa C
3D rpadukoit MOryT BbIrAafeTb YEPHbIMU;

B obwem, crapyxa-kcuHepama 3TO Mo-
cnepHee, UTo CTOMT NPOBOBaTb, KOrAa HAYTO
Apyroe He paboTaeT UIx CAULWKOM [OpPOro,
4TOObI MOKYNaTh.

Xdmx - Distributed Multihead X

DMX pacwmndposbiBaeTca Kak Distributed
Multihead X. O6bluHO Xinerama nnu Xrandr
nossonsaAlT aenatb multi-head, cluvBan He-
CKOJIbKO MOHMTOPOB B OfVH, MOAKIIOUYEH-
HbIX K O4HOW 1 TOM e MalluHe.

C apyrot ctopoHbl, Xdmx 3To Takol NpoK-
Cn cepBep AN1A NKCOB, KOTOPbI No3BonsaeT
06beAnHATD MOHUTOPbI Ha Pa3HbIX Mallw-
Hax. Kaxpgbli KomnbiloTep, KOTOPbIA Bbl XO-
TMTe 06beanHUTb C Nomolybio Xdmx, 3any-
CKaeT 06blYHbIN X-cepBep, a Xdmx clumBaeT
3TV MKCbI Yepe3 Npokcy no cetun Ethernet, n
Mbl MONYYUM O6bEAUHEHHBII MOHUTOP U3
pAQOM cToALMNX HOYTOYKOB Yepes Ethernet.
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Mpumep nocnoxHee — obbegUHEHNE Ye-
TbIPEX COEAMHEHHBIX MO CEeTU HOYTOYKOB B
OJVH MOHMTOP.

Ho ocHoBHOe npuvmeHeHne Xdmx 3To co3-
[ aHune OrpoOMHbIX CMCTeM OTOOparkeHUA AaH-
HbIX 41 YHWBEPCUTETOB U MCClefoBaTesb-
CKMX LieHTpoB. B ocHoBHoMm 370 Diplay Walls
C 06wmM paspelleHnem Tna 16000x4800:

Takoe ecTb, Hanpumep, B YHuBepcuteTe
CeBepHoi KaponuHbl 1 B YHuBepcutete Un-
nuHomnca B Ynkaro.
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Mpouyas 3K30TMKa
EcTb n ppyrvue meTodbl Mony4veHua He-
CKOMNbKNX MOHUTOPOB B Linux.

TwinView

Mo3BonsieT «cCwuBaTb» fABa MOHMTOPA
B OOWH C annapaTHbiM YCKOPEHUWEM, Mpu
3TOM MKCbl AYMAlOT, YTO 3TO NPOCTO OAMUH
MoHuTOp. MpepHasHaveH ana kKapt Nvidia,
N peann3oBaH TONbKO GUHAPHBIMK ApariBe-
pamui—- pakTnyecku, Tonbko Nvidia KapTbl 1
NoAAePKMBAIOTCS.

Merged Framebuffer

Mo3BonaeT nmonyyaTb annapaTHoOe YCKO-
peHue rpadurky Ha ABYX MOHUTOpax B pe-
*ume dualheaded gns kapt Radeon. OuyeHb
noxoke Ha TwinView, Ho paboTaeT ToNIbKO C
OTKPbITbIMKU Apansepamn (mga, ati), B KoTo-
pbix nopaepxka direct rendering yacto He
peanusosaHa. Kpome Toro, MergedFB orpa-
HUUYMBaAET pa3Mep MaKCMMAJIbHOrO 3KpaHa
[0 2048x2048.

AnnapaTtHble pelleHuns

Kak npaBuno, sTo npouie B HacTpoike
1 pobaBnsAeT MeHblle rofioBHon 6onu. Ca-
MblVi MPaBUAbHbBIA W NErKNiA cnocob —Matrox
TrippleHead2Go, Ho OH cTouT geHer. Ecnn
HauaTb >KagHN4aTb, TO MOXHO OCTaHOBUTbCA
Ha peweHun USB2VGA, HO OHO rpy3unT npo-
ueccop v TpebyeT apaiisep.

USB2VGA
[a, 6biBaeT n Takoe. [1Noc — cpaBHUTENBHO
npocTon (ecnn gpareep B Agpe ecTb) Cno-
co6 nonyuntb LOMONMHUTENbHbIN MOHUTOP
(B 3aBMCMMOCTU OT uMMCeTa — U HE OfMH).
Ho BCE 310 noXumTca TAXKKMM rpy3om Ha CPU,
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16O VMEHHO MPOLECCOP CKMMAET BULEO U
nepegaér ero yepes USB2VGA apanTtep Ha
Apyron moHuTop. LleHa Bonpoca B painoHe
$70:

3pecb BCE 3aBMCMT OT TOro, KTO chenan
apjanTep M Ha Kakom uune oH paboTaer.
MNpocTbie 1 gewéBble aganTepbl MOTYT U He
UMeTb nopnep»ku B Linux, unn pabotatb
yepes gparieep udlfb. MocnegHee npegno-
YTUTENbHO, TaK Kak MmMeeTcA B agpe Linux
HaumHasa ¢ 2.6.35. lNpocTblie BUaeoaganTepbl
USB2VGA, Hanpumep ot StarTech, nossonart
NoAKNYNTb OAUH AOMOAHUTENbHBIA MOHU-
TOp C paspeweHnem go 1920x1200. Takumx
aflanTepoB MOXKHO BOTKHYTb O MATW LUTYK.

Opyron npumep - agantepsol oT Displaylink
Tuna DL-125, DL-165 n DL-195 KoTopble nog-
[EepKMBaloT JO WeCTV MOHUTOPOB U pa3pe-
weHne 1440x1050, 1920x1080 1 2048x1152
COOTBETCTBEHHO. KomnaHuA BblknagbiBaeT
VCXOAHWKN ApaniBepoB K AApY.

Matrox TrippleHead2Go

BoT MMeHHO Tak 1 JenaeTcs Hopmasb-
Has, yecTHasA annapaTHasd MHOrOrof0BOCTb
(multihead). Matrox TrippleHead2Go npeg-
cTaBnAeT cobol HAaBOPOUEHHYIO BHELLHIOW
BVAEOKAPTY B KOMMAKTHOM KOPMYCE, B KOTO-
pyto BTbIKaeTCsA HECKONIbKO MOHUTOPOB (ABa
WAn Tpw).
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Pa3pelueHne BoTkHYTbIX B TrippleHead2Go
MOHWTOPOB CyMMUpYyeTca, a npu pabo-
Te — annapaTtHO pa3fensaeTcA Ha pasHble
dur3nyeckme MOHUTOPDI (CKaTve BUAEO He
ncnonb3syetca). MNpu 3Tom BMaeoKkapTa Ba-
Wero HoyTOyKa Mnu JeckTona Aymaert, uTo

3TO OAWH OFPOMHbBIi MOHUTOP (U He nopo-
3peBaeT, uTo eé 0b6aypunu). B pesynstate Bbl
nonyuaete BoxgeneHHoe Dual/Tripple Head
C annapaTtHbIM YCKOPEHNEM 1 BCEMU MITIOLL-
Kamu 6e3 npobsem ¢ HaCTPONKOIA:

OOMH MUHYC — CTOUT 3TO YAOBOJbCTBUE
okono $400.

W Kpome TOro, He CTOUT NOAKNOYATb €ro
yepes [ONONHUTENbHbIE afanTepbl — B CETU
OrpOMHOE KONNYECTBO MOJIHbIX ropA OT3bl-
BOB MePCOHaXew, NblTaBWKXCA MCMOSNb30-
BaTb 3TOT TrippleHead2Go uepes pelwépble
apanTepbl.

lMNomamepuanam catima:
mydebianblog.blogspot.com
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GRUB2, BoccTaHOB/1€HUe

Mocne ycraHoBkK, K npumepy, Windows,
Bbl MOXETe CTOJIKHYTbCA C TeM, UTO Mpu 3a-
rpyske 6ynet oTobparkaTbCA TONbKO MEHI0
3arpy3km Windows, a meHi grub2 Bbl He
yBUAWTE BOBCE, UTO NPUBEET K HEBO3MOX-
HOCTU 3arpy3nTb UTo-NMn60 Kpome Windows.
Takoe npouncxogut ns-3a Toro, uto Windows
npu ycTaHOBKe 3aTMpaeT 3arpy3ouHyto ob-
NTAaCTb »KeCTKOro [Aucka (Tak Ha3bliBaeMmblin
MBR-pa3gen), yaanasa oTTyaa 3anucb 3arpys-
yrka grub2. [InAa BocctaHoBneHua grub2
BaM noHago6utca liveCD Ubuntu nnn nio-
6011 Apyrol COBpPeMeHHOI CUCTEMbI, B KOTO-
pbiil BKNoYeH grub?2.

ApxutekTypa LiveCD pomxHa cooTBeT-
CTBOBaTb apXMTEKType Ballell cucTembl!
Y3HaTb TeKyLLYy apXUTEKTYPY MOXHO C No-
MOLLbI0 KOMaHAbl arch unu uname -m. 686
cooTBeTCTBYeT 32-OUTHOWM  apXUTEKTYpE,
amd64 — 64-6UTHOW.

BocraHoBneHune GRUB2 c LiveCD

3arpysutecb ¢ Bawero LiveCD (npepnBa-
puUTENbHO BbIGEPUTE MEHIO YCTPOWMCTB 3a-
rpy3Ku NpY HaNIMYMK TaKOBOTO UKW Xe YyCTa-
HoBuTe cd-npusoa nepsbiM boot device B
BIOS). 3anycTtnTte KoHCONb. [inA Havyana Ham
HY>KHO OyJeT y3HaTb, Ha Kakom AnCKe 1 Ha
Kakom paspene yctaHosneHa Ubuntu. Ecnn
Bbl HE MOMHITE 3TOro — BOCMNONb3yNTeCh KO-

MaHaomn
$ sudo fdisk -1

[na paboTbl HaM NoHagobuTca /-pasgen
(root). NMpumoHTMpPYITEe ero KomaHAoM

ualinux.com

$ sudo mount /dev/sda5 /mnt

B moem cnyyae KOpHEBOI pasfen cucte-
mbl — /dev/sda5. Bbl e ncnonb3yinTte cBoe
3HaueHue. ecnin y Bac /boot caenaH oTaenb-
HbIM Pa3fesiom, ero Takxe Hapo byaeT npu-
MOHTUPOBaTb:
$ sudo mount /dev/sda3 /mnt/boot

Takxe MoHTUpyeM nanky /dev Hawer live-

cucTeMbl Kak /dev Hawero root-pasgena:
§ sudo mount --bind /dev /mnt/dev

1 NankKy /proc Kak /proc root-pasgena:
$ sudo mount --bind /proc /mnt/
proc

[anee BbINOMHAEM CNIEAYIOLLYIO KOMAHAY:
$ sudo chroot /mnt /bin/bash

Tenepb Bbl — root-nonb3oBaTenb B CUCTe-
Me, KOPHEBbBIM Pa3fenioM KOTOPOW cunTaeT-
cAa /mnt, TO eCcTb KOPHEBOW pa3fen Ballen
HacToALen cmctembl. I BOT Mbl roToBbI 06-
HoBUTb MBR-pa3gen »kecTkoro gucka, nepe-
ycTaHoBUMB grub2. Ho anda Hauyana Ham Hy>KHO
onpefennTbes, C Kakoro gprsnyeckoro auc-
Ka 3arpy»aertca Hall KomnbioTep. Ecnny Bac
OOMH XeCTKUN ANCK, pa3buTbi Ha pasgensl
— OH byzeT umeHoBaTbcA sda. Ecnu Heckonb-
KO, TO NepBbIit 13 HUX — sda, BTopoit — sdb n
Tak ganee. Ecnu Bbl He 3HaeTe, KaKol XecCT-
KU OUCK YCTaHOBNEH B KauecTBe 3arpy3ou-
HOro, MOCMOTPUTE COOTBETCTBYHOLLYIO Of-
umto B BIOS. O6bIUHO XKeCTKU ANCK YKa3aH
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no mogenu (Hanpumep, Tak: ST9160310AS).
YTo Obl Y3HaTb, KaKOMy AWNCKY B cUCTeMe

COOTBETCTBYET JaHHaA Mofeslb, BbIMONHUTE

TaKylo KOMaHgy:

$ for d in /dev/sd[a-z] ; do echo

«$d: $(sudo hdparm -1 $d | grep

-i ‘model’)» ; done

Kpome Toro, B Ubuntu mMoXxHoO BOCNONb-
30BaTtbcA yTunuTon palimpsest («cuctema>
agMUHNCTPUPOBaHME > AUCKOBaA YTUNWU-
Ta»). OnpefenuBLUNCL C 3arpy304HbIM AUC-
KoM (B Hawem npumMepe - sda), ycTaHaBnu-
BaeM Ha Hero grub2:

# grub-install /dev/sda

Ecnn Bbl CTONKHETECb C KakumMu-nnbo
owwmnbKamuy, To nonpobynTe nepesanycTutb
KoMaHgy ¢ Kntoyom --recheck:

# grub-install --recheck /dev/sda

O6paTuTe BHMMaHWE: Mbl YCTaHaBMBaEM
grub2 Ha ¢pum3nueckun guck (sda, sdb...), a He
Ha pa3gen (sda3, sdb1..)! Ecnu Bce npowwso

YCMeLHo, BbIXOAMM U3 chroot komaHaoM
# exit

OTMOHTMPYeM HaLUW AUCKU U NaMKK:
/dev Hawen live-cuctemol:
$ sudo umount /mnt/dev

/proc live-cnctembl
$ sudo umount /mnt/proc

boot-pasgen, ecnun TakoBo MOHTMPOBA-
CA OTAENbHO:
$ sudo umount /mnt/boot

1, COBCTBEHHO, KOPHEBOW pasaern:

$ sudo umount /mnt
Bce! MNepe3arpy»xaemca, BocCTaHaBnvBa-
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em nopafaok 3arpysku B BIOS (cTaBum »xecT-
KU JWUCK Ha NepBOe MecTo) 1 CMOTPUM pe-
3ynbrart.

LiveCD. Cnoco6 2 (6e3 chroot)

Ham onatb e noHagobutca LiveCD
Ubuntu nnn gpyroii cnctembl ¢ noaaep-
Ko grub2. B otnnune oT npeapiayLLero crno-
coba, Mbl He Byzem 3amnycKaTb YCTaHOBLUMK
yepes chroot, uTo NO3BOANT COKPATUTL KO-
nuyecTBo Tpebyembix AeNCTBUN.

W Tak, 3arpy»aemcs ¢ BbibpaHHoro LiveCD,
3anyckaem KoHconb. Bmecto mcnonb3oBsa-
HMA chroot Mbl BOCMonb3yemca KnloYoM
--root-directory. Ho gna Hauana y6epnmcs,
yTo [JaHHaA onuuAa NOoAAEPXKUBAETCA Ha-
wein live-cuctemoni. Ecnn Bbl pabotaete ¢
Ubuntu, MOXXHO He BoOJIHOBaTbCA. B mHOM
cnyJae BbiNnonHMTE
$ grub-install --help

Ecnn B onucaHWm onuuin NpucyTcTByeT
BbILIEYNOMAHYTbIN Koy --root-directory
- BCe B opAgKe.

Tenepb Ham HY>KHO NPYMOHTMPOBATb KOP-
HeBOW pa3gen cuctembl. ECin Bbl He NOMHU-
Te, Ha KakoM pasfene CTOUT CUcTemMa, BaM

NoMoXeT
$ sudo fdisk -1

OnpenenuBLLNCD C KOPHEBLIM Pa3fenom,
MOHTMpYem ero. lycTb B Hawem npumepe
370 b6yger sda5:
$ sudo mount /dev/sda5 /mnt

Ecnn y Bac BblgeneH otgenbHbin boot-
pa3gen, NPUMOHTUPYITE U ero. Jonyctum
3710 sda2
$ sudo mount /dev/sda2 /mnt/boot
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Tenepb nepexoAnMm cob6CTBEHHO K YyCTa-
HoBKe grub2. Knitou --root-directory nosso-
NAET YKa3aTb, UTO NCNOJb30BaTb B KauecTse
KOpHeBOW AnpeKTopun. Ham Hy>KeH KopHe-
BOW pa3fgen Hawemn CMCTeMbl, KOTOPbIA Npu-
MOHTUPOBaH B /mnt. [l03TOMy BbINONHAEM:
$ sudo grub-install --root-
directory=/mnt /dev/sda

Kak 1 B npegbigywem cnocobe, grub2
yCTaHaBnMBaeTcA Ha Qu3nYecknii  auck,
a He Ha pa3gen! B kauecTBe AMCKa HY>KHO
yKa3aTb TOT AWCK, KOTOPbIA YCTaHOBJIEH 3a-
rpysouHbim B BIOS. Ecnun Bce nponigeT Hop-
MasibHO, YCTaHOBLUUK BbiBedeT cooblieHure
06 ycneLwHoMm 3aBepLlUeHn U CNUCOK 0OHa-
PY>KEHHbIX KECTKUX JMNCKOB, KOTOpble Gblnn
pnobasneHbl B device.map. Ecnv Bce 310 ecTb
— OTMOHTUPYEM ANCKU, Nepe3arpyKaemcs n
papyemca. Ecnu 6ynet BbiBeAeH HeMOJHbIN
CNUCOK AUCKOB — OTpepakTupyinTe daiin
device.map B KOPHEBOW Nanke ycTaHOB/EH-
HOWM cuctembl (B onvMcaHHOM npumepe — /
mnt/boot/grub/device.map) 1 nonpasbTe
ero, 106aB1B OCTasNbHble ANCKM 11 MONPaBUB

Hymepauuto. Qaiin JomKeH NMeTb BUJ,
(hd0) /dev/sda
(hdl) /dev/sdb

W Tak panee gnA BCex »KECTKMX AMCKOB.
CoxpaHuTe ¢aiin 1 NOBTOPHO BbINOAHUTE
KomaHgy grub-install, kak onucaHo Bbiwe.
Tenepb fomKeH 0TOOPa3NTLCA NMPABUbHBbI
CMUCOK ANCKOB. OTMOHTUPYEM OUCKM U Ne-
pesarpyxaemcs.

B HekoTOpbIX Crlyyasx MOXEeT OKa3aTbCA
Tak, 4YTo oTaenbHble dpannbl grub2 6yayT no-
BpeXAeHbl (Hanpumep, B pesynbrate c6os
npv BbinofHeHun update-grub). OgHako,
WHOTAA eCTb WaHC 3arpy3nTbCsa B CBOK CU-
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CTeMy M BOCCTaHOBWUTb grub2 u3 Hee 6e3
HeoOXoAMMOCTM MOSHOW MepeyCcTaHOBKMU
OHoOro.

Ecnn npwu 3arpyske grub2 Bbl BugnTe Co-
ob6LweHna 06 owrbKax — He crewnTe npeaa-
BaTbCA NaHMKe — BCe MOXET ObITb ellje BNo-
He nonpasBuMMoO. Ha AaHHbI MOMEHT Halua
rmaBHaa Lenb nonactb B KOHcosb grub2.
Bbl MOXeTe cpa3sy yBMAETb ee Ha 3KpaHe,
unm xe Oyaet npepnoXeHo uTo-NMbO Ha-
XaTb nnu BbIGPaTb ANA 3anycka KoHconu. B
no6bom cnyyae, ecniv Bam yaanoch 3anycTuTb
KOHCONb — pagynTech, WaHCbl Ha craceHue
yBefnnyeHbi!

KoHconb grub2 noxoxa Ha 6onee npwu-
BblYHY0 060n0uKy bash. 3gecb Takxe nog-
LepXnBaeTca aBTOJOMNONHEHME KOMaHf Mo
HaxkaTumto tab. Ecnu ke HaxkaTb tab B nycToi
CTPOKe, TO Mbl YBUANM MOJIHbIA CAMUCOK A0-
CTYMHbIX KOMaHA. Y7o XX, NpUCTynum K npo-
Lenype 3anycka cuctembl. inA Hayana Ham
HY>KHO 3afaTb root-pa3fen, To ecTb pasgfen,
Ha KOTOPbI YCTaHOBNEHA Halla cuctema. B
Moem cnyyae 310 /dev/sda5. (B grub2 pas-
Zenol 3agatotca B Buge hd**. Root-pasgen
3ajjaeTcA KOMaHAom
set root=(hd0,5)

B moem cnyuae 310 hd0,5, oH xe /dev/
sda5, To ecTb NATbI pa3fen NepBoro AncKa.
MOMHbIA CNCOK AOCTYMHbIX Pa3feoB MOX-
HO MOAYYUTb NPU NOMOLLM KoMaHAbl Is. OHa

BbIAACT YTO-TO Bpoae
(hd0,1) (hd0,2) (hdl1.1) (hd2,1)

Mocne Toro, Kak Bbl 3ajanu root-pasgen,
MOXHO YyAoCTOBEPUTbCA B TOM, 4YTO BCe
nony4ymnocb, BbINOMHMB KOMaHAYy «rooty».

OHa BblgacT coobuieHve cnegytoLero Biaa:
(hd0,5): fiTesystem is ext2

17
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HekoTopblX, HaBepHO, CMyTUT YNOMMWHa-
Hue ext2. He BonHyWTecb, Tak M AOMXKHO
6bITb (AN dannoBbix cuctem ext2/3/4 B
grub2 ncnonb3yetca obwuin gparieep). Mo-
cne TOoro, Kak 3afiaH root-pasges, Mbl JOJIXK-
Hbl yKa3aTb, Kakoe AApo cinefyeT 3arpysuTb.
370 3afaeTcA KomaHgon linux. Ykaxute Tto
AAPO, C KOTOPbLIM Bbl 0ObIYHO 3arpyaeTech.
B moem cnyuyae KomaHga OyneT BbIrAAeTb
Tak:

Tinux /boot/vmlinuz-2.6.32-
020632rc6-generic root=/dev/sda5

He nyraiitecb, ecnu Bbl HE MOMHWTE HO-
mep Bawero aapa. MpocTto HanuwwuTe linux
/boot/vmlinuz n HaxmuTe tab. Ha 3KpaH Oy-
LET BbIBeieH CNMNCOK JOCTYMHbIX AAep

O6paTtnTe BHMMaHMe Ha NapameTp root=/
dev/sda5 B KoHue cTpoku! 3pecb Takxe
HY>KHO YKa3aTb Ball root-pa3fesi, HO yxe B
6onee npusblyHOM dopmate. bes storo cu-
CTema MOXeT He 3arpy3uTbcs.

BmecTe c agpom cnepyert 3arpy3uTb initrd
(370 06pas3, copepalyuii Bce Heobxogmmoe
ANA onpefeneHna XKecTKoro AMCKa, MOH-
TMpoBaHua kopHeeon OC 1 npofomKeHus
3apy3Kn cuctembl). [lenaeTca 3To KOMaHAoN
«initrd». Hy>kHo 3arpy3uTtb initrd-o6pas3, Bep-
CUA KOTOPOrO COOTBETCTBYET BEPCUM 3arpy-
»Xaemoro agpa:
initrd /boot/initrd.img-2.6.32-
020632rc6-generic

MNocne 3TOro MOXHO 3arpy3uTb cucTemy
KOMaHZom

boot

B pe3ynbrate BCeX MaHUNyNAUWA Mbl
LOJIXKHbI YCMELWHO 3arpy3uTbCs B POAHYIO
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cuctemy. lNocne 3TOro MOXHO BbIMONHUTb
«update-grub» n npn HeobxoaMMoCTN BOC-
CTaHOBUTb HYyXHble dalinbl U3 pe3epBHON
Konuu.

M elle ofviH NoNesHbI COBET: Bbl MOXETe
nerko u 6biCTpo caenatb cebe NHCTPYKLUMIO
no aBapuMHoOMmy 3anycky cucrtembl. OTKpou-
Te Baw «/boot/grub/grub.cfg», HananTe Tam
MYHKT, KOTOPbIN Bbl 0ObIYHO 3arpyxaete, 1
ckonupyiTte ero oTtyga. onycTtum, oH Bbl-
rNAZUT Tak:
menuentry "Ubuntu, Linux
2.6.32-020632rc6-generic" {
recordfail=1
if [ -n ${have_grubenv} ]; then
save_env recordfail; fi
set quiet=1
insmod ext2
set root=(hd0,5)
search --no-floppy --fs-uuid
--set 0e717c2a-24bd-4abe-acfe-
ecf98fc814f8
Tinux /boot/vmlinuz-2.6.32-
020632rc6-generic
root=UUID=0e717c2a-24bd-4abe-
acfe-ecf98fc814f8 ro quiet splash
initrd /boot/initrd.img-2.6.32-
020632rc6-generic
3

Ham Hy»HO OCTaBWTb TONbKO TpW CTPO-
Kun: set root, linux u initrd. Ytobbl He 3a6bITb,
Jonuiem B KOHLe KomaHay boot. B ctpoke
linux 3ameHnm UUID=.... Ha Bal KOpHeBOW
pasgen n ybepem nuvwHue napametpbl. B
uTore NOJMTyUYMM Takme CTPOKMU
set root=(hd0,5)

Tinux /boot/vmlinuz-2.6.32-
020632rc6-generic root=/dev/sda5
initrd /boot/initrd.img-2.6.32-
020632rc6-generic

boot
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OcTanocb pacneyaTaTb 3TO Ha GyMarkke 1
COXPaHUTb OHYI0 B HaleXKHOM MecTe. Tenepb
y Bac Bcerga rnog pyKkom MHCTPYKUUA Mo 3a-
rpy3Ke Ha cryyaii Kakux-nnmbo Henonagok!

3arpyska Windows
aHanornyHbim o6pasom

B cnyuae HepaboTocnoco6Hoct Ubuntu
Bbl MOXETE 3arpy3nTb APYryo YyCTaHOBNEH-
HYIO CUCTEMy MPW HanuuMM TakoBol. Ons
linux-cnctem cxema 6yneT Tol xe: set root -
linux - initrd - boot.

Ina Windows xe Bce bygeT faxe npotue.
[N Hauana TaK e yKa)KemM KOPHEeBOW pas-
Aen. Ha 3ToT pas yxe TOT, Ha KOTOPOM YCTa-
HoBneHa Windows. B moem cnyuae 3to /dev/

sdal, n komaHaa byfeT MmeTb Takom BUS:
set root=(hd0,1)

Tak»Ke MOXeT NoHafobUTCA Takas KoMaHaa:
drivemap -s (hd0) ${root}

ualinux.com

Mocne 3Toro mMbl ckomaHgyem grub2 ne-
pepatb ynpasneHue 3arpyskon Windows-
3arpy3unky NTLDR. [Ina 3T0ro npocTto Bbl-
NONHUM
chainloader +1

W, HakoHeL, lafm KOMaHZy Ha 3anyck:
boot

Ecnun Bce npoluno ycnewHo — Hacnaxpaa-
emca 3arpyskon Windows. B cnyuae, ecnu
Ha pa3HbIX pasfenax ycTaHoBneHo 6ornee
opnHo Bepcunt Windows, Ham HY»HO y3HaTb,
Ha Kakom u3 pa3genoB HaxoautcA NTLDR-
3arpysumk. OTo nyylue caenaTb 3apaHee, no-
CMOTpPEB CTPOKY set root B NyHKTe 3arpysku
Windows daiina /boot/grub/grub.cfg.

lNomamepuanam catima:
armanenshaft-linux.blogspot.com
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Imynartop Android B Ubuntu Linux
n cepsuc Manymo

Pa3zpabaTbiBas MOOMIIbHYIO BEPCMIO CaliTa,
A CTONKHYacb C NPobaeMon TecTMpoBaHWA
ee Ha pasnuyHbix TenedpoHax. lNpoctop AnA
TECTVPOBAHNA — OrPOMHbIN. Heobxogmmo
npefycMoTpeTb BCEBO3MOXKHbIE pacLumpe-
HUA 3KpaHa 1 onepaumoHHble CUCTEMbI Te-
nedoHoOB, NOAAEPKKY Pa3NNUHbBIX GYHKLMWINA.
Bonbwon npobnemon cTano TeECTUPO-
BaHue touch-cobbiTuin Ha TenedoHax ¢ OC
Android, Tak Kak Ha JaHHbI/ MOMEHT cCyLe-
CTBYeT LeNblii OYKeT OfHOBPEMEHHO Ael-
cTByoWmnx Bepcun ganHon OC.
PykoBogcTtByAcb  ctatbem C  caunTa
startubuntu.ru, A yCTaHOBWNA BUPTYanbHYIO
MawwuHy Android, nio6e3Ho npegocTaBieH-
Hylo nonb3oBaTtenam npoektom AndroVM.
Wtak, nepBoe, 4To HeobXoaMMO caenaTb
— YCTAHOBUTb BUPTYaNbHyto MawunHy Oracle
VirtualBox, ckauaB Bepcuto gna cesoenn OC n
nnatdopmbl ¢ odpuumanbHOro cawra. Ycra-
HoBKa deb-nakeTa — ABOMHbIM KIIMKOM.
[anee 3axogum Ha cTpaHWUy 3aKayek

ualinux.com

npoekta AndroVM http://androvm.org/blog/
download/ v ckaurBaemM nakeT roToBOW BUp-
TYaNnbHOW MaLIVHbI C YK€ YCTaHOBIEHHbIM
1 HacTpoeHHbIM Android 13 pasgena «OVA
files». BapuaHTOB TaM MHOXeCTBO, A pPeKo-
MeHaylo Bepcuio «vbox86tp version with
gapps & houdini & flash». Takxe Ham noHa-
Jobutbca AndroVMPlayer - ero ckaumBaem
C TOW Xe CTpaHuUbl, YyTb HUXE, U3 pasge-
na «AndroVMplayer archives» (BbiGupaem
Linux 32-bit nnn 64-bit B 3aBUucMmocTn ot
cBoel nnatdopmbl).

CkayaHHbin ¢davn OVA [BOWMHbBIM Knu-
kom umnoptupyem B VirtualBox. Mpu stom
NoOABWUTCA AWanor napameTpoB UMMopTa -
ocTaBbTe BCe MO-yMmonyaHuio. CKauyaHHbIN
apxme ¢ AndroVMPlayer pacnakoBbiBaii-
Te B Noboe MecTo, HaMpumep, B JOMall-
HIOIO Nanky, Mocsie yero 3anyckante ¢ann
«AndroVMplayer» BHyTpu pacnakoBaHHOMN
AVpeKTopun.

®ann 3anycka AndroVMPlayer ponxeH
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BbIMOJIHATLCA NPOCTbIM ABOWMHbBIM K/IUKOM
no Hemy. Tem He MeHee, A monyuuna co-
obLeHre OT HEKOTOPbLIX Mosib3oBaTenei B
KOMMeHTapusx, 4to Gain no Kakum-To npu-
UMHaM He BbinonHsAetca. Ecnn Bbl ToxXe unc-
MbITbIBaETE 3Ty Npo6nemy — 3anyckaiTe ero
B TEPMVHase KOMAHIOW:
./nyTb_k_¢danny/AndroVMplayer-
Linux64/AndroVMplayer

AndroVMplayer Heobxognm nMeHHO AnA
MONMHOM NoAfepKn annapaTHOro yckope-
Hua OpenGL 1 smynauumn prsmyecknx KHo-
MoK MobunbHOro ycTporcTea — a Boobule
BMPTYyanbHyo MawuHy ¢ Android Bbl MoKeTe
3anyckatb 1 6e3 Hee, npamo B VirtualBox.

Mpw 3anycke, AndroVMPlayer aBTomaTtu-
yeckn onpepenseT BUPTYaNbHY0 MalIWHY
Android - ocTaHeTcA TONbKO BbIbpaTh Xena-
emoe paspeLlleHne BUPTYanbHOro 3KpaHa u
Ha)kaTb Ha KHOMKY «Run» , 1 yepes HecKkonb-
KO CEeKYHJ, Bbl YBUAUTE CTapOBbIA 3KpaH Cu-
ctembl Android.

Hactpouns 1 npoepms cBOO MOOUIbHYHO
BEPCUIO, A CNyYyallHO HATKHyNacb Ha 4yAdo-
cant https://www.manymo.com/. Manymo -
6ecnnaTHbI CepBUC, NO3BONALNIA TECTU-
|pOBaTb CBOW NPUOXEHNSA C tobol Bepcren
Android 1 no6bIM paspelleHem 3KpaHa.

ualinux.com

Jna 3anycka BMpTyanbHOro aHApouvpa
npocTo nepengmnte Ha caut Manymo u Ha-
XMWTe B BepxHel naHene ccbiky Launch
Emulator. Ha oTKpbiBWeNCA CTpaHuUe Bbl
yBUAMTE [OCTYMHbIE pa3peLlleHns SKPaHoB,
B BbINagalollemM MeHI0 PALOM C KHOMKOW
Launch Bbl moxeTe BbI6paTb AOCTYMHYIO
Bepcumto Android. [na He3aperncTpupoBaH-
HbIX Nosib3oBaTenei Bpema paboTbl smMyns-
TOpa OrpaHNYeHO HECKONbKAMU MUHYTaMW,
HO Bbl CMOXeTe 136aB1TbCA OT 3TOro NMMK-
Ta, co3faB 6ecnnaTHylo yyeTHyIo 3anmncb Ha
cante. Kpome 3T1Oro, 3apermcTpripoBaHHble
Monb3oBaTeNN  MONYYalT  BO3MOXKHOCTb
YCTaHOBKM W TeCTUPOBAHUA B 3MynsATope
CBOMIX MPOrpamm.

BoTt Tak BbirnaguT Lifehacker B BupTyans-
HOM Gpay3epe BMPTyanbHOro aHapouaa
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Ecnn Bam Heo6xoaumo nonpobosatb gpy-
rylo BEpCuio CUCTeMbl MW cneumdnyeckoe
paspelueHne, TO CepBUC MpepocTaBnaeTr
BO3MOXHOCTb Takoro Bblbopa Ha creyunanb-
HOW CTpaHuue.

Ha paHHbin momeHT Manymo umeet 42
PasfIMyHbIX COUETaHU pa3MepoB SKpaHa n
Bepcuii Android. VimenTte B BUay, Uto 3Mmy-
NATOPbI CepBMCa He BOCCO3AAlOT peasibHoe
YCTPOWCTBO C KOHKPETHbIM annapaTtHbiM
obecneyeHvem. Hanpumep, 3pecb Bbl He
Hanpgete BUpTyanbHbIl Samsung Galaxy
S3, Google Nexus unu gpyroe nonynspHoe
YCTPOWNCTBO.

CepBric Manymo MoeT oKa3aTbCA BeCb-
Ma rosieseH TeM Mosb30BaTesNiAM, KoTopble
XOTAT COCTAaBUTb obLlee NpeAcTaBneHNe o
pa3Hbix Bepcuax Android nnu paspabotun-
KaMm, »KeNlaloLwym yBuaeTb CBOK Nporpammy
B Pa3HbIX CMCTEeMax M paspeleHusx. bec-
NNaTHOCTb U YHWKaNbHOCTb CepBuca no-
3BOJIAIOT 3aKPbITb IM1a3a Ha Takne HepJocCTaT-
KN KaK HeJoCTaTouHas CKOpOCTb paboTbl 1
NoABUCAHUSA, OfHaKO GyAemM HafesaTbCs, UTo
B GyayLiem 310 OyAeT ncnpaeneHo.

AHacTacusa 3BeHUropopcKas
komaHoa UserAndLINUX

N3yuaem Bash
Onepauum cpaBHEeHUS LesibiX YMcesn U CTPOoK

CerogHA Mbl PacCMOTPUM HeKoTopble
MOMeHTbI paboTbl B bash, a TouHee - Mmb!
noroBopuM 06 onepauunsix cpaBHeHUs. ITo
OYeHb BaXKHO NP HaNMCAHUN CKPUNTOB.

[na npumepa npreegemM CKpUMT C NpuMe-
|POM OQHOTO 13 CPABHEHUA:

#!/bin/bash

varl=>5

var2=35

if [[ "$varl» -eq "$var2" 1]
then

echo "la, oHuM paBHbI"
else

echo "HeT, oHWM pa3Hble"
fi

TyT Mbl y>Ke UCMOJIb30BasIN 3HAKOMbIe HaM
onepatopdl if / then / else n [[]].

Ham e WHTepecHO TyT BbipaxeHue: [[
«$varl» -eq «$var2» 1], a MMEHHO «-eqQ» B
HeMm. DTO 1 eCTb OiHA U3 KOMaH[ CPaBHEHNS,
B YaCTHOCTM «-e(g» - PaBHO, TO €CTb «=»,

BOT MonHbIf CNNCOK CYLLECTBYIOLWNX KO-
MaHf, CpaBHeHUsA:

ualinux.com

-eq - paBHO

-ne - He paBHO

-gt - 6onblue

-ge - 6onblle UM paBHO

-It - meHbLLe

-le - meHbLe nnn paBHO

Cnepyiolie KoMaHAbl WCMONb3yloTcA B
[BOVIHbIX Kpyrnbix ckobkax (( ). Hanpumep:

if ((«Sa» < «Sb»))

< MeHblle

<= - MEeHbLLUE WK PaBHO

> - 6onblue

>= - 60/bLUe NN PaBHO

CnepytoLime KOMaHbl CIyXaT yxe He and
CpaBHEHWA YKcen, a ANs CPaBHEHNA CTPOK:

=- paBHO

== - TOXE PaBHO

I=- He paBHO

< - MeHblle

> - 6onblue

BoT Takme BOT onepauuy MOXHO Mpoge-
NbiBaThb B bash.

lNomamepuanam catima:
linuxcenter.kz
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TyHHenu yepe3 SSH vnu
«VPN ans 6eaHbIx>»

JTa cTaTbA NOCBALIEHA TYHHeNAM yepes
SSH unu, Kak mMHe 6onblue HPaBUTCA Ha-
3biBaTb UX, «VPN pgns 6epHbix». Bonpeku
pacnpocTpaHeHHOMY Cpean CUCagMUHOB
MHEHWIO, 3TU TYHHENU MOryT ObITb Becbma
nonesHbl Kak AnAa TeXHMYeckux cneumanu-
CTOB, TakK U ANiA 0DObIYHbIX MOJIb30OBATENEN.
1 roBoplO «BOMpEKM pPacnNpPOCTPaHEHHOMY
MHEHWIO», MOCKOJIbKY OOpaTHble TYHHeNN U
TyHHenu ¢ HTTP-Tpadmkom BHYyTpuM MOryT
06xoauTb dariepBoibl 1 GUIBTPLI COJEPXKN-
Moro. Ho 3Ta cTaTbA He O TOM, Kak HapyLuaTb
KOpNopaTMBHYIO MOAUTUKY MOJIb30BaHMWA
NHTepHeTOM, OHa O TOM, Kak C MOMOLLbIO
SSH-TyHHenen cpenatb CBOK »KU3Hb YYTb
nerue.

Wtak, nouemy SSH-TyHHenn Bmecto VPN?
Boobuwe-To A ncnonb3yio Aoma U TO, W
apyroe. Ho ecnm A xouy nposBeputb OAWH
M3 MOUX CepBepoOB M3 AOMa C MOMOLbIO
Android-ycTponcTBa unu KomnbloTepa, Ha
KOTOPOM Y MeHA HeT npaB agMUHUCTPATO-
pa (3T npaBa HyXHbl gnAa moero OpenVPN-
KNueHTa) unm »e noaknountbca no VNC K
HOYTOYKY MO€el Cynpyru, 4tobbl pewmnTb ee
npo6semy, TO B 3TOM Cilyyae A 3aMeHSAI0 UC-
nonb3osaHme VPN Ha SSH.

fl pam 3gecb NMWb caMble OCHOBbI: pac-
CKaXy, KaK CO3[aBaTb TYHHENN, OODBACHIO
CUHTaKCUC KOMaHf, npvBedy npumepbl 06-
paTHbIX TYHHeNen U NPUYMHbI AnA NCNOfb-
30BaHMA KakdOro u3 Hux. KpaTtko KOCHycCb
¢danna ssh_config.

ualinux.com

WNTaK, ¢ yem mbl 6ypem pabotatb? A unc-
nonb3yto Debian B BupTyanbHom oKpy-
XeHnW, No3TOMy BallN peanuu MOryT OT-
nuyatbca ot Moux. B pgaHHOM cnyyae A
ncnonb3osan OpenSSH_5.3p1 B KauectBe
cepsepa u pasnnyHble OpenSSH-knneHTbl 5
Bepcun. lNepep Tem, Kak yrnybuTbca B TyHHe-
nn, Xouy CKasaTb cnepyoLlee: eCin BaM X0-
yeTca ucnonb3oBatb SSH-TyHHenn gna wnd-
posaHusa HTTP nnn obpatHble SSH-TyHHenn
ana obxopa KopropatTusHoro dairepsona,
YAOCTOBEPBLTECh, UTO Bbl HE HapyluaeTe HU-
KaKux npaBw Baller KomnaHuu. Heyero u
roBOPMUTb O TOM, YTO Bally CUCTEMHblE af-
MUHWCTPATOPbl HAaYHYT Ha BaC OXOTUTbCH,
Kak TONMbKO OOGHapyxaT Takue NpOAenKky;
cam 6yayumn CUCTEMHBIM aAMUHNCTPATOPOM,
A NoJlyyalo HeBblpa3MMoe YAOBOJNIbCTBME,
OTNaBnuBas Nofo6HbIX NHAMBKAYYMOB. o
KpaiHell mepe, npeaynpeaute KX, 4ToObI
OHW He ObINK 3aCTUIHYTbI Bpacnsox. Hy, a Te-
nepb nepengem K geny.

Co3pgatb SSH-TyHHenb JOBONbHO MPOCTO.
A BOT peLumnTb, YTO C HM AeNnaTb, MOXKeT OKa-
3aTbCA HEeMHOro TpyAHee. [TosTomy A npuse-
[y HeCKOJIbKO NPUMEpPOB, Npexae Yem Mbl
BAAAVMMCA B fieTanu. 1 B CBOe Bpems HEMHO-
ro monyTellecTBOBas — 3TO OblIO Ha Npex-
Hem MecTe paboTbl M JO TOFO, KaK y MeHs
poaunncb Aaetu. B noesgkax mMHe poBofu-
NOCb OCTAHABNMBATBLCA B CaMbIX CTPAHHbIX
roCcTUHMLAX (4ymalto, Bbl C TAaKUMM 3HAKOMbl),
OCHALLEHHBIX elle 6onee CTpaHHbIMK bec-
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NPOBOAHLIMM TOUYKaMU [OCTyna. 3axoTmTe
NN Bbl B TOCTUHULE NOAKMIOUNTLCA K TOUKE
Joctyna, y Kotopon SSID HanucaH ¢ opdo-
rpaduuecknmm owmnbkamn? Unu B asaponop-
Ty, roe Bbl OOHapyMBaeTe Ccpa3y HeCKosb-
KO OTKpPbITbIX Touek? Ecnn A HaxoXycb He
noma, A nywy HTTP-Tpaduk yepes TyHHenb
Mexzy cBouM ycTpoinctBom Ha Android (c
root-JOCTynoM) ” [AOMAallHUM CEepPBEPOM.
Ecnn xe A pabotailo Ha HOyTbyKke, TO OT-
Kpoto SSH-TyHHenb u nywy HTTP-Tpaduk
yepes Socks5 ¢ Tem, UTobbl OH BeCb HbiN 3a-
wndposaH cpeactsamu SSH. A He posepsio
OTKPbITbIM TOUYKaM JOCTYMa HaCTONbKO, Ha-
cKonbKo Mory. Y1o ewwe fob6asnTtb? MHe npu-
XOAMNOCH «3aBOpaunBaTby B TyHHenun SMTP-
Tpaduk, Korga A nonagan B Takue MecTa, rae
6nokupoBanmcb ucxogawme SMTP-nakeTbl.
To »e camoe MHe Mpuxoannoch aenatb U C
POP3, c KOoTOporo A HefaBHO nepewen Ha
IMAPS. [pyrvie npumepbl SSH-TyHHenei
BK/IOYaOT B ceba nNpobpoc npunoxeHui
X11 n ceancos VNC. PaHee A TakKe ynomu-
Han obpaTHble TyHHenu. OHW NpeaCcTaBnAlT
CO6OM... HY, Bbl CaMU MOHUMaeTe — TYHHe-
nK, HanpaBneHHble B 0OpaTHYO CTOPOHY. B
3TOM cnyyae Bbl NMOAK0YaeTeCh OTKyAa-Nu-
60, roe HeT cepBepa SSH, K BHewHemy SSH-
cepsepy. [oTOM, 3aperncTprpoBaBLLUCH Ha
3TOM cepBepe, B TOM UKC/e U NOKanbHO, Bbl
MOKeTe BOCCTaHOBWTb 3TO MOAKIOYEHKe
Kakasa B 3TOM nonb3a, rosopute? Hy, Hanpu-
mep, VPN-cepBep Balleit KOMnaHuy «ynan»
unu pabotaet Tonbko ¢ VPN-KnneHTamun noa
Windows, HO Bam coBepLUEHHO He xo4veTca
TalWUTbCA C HOYTOYKOM AOMOMW, 4TO6bI NpO-
BepuTb, paboTaeT v TOT AN MHOW NpoLiecc.
Mpnaa [omol, Bbl MOXeTe YCTaHOBUTb 06-
paTHbIV TyHHenb. B 3Tom cnyuyae Bam cnefy-
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eT NoAKNUNTLCA C cepBepa «MKo» K Ballen
AoMalwHen MawwuHe. MpubbiB [OMOW, Bbl
BOCCTaHaB/IMBaeTe NOAKIIOYEHME K cepBe-
py «Mkc», Takum obpasom obxopsa darep-
Bon unu VPN, n nposepsete paboty npo-
uecca 6e3 Heo6XOAMMOCTV NOAKMOYEHUA
no VPN. A noctynato Tak o4yeHb pefKko, Tak
KakK, Ha MoV B3rnag, NoAKnoueHne K cepse-
py MuHys dainepson unu VPN - 310 «nnoxoe
KyHr-Qy» 1 MOXET MCNOoNb30BaTbCA NNLb B
CaMOM KpalHeMm ciyyae.

WTaK, Bbl MONYYMNIN HECKONBKO NPUMEPOB
SSH-TyHHenein, a Tenepb NOCMOTPMM, Kak
3TO BCe fenaetcs.

Mepepn Tem, Kak mbl yrnybumca B pabo-
TY Ha KIMEeHTe, HEMHOro OoTpelakTMpyem
dann sshd_config Ha cepBepe. B /etc/ssh/
sshd_config A 06bl4HO BHOLIY HeKoTopble
n3meHeHus. Ho He 3abyabTe nepep Hayanom
pefakTpoBaHNA caenaTb ero pe3epBHyio
KOMuIo Ha Cjlyyal, ecaiy YTo-To NOWAET Ha-
nepeKocsK.
cp /etc/ssh/sshd_config /etc/ssh/
sshd_config.orig

# Mcnonb3yeM NpPOTOKON SSH Bepcuu
2
Protocol 2

# Bkwyaem pexum Privileged
Separation ans 6onbuwen 6esonac-
HOCTMU

UsePrivilegeSeparation yes

# 3anpewaem BXOJ OT WMeHU root
PermitRootLogin no

# 3anpewaem nycTble naponu
PermitEmptyPasswords no

# BKJw4aeMm nepeHanpasneHne X11
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X11lForwarding yes
X11Dbisplayoffset 10

# TepneTb He Mory coobueHui Motd
PrintMotd no

# OHO XmBee BCeX XUBbIX!
TCPKeepAlive yes

He 3abyppbTe, uto ecnu Bbl BHEC/IN KaKue-
nméo umsmeHeHus B sshd_config, To Bam
HY>KHO 6yzeT nepesanyctutb cepsuc sshd
LA TOro, 4to6bl 3TN M3MEHEHMA BCTYNUAN
B cuny.

A Tenepb nepengem K Knoyam.

TunuuHein SSH-TyHHenb 6e3 nepeHanpas-
neHus X BbIrNAZUT NPUMEPHO TakK:
ssh -N -p 22 bob@mylinuxserver.
xxx -L 2110:Tocalhost:110

3pech KNoyy 03HavaloT cnegyoluee:

-N — He BbINONHATL KOMaH[ Ha yaneHHomn
MallnHe

-p 22 - NOAKNAYaTbCA Ha BHELHWA NOPT
22. f1 06bIYHO MCMONb3YI0 APYroN BHELIHWUI
nopT, YTo6bl M36aBUTLCA OT aTaK «KynxaLKe-
poB» Ha mon SSH-cepsep

bob@mylinuxserver.xxx - nma_nonb3oBa-
TenA@umsaA_cepsepa (nnm IP-agpec)

-L 2110:localhost:110 - mMHbopmauma o
npussaske noptoB. O3HauaeT cnegyollee:
NopT_KJNMeHTa:MMA_cepBepa:nopT_cepBse-
pa. B paHHOM nprmMepe Mbl NepeHanpasns-
em 110 nopt cepBepa Ha 2110 nopT Bawen
MalLLUMHBbI

XoTuTe elle HEeMHOro Np1MmepoB?

Mpo6poc POP3 1 SMTP uepe3 SSH:
ssh -N -p 2022 bob@mylinuxserver.
xxx -L 2110:Tocalhost:110 -L
2025:7ocalhost:25

ualinux.com

Mpobpoc Google Talk yepes SSH (kntou
-g no3BonseT yaaNeHHbIM MallMHam nog-
K/oYaTbCA K MPOOPOLLEHHBIM NOKaNbHbIM
nopTam):
ssh -g -p 2022 -N boba@
mylinuxserver.xxx 5223:talk.
google.com:5223

MpakTuyeckn Bce, 4TO NepeaaeTca B BUAe
MPOCTOro TeKcTa, MOXHO 06e30MnacuTb C no-
Mol bto SSH-TyHHenen

WLinppoBaHue HTTP-Tpaduka

Ewe opHa Belyb, NOHATHaA 6e3 NULIHKX
cnoB. Ho ecnu B Ballen KOMNaHUN eNCTBY-
eT Kakaf-nmbo nonutuka OTHOCUTENbHO
WT, npoBepbTe, He HapyllaeTe nu Bbl ee. A
nyckato HTTP-Tpadumk uepe3s SSH B Tex cny-
yanx, Korga He AOBepsAld TOUKe [ocCTyna.
Mop Android A wcnonb3yilo npunoxeHue

SSHTunnel, a Ha HOyTOYKe — TaKyto KOMaHay:
ssh -D 5222 bob@mylinuxserver.
XXX =N

MNocne nogknioyeHWAa HacTpomnTe CBOW
6paysep wau Apyrylo nporpammy, cno-
cobHyl0 MCnonb3oBaTb MPOKCM Ha ajpec
localhost:5222. Takum obpasom 6ypeT cos-
JaH JMHamnyeckmin npobpoc nopTa u Becb
Tpaduk nonget yepes SSH-cepsep, opHo-
BpemeHHo wrdpysacb n obxoaa GunbTpoBa-
HVe NOo COAEePXMMOMY.

NMepeHanpaBneHue ceancoB X n VNC
MNpunomuHaete, uTto Bbl  JobGaBUNIU
«X11Forwarding yes» B sshd_config? 31o-To

1 no3BonaeT NnpobpacbiBaTb ceaHchbl X.
ssh -X -p 2022 bob@mylinuxserver.
XXX
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Bbl yrapganu, -X npobpacbisaeTt X. Ho yutu-
Te, UTO 3TO pPaboTaeT TONbKO Ha KINEHTCKNX
MawmHax ¢ Linux. Ecnv Bbl BAPYr oKasanuncb
BbIHY>KAeHbl paboTaTtb B Microsoft Windows,
a BaM Hy»keH SSH-TyHHenb, MpoCTo yCTaHo-
BuTe naket Cygwin/X (http://x.cygwin.com/).
Al nnuHo He NpoboBan ¢ HUM paboTaTb, HO,
HaCKOSIbKO A MOHWMMAalo, OH NpefoCTaBNA-
eT BO3MOXHOCTb 3anyckaTb YyAaneHHble
X-npunoxeHus, Haxoaacb B Windows.

Mpu npobpoce ceaHco VNC byabTe BHU-
mMaTenbHbl. ECiM Ha KnveHTe, C KoTporo
Bbl MofKoyaeTe TyHHenb, pabotaet VNC-
cepsep, cKkaxeMm, Ha nopty 5900, ygocto-
BepbTecb, YTO Bbl HE YKa3anau 3TOT MOpPT B
KayecTBe MepeHanpaBnAemMoro, MHauye Bbl
nogkniountecb K camomy cebe. Boobuie xe
VNC npobpacbiBaeTcA TOYHO TaK e, KaK 1

nobon opyron cepBuUC:
ssh -p 2022 bob@mylinuxserver.xxx
-L 5900:Tocalhost:5900

B maHHOM nmpumMepe Bbl MopaknoyvaeTecb
no SSH Ha BHewHnn nopt 2022 cepsepa
mylinuxserver.com oT UMeH¥ nNonb3oBaTens
bob. JlokanbHbi nopt 5900 npobpackiBa-
eTca Ha nopt 5900 Ha cepsepe. [Mocne ycTa-
HOBJIEHNA COeANHEHNA Bbl MOXETE OTKPbITb
csol VNC-KNMeHT M HanpaBuTb €ro Ha
localhost:0 gna nogknioyeHWA K yaaneHHom
MawwuHe. Ecnn Bbl npobpocunu nopt 5901,
ykasbiBanTe «localhost:1» n Tak ganee.

O6patHble SSH-TyHHenu
Hy, BOT n Hactano Bpema gnsa mMoen nio-
6umoli  pasHoBMAHOCTM  SSH-TyHHenel.
PasymeeTcs, nonyyaTb [JOCTYN K KakKomy-
nnbo cepsucy yepes SSH - 310 380pOBO,
«FOHATb» Beb-TpaduK No 3alwmppoBaHHbIM
SSH-TyHHenAm - To)Ke, HO caMoe MPUATHOoe

ualinux.com

YAUBNIEHNE MOXHO WCMbITaTb OT 0OpaTHbIX
TyHHenen. Kak A yxe rosopun paHee, umm
NpUXoanTCA MONb30BaTbCA B CUTYyaLuK,
Korga vnmeetca mawwuHa 6e3 SSH-cepsepa,
a Bbl UCMbITbIBaeTe HeoOXOAMMOCTb MONy-
UNTb K HeM JOCTyn B AanbHenwem (4epes
HeCKOJSIbKO MUHYT, YacOB AW JHEN), HO Npwn
3TOM He XOTWUTE WK He MOKeTe BOCMOSib-
3oBatbcA VPN. Bam cnepyetr coeguHuTbCA
¢ SSH-cepBepom C 3TOM MalMHbI, @ 3aTem
YCTaHOBUTb 06paTHbIN SSH-TyHHenb, nog-
KNIOUMBWNCD K 3TOMYy coeauHeHwuio. [nA
yero A 3To0 NpUMeHsAlo? Bpema oT BpemeHu
- 4nA Toro, 4Tobbl NopaboTaTh C yaaneHHbIM
CcepBepoOM MU NPOCTO AfA TOro, YTobbl No-
MOYb Apy3bAM K poacTBeHHMKam no VNC
yepe3 SSH. B nocnegHem cnyyae oHu 3a-
nyckatot Putty ¢ coxpaHeHHbIMU HacTpou-
KaMu ceaHCa W MOAKMIOYATCA K MOemy
SSH-cepBepy oT umeHu nonb3oBaTens, He
nmetowero Hukakux npas. [locne co3pa-
HNA TyHHena A mory 3antm no VNC Ha wmx
MaluHbl. U BCe, M He HY>XHO HacTpaunBaTb
daiepson nnm pasbupatbca c LogMeln nnu
ApYyrumun nogo6bHbIMK caiTamu.

Wtak, pna cospgaHmAa obpatHoro SSH-
TYHHeNnAa Heob6XOAMMO BbIMOHUTL Chepy-
e gencTens:

1.Ha KnneHTCKOM MaLuunHe:
ssh -R remoteport:localhost:22
username@servername

2.Ha ctopoHe cepBsepa:
ssh -p 2048 localhost

W BoT Bam 06paTHbIN TyHHenb! Byansal

Ona nobutenen HarnAAHOCTM MONb30-
Batenn daddoo n nerdboy4200 c kaHana
#linuxjournal nogroToBmnn cxemy nocnepo-
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BaTeJIbHOCTEN cOoobLIeHNI A ¢ MOMOLLbIO Ma-
KeTa mscgen (http://www.mcternan.me.uk/
mscgen/). [1a, 3TO NaKeT C OTKPbITbIM NCXOS-
HbIM KOOM 1 OH 06i1afiaeT NoTpAcaWUMy
BO3MOXHOCTAMU. fl nonpo6oBan cBou Cusibl
M Co3han Cxemy Ons 3TOW 3aMeTKU, HO TO,
yTO 3a KOpoTKoe Bpems caenanu daddoo u
nerdboy, 3acTaBuno meHA ycTbiguTbea [cBO-
el HeyMenocTu - Ipum. nep.].

ualinux.com

3aKnoyeHne
Hy, BOT Bbl 1 NMOAy4nsin HavasibHble 3Ha-
HMA B obnactn SSH-TyHHenen. He 3abbiBaii-
Te, YTO 3TO NMLWb a3bl, HA CaMOM e fene
obnactb NPYMeHeHnA 3TUX TyHHenen orpa-
HMYeHa NULLb BalLMM BOOOpaXeHneM.

lMomamepuanam catima:
rus-linux.net
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Alien — nro6om1 nakeT B N060M cucrteme

WHorpa 6biBaeT TaK, UTo HY»KHasA Nporpam-
Ma OTCYTCTBYeT B BU[e rOTOBbIX NMaKeToOB ANiA
Ballen cuctembl. Alien — 310 yTmnuTa, KoTo-
paa noseosseT npeobpasoBbiBaTb MAKeTb
13 ofiHoro Tmna B Apyroi. OHa MOXeT oKa-
3aTbCA MOJSIe3HON B Ciydyae, eciv Bam yfa-
NOCb HAWTW NAKeT C NPOrpammHbIM obecne-
YeHMEM, HO TOJTbKO He Asl CBOEN CUCTEMBI.
Takxe Alien MoXeT npurognTbcs paspaboT-
YyMKam Nporpamm, KotTopble 6bl XOTENWN NOA-
roTOBUTb UHCTANNALNOHHbIE MaKeTbl CBOETo
npoayKTa Ana pasnuyHbix cuctem. Alien mo-
XeT paboTaTb ¢ naketamu Debian, Slackware
1 RPM, ncnonbsysa ux Kak B Kauectse BXof-
HbIX, TaK U BbIXOAHbIX JAHHbIX NPU KOHBEp-
Tauun.

YOnBUTENbHO, Kak MHOFoO BCEro pac-
NPOCTPaHSeTC B OQHOM-eAWHCTBEHHOM
dopmaTte WMHCTANNAUMOHHOrO naketa. Ha-
npumep, ApanBepbl NPUHTEPOB YAaCTEHLKO
noctaBnAlTcA 6e3 nUcxodHblx Koaos. MHO-
raoa paspaboTumku yskocnewumanusmpoBaH-
HbIX NPOrpaMmM CO3LatoT NAKETbl B KAKOM-TO
«CBOEM» ¢dopmaTe U He 3aMopaynBaloTCA
Haj TeMm, YToObl NOArOTOBUTb UHCTANNALN-
OHHbI NaKeT, Cnosnb3ys nonynapHble Gop-
MaTbl. Ecnn Bbl pacnonaraete MCXOAHLIMM
KoJaMu MPUNOXeHNA, TO, BEPOATHO, Nyu-
WM pelleHnem byaet cobpaTtb naket npu
nomowm Checkinstall, BMmecto Toro, utobbl
KOHBEPTMPOBaTb MMEILMECS MAKETbl U3
LPYrux cuctem.

Cpasy xouy Bac npefynpefutb 0 TOM, YTO
Alien He rapaHTMpyeT KoppeKkTHyl paboTy
TOro, YTO Bbl Yepe3 Hero nponyctute. U no
3TON NpUYMHEe peKomMeHayto Bam obpallaTtb-
ca Kk Alien B camylo nocnefHio ouepefb,

ualinux.com

Korga BCe BapuaHTbl yxke 6e3pesynbTaTHO
nepenpo6oBaHbl. [leno B Tom, YTO UHOrga
nonajalTca  HACTOMbKO  CYLeCTBEHHble
pasnnuna B apXMTEKTYpe MakeToB pPa3sHbIX
CUCTEM, YTO HEBO3MOXXHO BbIMOJIHUTL KOH-
BEPTALMNIO, COXPaHWB MPU STOM KOPPEKT-
HOCTb BCEX JaHHbIX B nakeTe. MpoLie roso-
pAa, ucnonbsya Alien, Bbl HUKOrga He 3HaeTe
3apaHee, YemM 3TO 3aKOHUMTCA, U Beb-calT
Alien HacToATeNlbHO He pEeKOMeHZyeT uc-
Nosib30BaTb €ro Mpu YyCTaHOBKE CUCTEMHBbIX
KOMTMOHEHT.

Alien npucytcteyeT B GONbLINHCTBE MO-
NyNAPHbIX Ha CErofHA AMCTPUOYTUNBOB, TaK
4TO, BEPOATHEN BCErO, Bbl CMOXETE ero fer-
KO YCTaHOBMWTb U3 PEeNO3UTOPUEB BaLleil Ch-
ctembl. Qopmart Bbi3oBa Alien oueHb NpocT:

alien [options] file

Takxe, umenTte Bauay, uto Alien Tpebyet
root-npmBunernin gna cesoen pabotol. Hawn-
6onee 4acTo WCMNONb3yEMbIMU OMLMUAMU
Alien aBnstoTca onyuu -r, -d u -t gna TpaHc-
dopmMaunn NCxodHbIX NakeToB B ¢popmaTbl
RPM, Debian n Slackware cootBeTcTBeHHO.
®opmat naketa Ha Bxopge Alien ymeeT pac-
nosHaBaTb aBTOMaTu4yecku. Tak, Hanpumep,
ytobbl NpeobpazosBaTb MakeT wxCam wu3
dopmaTta Debian B RPM, BOCnonb3yiiTtech
KOMaHAo:
$ sudo alien -r wxcam_1.0.6_17386.
deb

Mocne 3TOro Bbl MOXeTe YCTaHOBMUTb MO-
NYYMBLWINIACA NaKeT LWTaTHbIMK CpeacTBaMu
BalLero AucTpmbyTmBa.

lomamepuanam cauma:
ashep.org
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Kak co3gaTb 6MHapHbIi nakeT
c nomouwbio CheckInstall

Checkinstall — 3To ygobHasa ytunwuta, no-
3BonAoWan co3faBatb OMHApPHbIE MaKeTbl
Aana Linux 13 ncxofHoro Koga NpusioxXeHus.
B 3Toi 3ameTke Mbl CO34aAMM C MOMOLLbIO
Checklinstall deb-naket Erlang.

Bbl cnpocute, 3auem MHe nNoHagobunocb
co3faBaTb cobcTBeHHbIN deb-naket, korga
MOXHO MPOCTO cKa3aTb sudo apt-get install
erlang? Oka3blBaeTcs, 3Ta KOMaHAa ycTaHaB-
nuBaeT HenpasunbHbll Erlang, n3 Kotopo-
ro yganeHol 6uHanHrn kK wxWidgets. U kto
3HaeT, ObITb MOXET B HEM He XBaTaeT eLle
yero-To xopouuero 1 nonesHoro. Co3gatb 13
WNCXOAHUKOB GMHAPHbIV MAaKeT BMECTO TOro,
YyTO6bl MPOCTO YCTAaHOBUTL MNPUNOXKEHME,
cobpaB ero 13 UCXOLHUKOB, Myapo, NoTo-
My 4YTO B 3TOM CJiydae MPOrpaMmy MOXKHO
C NErKoCTblo YAanuTb, BOCMOSb30BaBLUUCH
MeHe[epoM NakeTos.

Checkinstall paboTtaeT cnepytowmm obpa-
30M: Bbl COOMpaeTe NpUNIOXKEHNe, Kak aena-
eTe 3T0 06blYHO, HO MoCefHeN KOMaHOOoN
BMecTo make install rosopute checkinstall.
MporpamMmma OTCNeXUBAEeT BCE W3MEHEHUs
B CMCTEMe, MPOU3BOAKMbIE BO BPeMs yCTa-
HOBKM, N co3haeT GUHAPHbBIV MaKeT, Npous-
BOAAWMINA COOTBETCTBYIOLMNE UN3MEHEHNA.
Camo coboin pasymeetcs, Checkinstall no-
3BONAET YKa3aTb HOMEp Bepcum Maketa, 3a-
BUCUMOCTU 1 Tn. Moaaep»kmBatoTcs 6rHap-
Hble nakeTbl Debian, Red Hat un Slackware.

Mpuctynum. YctaHasnusaem Checkinstall:
$ sudo apt-get install
checkinstall

Ypoandaem Erlang:
$ sudo apt-get remove erlang

ualinux.com

$ sudo apt-get autoremove

TAHEM UCXOAHUKN:
git clone git://github.com/
erlang/otp.git
cd otp

TaHem 3aBUCUMOCTHI:
$ sudo apt-get install autoconf
Tibncurses-dev Tibwxgtk2.8-dev
Tibgll-mesa-dev 1libglul-mesa-dev
Tibpng3 g++

Cobupaem:
$ export ERL_TOP=$PWD
$ export PATH=$ERL_TOP/bin:$PATH
$ ./otp_build autoconf
$ ./configure
$ make

[pumeyuarue: K MOMEHTY, Koraa Bbl OyfeTe
ynTaTb 3TN CTPOKM, NPUBEAEHHAs NHCTPYK-
umAa no cobopke Erlang moxeT ycTapeTb. O3-
HaKOMUTBCA C MHCTPYKUWeE, noanepKmsa-
MOl B aKTyaJIbHOM COCTOAHUM, Bbl MOXeTe
Ha rmTxabe.

Co3paem deb-nakert:
$ sudo checkinstall

NHpopmaLmio o nakeTe 3anofiHAeM npu-
MepPHO crieayloLmnm o6pa3om:

3707 nakeT 6wn co3gaH C

UCNONBZ0BAKMEN [AHHNX 3HAUEHWiI:

- Maintainer:
- Summa
LN ]
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MHe 6bIn10 neHb yKasbiBaTb 3aBUCUMOCTH,
HO Bbl Beflb He AONyCTUTE CTONb Trpy6own
OLWNBKN, He TaK nn?

lotoBo! OcTanocb TONbKO CKOMMPOBATHL
nonyymsLMiica naket B ceoli Dropbox, uto-
6bl He noTepanca. O1oT deb-naker MoXKHO
MCNosib30BaTb MOBTOPHO, B TOM 4MCie Ha
Apyron mawmHe c Debian Linux n aHanoruy-
HOW apXnUTEKTYypOu npoueccopa:
$ sudo dpkg -i erlang-
alternative_20121018-1_1386.deb
$ dpkg -1 | grep erlang-

ualinux.com

alternative
$ sudo apt-get remove erlang-
alternative

A ewe c nomoubio ytunuTbl alien ero
MO>XHO NepPeKOHBEPTUPOBaTb, HaNpUMep, B
rpm (NpaBa cynepnonb3oBaTens HyXHbl And
YCTaHOBKM NpaB AOCTYMNa K apXMBUpPyeMbIM
dainnam):
$ sudo alien --to-rpm erlang-
alternative_20121018-1_1i386.deb

lomamepuanam caima:
eax.me
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CyberCrime

KubepaTtakm B noapobHoOCTAX:
DoS n DDoS

Mol Ha4uHaem ceputo cmamed, NOCBAUWEHHbIX OCHOBHbLIM MuUNam Kubepamak, ocnabns-
touwjux 6ezonacHocme IT-uHppacmpykmypei opeaHuzayul. C 6bicmpbiM pacnpocmpaHeHu-
emM VlHmepHem-mexHo102uli U NpUIoXeHUU YUC/IO Uy, NbIMArWUxca noslydyumes oocmyn
K cucmemam makxe so3pacmaem — 0b6bIY4HO SMUM 3dHUMaomca 0718 mo2o, Ymobsl Npo-
€/1a8UMbCA, NOTYy4UMb (hUHAHCOBYIO 861200y USTU NOOMOYUMb YyXyto penymayuto. B nepsoli
cmamee cepuu paccMompum amaky omkasa 8 obcayxusaruu (Denial of Service attack, DoS)
u ee pacnpedenerHyto gepcuto (DDoS). Mbl paccmompum mexHu4Yeckue acnekmsi ocyujecm-
8/1eHUA 3MUxX amak u 06¢cyoum nymu 0CMaHo8Ku Uux Ha nodxo0e K 8BHympeHHel cemu.

B ocHOBe ocyuecTBneHMA aTtaky OTKasa B
006CNYKMBAHUW JIEXNUT TEXHWNKA MOBbILLIEHNA
Harpysku Ha ueneByto cuctemy. Ha cepsepe
BO BpeMs Npuema rnaketa BC€ KOMMOHEHTbI
(HaumHas ¢ ceteBon Kaptbl unn NIC n 3a-
KaHuMBas npunoXkeHuem, paboTarowmm
noj ynpasfieHMemM OrnepaumoHHON cucTe-
Mbl) Y4acCTBYIOT B npouecce, Aenasa npuem
naketa ycrnewHbim. CeTeBasa KapTa JO/XKHa
uccnepoBate ¢penmbl Ethernet, npegHa-
3HayYeHHble ONA Hee, BbipaBHMBATb AaHHble
1 nepegasaTtb NX ApaniBepy CeTeBOWN KapTbl,
KOTOPbIA MPUMEHAET COOCTBEHHbIE MeXa-
HU3Mbl 06PabOTKMN AAHHBIX 1 OTMPABAAET UX
OMepaunoHHON CcucTeme, KOTopasa B CBOIO
ouepedb nepenaet NX NPUIOKeEHMIO.

Ka[blii KOMMOHEHT, BOBJ/IEYEHHbIN B 00-
pPaboTKy MaKeToB, MOXET ObiTb MOABEPKEH
Kakon-nnbo yassumocT, a DDoS-aTakm
n306peTeHbl Kak pa3 Ajisl TOro, 4Tobbl 3KC-

ualinux.com

NayaTMpoBaTb OAHY WU HECKONbKO YA3BU-
MOCTen AN NPOHMKHOBEHUA B CUCTEMY.

[NaBaiTe nonpobyem NOHATb OCHOBbI NMPO-
Tokona TCP/IP, ncnonb3ylowero pykornoxa-
TMe MexAy OTnpaBfAloWen 1 MpUHUMaLo-
wen CTopoHon. PucyHok 1 unntoctpupyet
npotecc pabotbl pykonoxatust TCP B wrat-
HOM peXnme 1 B pexrnmMme «aTaku CcermeHTa-
Mun SYN» (SYN flood).

PncyHok 1: Pykonoxatue TCP
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Korga oTnpaBnAlowas CTOpoHa Xxouet
HauaTb OoOMeH [aHHbIMK, OHa OTnpaBnAeT
SYN-nakeT co cBoum IP-agpecom B KayecTBe
NUCTOYHMKa u IP-agpecom npuHMMaloLLen
CTOpPOHbI B KavecTBe Lenu. [MprHrmatowan
cTopoHa otBeyaeT naketom SYN-ACK. Ot-
npasnAloLWan CTOPOHa NOATBEPXKAAET CBOE
HamepeHune npu nomowwn naketra ACK. Te-
nepb OTNPaBAAOLWAA 1 NPUHMMAIOLLAA CTO-
POHbI UMEIOT rapaHTUNIO TOTO, YTO OHU MOTYT
HauaTb 06MeH JaHHbIMU APYT C APYTOM.

Mocne 3TOro oTNpasBnAoLWan jaHHbIe CTO-
pPOHa HauMHaeT nepefayy cCammx AaHHbIX B
Buae HebonblwnX dparMeHTOB N ANA Kax-
JOro NMPUHATOro MakeTa C AaHHbIMW MNpwu-
HUMatoLWwasa cTopoHa otnpasndAeT naket ACK
B OTBeT. Korga oTnpasnsAwowas CTOpoHa oT-
npasnAeT nocnefHuin ¢GparmeHT AaHHbIX,
OHa 3aBepuluaeT oTnpasKy curHanom FIN, Ha
YTO NPUHMMAIOLLAA CTOPOHA OTBeYaeT Nog-
TBepKaeHnem B ¢opme otnpaskn FIN-ACK
B OTBET.

Ecnn Kakoin-nmbo nopT He nNpefHa3HaueH
[ANnA OTBeTa Ha 3anpoc, NpYHMMaloLWan CTo-
poHa oTnpasnaeT naket RST, uto o3HavaeT
OTKa3s B Npueme 3anpoca.

Kak Bbl ybegmnucb, nporpammHoe obe-
cneveHve, peanusyiowee ctek TCP/IP, pe-
anusyeT CJIOKHble MeXaHW3Mbl 0bMeHa
JaHHbIMK, MO3TOMY Ha ero paboTy 3aTpaun-
BaeTCA YaCTb PeCypCoOB LieHTPasibHOro npo-
Lueccopa u onepaTtvBHON namaTu. K atomy
CcTOMT 06aBWTb, YUTO Ha cepBepe NPoun3Bo-
ANTCA MHOXecCTBO pykonoxatun TCP ana
Pa3NYHbIX UCXOAHBIX W LeneBblX agpecos,
a TakXke nNopTtoB. Bce npoTokosnbl, OCHOBaH-
Hble Ha MmexceTeBoM npoTtokone (IP), Takme,
Kak ICMP ping, telnet, FTP n gpyrue B gen-

ualinux.com

CTBUTENIbHOCTN OCHOBbLIBAIOTCA Ha 3TUX e
NPUHUKUNaxX Ana BbiNOJIHEHNA CBoel pabo-
Tbl, NPUYEM KaXKablli U3 HUX paboTaeT Ha OT-
[eNlbHOM COKeTe 1 nopTe.

Ha npuknagHom ypoBHe onepauvoHHas
cMcTemMa UM NpUoXKeHue, oTnpasnswoLlee
Unn NpUHMMatoLLee faHHble, pe3epBUpyoT
ob6nacTy NamaTn ana BHyTpeHHUx 6ydepos
JaHHbIX, a TakXKe nporpammHoe obecne-
yeHne OTC/IeXMBaET NPUHATbIE U OTNpaB-
NeHHble fdaHHble. OnepaynoHHaA cuctema
BbIMOMHAET YacTb 3TOW PaboTbl CamMoCTos-
TeNbHO, a YacTb OCTaBnAeT ANna Apaisepa
CeTeBOW KapTbl U CTEKa MPOTOKONOB. Kax-
AblA npouecc noTpebnseT YacTb BPeMeHuU
LieHTpaNbHOro npoLeccopa 1 YacTb onepa-
TUBHOW NaMATH.

Mpu atake OTKa3a B 06CNYXMBaHUWN WC-
Monb3ylTCA NPUBEAEHHbIE Bbile 06CTOA-
TenbcTBa U co3patotcss TCP-nakeTbl co 3/10-
HaMEPEHHO M3MEHEHHbIM COLAEPKMMbIM,
KoTopble oOTnpaBnAwTcA cepsepy. TCP-
nakeTbl MOryT 6bITb CO3faHbl UM N3MEHEHDI
ONA HapyleHUsa Knaccuyeckoro npouecca
pyKOMOXaTua C Lenblo NONyYeHUs HeoXMu-
JlaHHbIX OTBETOB. B KOHEYHOM cueTe 3TO
NPMBOAMT K 3aTpaTamM pecypcoB cepBepa,
rnocsie Yyero cepBep nepectaeT oTBeYaTb Ha
3anpochl.

CylecTBylOT pa3Hble MeTofbl AnA Ocy-
LECTBNEHMA TaKUX aTaK, KaXkablli N3 KOTO-
pbIX MCMONb3yeT CBOE TeXHMYeckoe pelue-
Hue. ObpaTuTech K Tabnuue, NpuBefeHHOM
HVXe — OHa WNMCTPUPYET COOTBETCTBUE
pa3nuuHbIX aTak OTKa3a B 0OCHyXMBaHWUU
YypOBHAM 6a30BOW 3TaNIOHHOW MOAeNY B3au-
MOAENCTBMA OTKPbITbIX cuctem (OSI).
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MpuknagHon
YypOBEHb

ATaKkm oTKa3a B 06C/yKMBaHMW Ha BebCalTbl, paccbiiika cnama
Mo 31eKTPOHHOW noyTe

MpepcraButTenbCcKkum
YpPOBeHb

CneuunanbHo cdopMmpoBaHHble SSL-3anpoc

CeaHcoBbIV ypOBEHDb

ATaKu 0TKasa B 06CNyKrBaHUM Ha telnet

TpaHCnopTHbIN
YpOBeHb

Ataka SYN-naketamu (SYN Flood), ataka ICMP-3anpocamu ¢
n3MeHeHHbIMU agpecamu (Smurf Attack)

CeTeBol ypoBeHb

Ataka ICMP-3anpocamu (ICMP Flooding)

KaHanbHbIn ypoBeHb

Ataka naketamm ¢ pasHbimu MAC-agpecamu (MAC Flooding)

Ousnueckni
YypOBeHb

Packet Attack)

Ataka cneumanbHo chopmrpoBaHHbIMK NakeTamu (Dummy

PaccmoTpum Kaxayto U3 TeEXHUK noapo6-
Hee.

ATaKku oTKasa B 06CnyKnBaHUM ypoB-
HA CEeTeBOro cTeka

Maccoesaa pacceliika hakemos ¢ pasHoiMu
MAC-adpecamu (MAC flood)

J70 pepkas ataka 1 yposHa OSI| npu Ko-
TOPOW aTaKyIoWMWA paccbiaeT MHOXKECTBO
Ethernet-¢ppeiimos, nmetowmx pasHoie MAC-
appeca. MapuwpyTtn3aTtopbl obpabaTtbiBaloT
MAC-agpeca no oTaenbHOCTN, NO3TOMY UM
NPUXoAMTCA pe3epBUPOBaTb YacTb pe-
CypcoB Ana o6paboTkn Kaxgoro 3anpoca.
Korga y mapuwpyTu3atopa 3akaHUMBaeTCs
namATb, OH NMBo oTKNouaeTcd, nMbo nepe-
CTaeT OTBEYaTb Ha 3anpochl.

B OTHOLWEHNN HECKONbKMX TUMNOB MapLu-
pyTM3aToOpOB 3Ta aTaka MOXET MpuBeCTy K
nofHoMy c6pocy Tabnuy MapLipyTUsauum
1 TEM CaMbIM HAPYLLINTb paboTy Bcel 06Chy-
XKMBaeMon umu ceTu.

Maccosasa pacceinka SYN-nakemos (SYN
flood)

Atakylowmin otnpasnsaeT MHoxecTBo SYN-

naketoB.; npu npueme SYN-ACK ot uenesom
CMCTeMbl, aTaKylolasa cnuctemMa He OTnpas-
naet ACK, a BMecTo 3Toro oTnpaBsnseT eLe
6onbue SYN-naketoB. 3To 3actaBnaeTt TCP/
IP cTek cuutath, 4TO NpouCxoguT nepe-
rpyska wiy OTK/IIOYEHME CeTU K oXKuaaTtb
3aJaHHbI MPOMEXYTOK BpeMeHU. Takum
o6pa3om, CeTeBOW CTEK MnoaaepkuBaeT B
NONYOTKPbITOM COCTOAHUN MHOXECTBO CO-
efIHeHnn B oxkugaHum naketos ACK.

B gpyrom Tune atakym C MCNOJSib30BaHU-
em SYN-nakeToB, 3T nakeTbl OTCbINAOTCA C
NOAMEHEHHbIM afpPecom OTMPaBUTENA, KO-
TOPbIA 3aMEeHAEeTCA Ha LeneBon agpec, Ha
KoTopbI 6yayT oTnpaBnATbcs naketobl SYN-
ACK. MockonbKy cuctema, pacrnonokeHHas
Nno NogMeHeHHOMY ajpecy HUKorga He OT-
npaensana naket SYN, oHa HuKorga He OT-
npasuT naketT ACK B OTBET Ha 3TOT NakKeT, a
npocto oTbpocuT ero. Llenesas cuctema He
OXKMJaeT TaKoro NoBeAeHnsa 1 OXnaaeT na-
keta ACK, noggepxnBas coeguHeHne B no-
NYOTKPbITOM COCTOAHUM.

B oboux npumepax Tabnuubl coeauHe-
HUM N 4YacTb NAMATU HA LENEeBOW CUCTEME
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3aMNONHAITCA HeAeNCTBUTENbHbIMM  3amnun-
camn. Korga Ta6n|/|ua 3anonHAeTCA NOJNHO-
CTblo, yCTpOI7ICTBO nepecrtaetr oOTBeYaTb
Ha 3anpochbl.

ATaKa C NOMOLLbIO NNHI-NakeToB
(ping of death)

B sTOM cnyuyae noTok crneunanbHo coop-
MMPOBaHHbIX TMUHI-NMAKeTOB OTMpaBAeT-
cA ueneson cucteme. lNockonbky ctek TCP
MO>KeT OTBeYaTb TONbKO Ha OnpefeneHHbIN
TUMN NUHT-NAKEeTOB, OH HE MOXET OTBETUTb Ha
cneuunanbHoO cHOPMUPOBaAHHbIE NaKeTbl U
3aTpaumnBaeT pecypcbl Ha X 06paboTKy.

ATaKu Cc NTOMOLYbIO YCTaHOBNEHNA
coeguHeHun TCP

DTa aTaka fABNAETCA YCOBEpPLUEHCTBO-
BAHHOW aTakon MaccoBow paccbiikm SYN-
nakeToB, Pa3HMLA B HUX COCTOUT B TOM, YTO
B laHHOM Cllyyae TpexaTarnHoe PyKomnoXa-
Tne TCP npousBogutca B NONHOM obbeme.
Mpn 3TOM He Npor3BOANTCA NOAMEH aape-
coB, He urHopupytotca ACK-otseTbl, a npo-
cTo ycrtaHasnuBalTcA TCP-coegnHeHwus,
nocpefCcTBOM KOTOPbIX He nepefaeTca Hu-
KaKux AaHHbIx. [1o 3Ton npnynHe coeguHe-
HUA OCTalTCA aKTUBHbIMKA [0 WCTEYEHUA
BpeMeHW oXufaHuA: 60Nblioe KONMYecTBo
YCTaHOB/NEHHbIX COEAUHEHMI MPUBOAUT K
OTKa3sy B 00Cny>KMBaHUWN C CTOPOHbI aTaKye-
MOW CUCTEMDbI.

MockonbKy TpexaTanHoe pyKonoXatue
NPOWN3BOAUTCA KOPPEKTHO, 3Ty aTaKy He-
NpocTo OTCNeAuTb U TPebyloTCA CIIoXHble
TEXHMYECKME pelleHusa AnAa obHapyxeHusA
3TOW aTakn 1 ee HenTpanm3aymm.
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Artaka ICMP-3anpocamum ¢
N3MeHeHHbIMW agpecamu
(Smurf Attack)

OTO oYeHb M3BeCTHaA aTaka 3 yposHa OSI
npu KOTOPOW aTakylLluin oTnpasnseT no-
TOK MUHI-3aMpoCoB Ha LUMPOKOBeELaTeNb-
Hble IP-agpeca. lNpwn 3ToM agpec NCTOUYHUKA
MakeToB MOAMEHEH Ha ajpec aTakyemou
cuctembl. Takum o6pasom, MapLipyTusaTo-
pbl JOCTaBNAT OTBETbI CMCTEMAM, Ha KOTO-
pble HanpaBfieHa aTaka, a OHW OTMpPaBAAT
MUHr-oTBETbI. B 6onbLlwoin cetTn ¢ 6onbwnm
KonmyectBoM 060pyAOBaHNA 3Ta aTaka Mo-
XeT NPon3BeCTU paspywnTenbHblli 3$deKT
N NPMBECTN K TOMY, YTO MapLUpyTM3aTopbI
nepecTaHyT OTBeYaTb Ha 3anpochbl.

CywectByeT noxoxkaa aTtaka (Fraggle
attack), npu kotopoin Bmecto TCP-nakeToB
oTnpasnATca 3xo-nakeTol UDP.

Atakun TCP RST-naketamun

ITO HOBBIV BUJ aTak OTKasa B 06cnyxuBa-
HUK, NpY KoTopbIX IP-agpec MCTOYHUKA Nog-
MeHsaeTca Ha IP-agpec atakyemomn cucTembl
N 3TOT cneunanbHO CGOPMUPOBAHHDBIN Na-
KeT OTNpaBfAeTCA MeXKCeTeBOMY 3KpaHy. B
CBOIO 0Yepefb MeXCeTeBON 3KPaH 3anomm-
HaeT 3TO COeAMHEeHNe Ha HEKOTOPOe BpeMmA.

DTa ataka WCNosb3yeTcA OYeHb PefKo;
€[UHCTBEHHON Lenblo 3TOWN aTaku ABnAeT-
cA BBefeHVe B 3abnyxaeHue Normyeckon
YyacTh CMCTeMbl OGHapPYXeHUsA MPOHMKHO-
BEHMA Ha HEJOPOrMX MeXCeTeBbIX SKPaHaXx.
B oTnmume OT HacCTONbHOro KommbloTepa,
MEXCETEBOW 3KPaAH CO CBOEN CUCTEMO 06-
Hapy>eHUsA MNPOHUKHOBEHUA paboTaeT B
promiscous-pexxmme 1 nccnegyeTt KakAbin
npoxogAwmnn naketr. OgHako, ecnn forvka
onpegeneHna aHOManun B Naketax He Ao-
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CTaTO4YHO npopa60TaHa, B pe3ysibTaTe ee pa-
60TbI coeHEHMA Pa3pblBalOTCA N MeXCeTe-
BOW SKpaH CTaHOBUTCA 6ecnosneseH.

AtaKun oTKasa B 06cnyKnBaHun
NpUKNagHoOro ypoBHsA

MoMUMO npuBeAEeHHbIX Bbllle aTak ypOB-
HA CETEBOro CTeKa, CYLUeCTBYIOT HECKONbKO
aTak, paboTaloWmx HanpAMylo Ha npuknag-
HOM YpOBHe. DTW aTaku CPaBHUTENbHO MNpPO-
CTbl B AEHTUOUKAUMMN W YCTPaHEHNN, HO B
cnyyae 6e3pencTBNA MOTYT NPUBECTM K ANN-
Te/IbHOMY NPOCTOHO.

ATakv NPUKIaAHOTO YPOBHA 3KCMnyaTu-
pYyIOT YA3BMMOCTU B ONepaLyoHHON cucTe-
Me ¥ NpunoXxeHuax. Huxe npmseaeHbl onu-
CaHMA HeCKOJMbKMX TaKMX aTakK.

MNepenonHeHnus 6ydepa

7O ouyeHb U3BECTHaA aTaka, NpuBoAasALLan
K TOMY, YTO onepauuoHHasa cucTema Hauu-
HaeT uype3MepHO NoTpebnATb pecypcbl Ao
Tex Nop, NoKa He HAaYHYTCA YTeUKn NamATtu,
3amepyieHne paboTbl MM CUCTeMa MPOCTO
rnepecTaHeT oTBeYaTb Ha 3anpocbl. MH$op-
MaLus O TOM, YTO nepenosiHeHusam bydepa
noaeepxeHa Tonbko OC Windows, seBnset-
ca mudom — dakTuyecku, AUCTPUGYTUBbI
Linux TakXe nogsep»<eHbl 3Ton aTake. MNpu-
NOXeHUs, Takne Kak 6a3bl JaHHbIX, cepBepa
3/1eKTPOHHON MoYTbl U BEO-CcepBepa YacTo
OKa3blBAIOTCSA MOABEPMEHbI YA3BUMOCTAM
nepenonHeHus bydepa.

Atakn Ha Web- n DNS-cepBepa
Web-cepBepa, paboTaioLime no npoToko-
ny TCP Ha nopTy 80 ABRAIOTCA YaCTOW Lenbio
ONA aTak oTKasa B 0obcnyxmBaHuu. ATaky-
jowye O6bIYHO OTMPABAAIOT MHOXKECTBO
HTTP-3anpocoB (HUKakum 06pa3om He n3-
MEHEHHbIX) C Liefblo NoyYeHnsa Ype3mepHo
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60bLUMX 06BEMOB AaHHbIX U3 6a3bl AaHHbIX
cepsepa.

Takrie NOTOKM 3anpoCoB 3arpyatoT 6asy
HaHHblX, 3acTaBnss Web-cepeep oxugatb
JaHHble U3 Hee. JTO MNPENATCTBYET HOp-
ManbHON paboTe 060UX CEPBEPOB U OHU
nepecTalT OTBeYaTb Ha 3anpocbl. ITO Tak-
XKe MOXET C/yuMTbCA U HEenpou3BOSILHO,
0coOeHHO B Te MOMEHTHI, Korga Ha caiTe
BbIKNaAbIBAOTCA NOCNEAHNE HOBOCTU U BCE
XOTAT 03HAKOMUTBCA C HAMU OLHOBPEMEH-
Ho. B cnyuae DNS-cepBepoB meTogmKa npo-
BeJeHVA aTakM aHaNorMyHa, Ho aTaka nveet
6onee cepbesHble nocneacTeus. Ecnm DNS-
cepBep nepecTaeT OTBeYaTb Ha 3amnpochl,
MOXeT rnepecTaTtb QYHKLMOHNPOBaTb BCA
ceTb NpeanpuATUA.

PacnpegeneHHble aTaku OTKasa B
o6cnyxuBaHum

[oBOpA MPOCTbIM A3bIKOM, pacnpenenex-
Has aTaka OTKas3a B ob6cnyxmBaHum (DDoS)
coueTaeT B cebe MHOXECTBO Y3108, ABMAI0-
WMXCA UCTOYHMKAMM aTakK, C PasnnYHbIMA
TEXHUKaMU, OBCYKAEHHbIMU HaMK paHee U
MOXeT NPUBECTU K KaTacTpoduyeckum no-
cnepcTeuAm. lNocmoTpuTe pUCYHOK 2 AnA
TOro, YTo6bl MOHATb, Kak MiaHUpyeTca TU-

NMYHaa pacnpegesieHHan aTaka Ha CalT.

PucyHok 2: TunnuHasa pacnpefeneHHas aTaka

Bonbwe yem USER v13.12(5)

36



user
And

LINUX

CyberCrime

JleTanbHaa KomMOuMHauuA notoka SYN-
NnakeToB C MOAMEHEHHbIMW agpecamun u
KJlaccMyeckon aTakm MoTokom mopmnduum-
POBaHHbIX MWHI-NAKeToB 4acTO WUCMOJb3y-
eTcA AnA HapyleHusa paboTbl ceTu C OTKpPbI-
TbIM JOCTYNOM B IHTEpHET.

CoBpemeHHon ¢opmori DDoS-atakm sB-
NAeTCA BCTaBKa crewumanbHOro Koga Bo Bpe-
[JOHOCHOEe nporpammHoe obecneuyeHvie K
pacnpocTpaHeHue ero Ha MUIMOHaX KOM-
NblOTEPOB, NpeBpallas UX B 30MOU-Yy3nbl.
B 3apaHHbIN fieHb 1 Bpema Bce UHGMLMPO-
BaHHble Y3/1bl HAUMHAIOT BbIMOJIHATL Bpeso-
HOCHbI KO, KOTOpPbI 06bIYHO pa3paboTaH
Takum obpa3om, UTobbl OCyLeCTBAATb 3a-
Npocbl K onpefeneHHbIM caitam Uan npo-
BOAMTb aTaKy YPOBHA CETEBOro CTeKa Ha
y3en c onpepeneHHbIM agpecom. MNockonbKy
B [aHHbIX YCJIOBUAX CJIOXKHO onpenenutb
WCTOYHUK pacnpocTpaHeHUs BpPefoHOCHO-
ro NporpaMmmHoOro ob6ecneyeHus, CNOXKHO
oTCNeanTb TOro, KTO CTOUT 3a aTaKow.

B ppyroin 6e3spenHoit popme pacnpepe-
NeHHas aTaka UCcnonb3yeTca AfiA reHepaumm
Ha)kaTW Ha peKNaMHble BCTaBKM Ha caiTe
aTakylollero, nomoras emy 3apabaTbiBaTb
Ha 3ToM ¢dUHaHCOBbIe CpeaCTBa.

3awmTa cuctem, OCHOBaHHbIX Ha
cB0604HOM NpOrpaMmMHOM
ob6ecneueHun

HecmoTpsa Ha To, uTO aTaka OTKasa B 06-
CNyXnBaHUN ABNAETCA OfHOW M3 Haubo-
nee CTapbIX U LUMPOKO M3BECTHbIX aTak, K
coXaneHuto, He cyllecTByeT pelueHWa anAa
HenTpanunsaumm 3ToM ataku No Ton nNpuun-
He, UTO CNOXHO OnpeaennTb, Kakoe K3 Co-
e[IVHEHNI He UMeeT OTHOLLEHUA K aTake, a
Kakoe nmeer.

XoTA W CylecTBYIOT WMHCTPYMEHTbI AnA
HemTpanu3aumm onpepeneHHbIX  TUMOB
aTak, BC€ OHU CBOJATCA K MPOEKTMpPOBa-
HWIO cucTembl H6e30MacHOCTM CeTM U Mo-
HUTOPWHIY ee COCTOAHUA A/1A NOBbILLEHUA
6e3onacHoCTK.

B cucteme MOHUTOpPUHra COCTOAHNA CETU
JOMKHO oTobpaxaTbcA Gonbluoe Konumye-
CTBO OoTOpoLeHHbIX TCP-nakeToB, HEOObLIY-
Hble cObpocbl TCP-coegnHeHW, NPUHATbIE
nospexpgeHHole SYN-naketbl TCP unm ot-
npaeneHHble  aybnukatol  ACK-naketos.
OO6bIYHO NepBbIM KOMMOHEHTOM CeTu, Nog-
BEPXKEHHbIM aTake ABMAETCA MaplupyTu3a-
TOp, 3@ HUM CreflyeT MeXceTeBOW 3KpaH U
BCE OCTaJibHble KOMMOHEHTbl CeTW, TaKue,
KaK cBUTUN. MexceTeBble 3KpaHbl He MoryT
3alWMUTMTb MapLUpyTU3aToOp, HO MNPOLUMBKU
HOBbIX MoOfenen MapLpyTM3aToOpoB (Ha-
npumep, Cisco 7600 wnn x443) copepkat
naTuM onAa 3alWmnThbl OT aTak OTKasa B 06chy-
XMBaHUN. XOTA COBPEMEHHblE MeXKceTeBble
3KpaHbl U UMEIOT MHOXeCTBO GYHKLMI ana
NPOTUBOLAENCTBUA TakMM aTakaM, OHU He
Bcerga nomorator.

MeiceTeBble 3KpaHbl, 6€3 COMHeHMs, 3a-
WMLWAIOT OT aTakK YPOBHA CETEBOrO CTeKa,
HO OObIYHO OHM He MOTyT 3alNTUTb OT aTak
NPUKNagHOTO YPOBHSA, TakMX, Kak aTaka Ha
HHTP-cepsep Ha nopty 80. B aTom cnyvae
HeobOxoAMM MeXceTeBOW 3KpaH, paboTato-
WA Ha YPOBHE MPUIIOXKEHWNA U NpoBeps-
IOWMIA KaXKAabI 3anpoc Ha He3noHamepeH-
HOCTb.

Ona puctpnbytmeos Ubuntu n RHEL cy-
WwecTByeT nNpekpacHbli WMHCTpymeHT APF
(Advanced Policy Firewall), cnoco6HbIn
cpepxuatb DoS-atakn. CBob6ogHble cucte-
Mbl Ha OCHOBe Linux cnaBATCA BbICOKMM Ka-
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YeCcTBOM [paliBEPOB CETEBbIX KapT, a Takxe
OYHKUMAMNU U MHCTPYMEHTaMK1, Hanpumep,
MeXCceTeBbIM 3KpaHOM AnsA GpunbTpaumm na-
KeTOB, UHCTPYMeHTaMU ANA UCCnefoBaHus
nakeToB, MHCTPYMEHTaMU ANA UCCNefoBa-
HUA COCTOAHUA CETW, CUCTEMaMU NOBbILLe-
HUA 6e30MacHOCTUN Ha YPOBHe AApa 1 Apyru-
MU NOJIe3HbIMU BELLAMMU.

na HebonblIMX ceTel Ha ocHoBe Linux
MOXeT ObITb pa3paboTaH He6OMbLLON
CKPUNT AN1A NMOWNCKa OTKPbITbIX COefUHEHUN
npu nomowm SYN-nakeToB 1 cbpoca Hepa-
6oTallmx coeanHeHnn npn nomouyn RST-
nakeToB, uTo 6yAeT NepBOW NMHKEN 3aLLMThI.

[na 0co6o BaxHbIX KOPMOPAaTUBHbIX Ce-
Tel Ha ocHoBe Linux nyuywum BbiGOpOMm
ABNAETCA pa3BepTbiBaHME CUCTEMbI Mpe-
JoTBpalleHnA MNPOHMKHOBeHUN (Intrusion
Prevention System, IPS) B Buae otgenbHoro
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ycTpoicTBa. ITU ycTpowctBa paboTaioT B
promiscous-pexxume 1 UCMOJb3YyT BCTPO-
€HHble anropuTMbl onpeaesieHnsa aHoManmn
B MaKeTax ANA nepexsaTa 1 JeKOANPOBaHUA
Kaxgoro naketa. [1oCKONbKy BO3MOXHOCTU
paboTbl 3TMX YCTPOWCTB BKNOYaOT B cebA
AvanasoH oT 2 ao 7 yposHA OS|, oHn moryT
onpenennTtb, ABNAETCA NN MNakeT OTHOCA-
WMMCA K peanbHOMY COeVHEHUIO UM HET.
3TN YCTPOWCTBa NpefoCTaBAAT 3ameuya-
TeSIbHbI MeXaHW3M YBeAoMeHNA 06 aTakax
N UX HEeNTpanu3aumm.

Xopowasa kombuHauua cuctem npepoT-
BpalleHNA NPOHWKHOBEHUN, MeXCeTeBbIX
3KpaHOB 1 cMcTeM 6e30MacHOCTM NpuKnag-
HOrO YPOBHSA MOXeT NOMOYb B HelTpanu3a-
LMW STUX Y>KaCHbIX aTak.

lMNomamepuanam catima:
rus-linux.net
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