





Yana LINUX OT peaakuuu

Hoporue untatenn!
Mbl npeacTaBnAemM BaM HOBbIN BbiNyCK XypHana «bonbue yuem USER». Mbl pagbl,
YTO Bbl OCTaeTeCh C HaMW, MPOAOJIKAETE aKTUBHO UNTATb XKYpPHaJ.

Mbl NOCTOAHHO CTapaemcsa ero YCOBepPLUEHCTBOBATb, YTOObI Bbl HE TEPANN UHTe-
pec K HalMM MaTepuranam.

B >TomM HOMepe Bbl HamgeTe MHCTPYKUWUIO NO 3arpy3ke BUPTyasbHOW Malin-
Hbl ¢ USB-bnewkn B ESXi, Hayuntecb fenatb pesepBHble Konuv 6asbl JaHHbIX
Mysql Server, cospaBatb SOHO-cepBep Ha 6a3e Zentyal. B py6puke Workstation
Bbl Y3HaeTe, Kakoe 6yaywee xget Ubuntu One 1 HayunTtecb camocToATesIbHO
cobupatb .deb nakeTbl.

TakXe B 3TOM HOMepe Bbl HalieTe NoAPO6HOe ONncaHre YCTaHOBKM 1 HAaCTPOR-
Ku nokanbHoro Beb-cepsepa LAMP, y3HaeTe o si3blke nporpammupoBaHusa Hack, ko-
TopbI NpeacTaBuna komnaHua Facebook, nosHakomutech ¢ nporpammoit Rootkit
Hunter, nomoraioLei BbiABUTL Hanbosee koBapHoe BpefoHOcHoe MO — pyTKUTHI.

Bbl y3HaeTe, KakK 3alMUTUTb CBOW [JaHHble Ha TenedoHax U MnaHWe-
Tax Ha 6ase Android, a Takxe Kak lWwundpoBaTtb ¢ainbl B Linux ¢ nomouybto

GPG, Ccrypt, Berypt n 7-Zip.

Jlobutensm cteHorpadmm NOHPABUTCA CTaTbs, B KOTOPOW NogpoObHO pacckasbl-
BAETCA, KaK CKPbITb BalLu dalisibl BHYTPY N306parkeHU.

OcTaBaiTecb C Hamy, YMTaliTe Hall XXypHan 1 GyabTe Bcerga B Kypce cobbITuin B
mupe IT. C Hamu Bbl — 6onbLLEe, YeM NPOCTbIe Nonb3oBaTenu. Bol — bonblue yem USER

Komanpa «bonblue yuem USER»

HAL BbITTYCKOM PABOTAJIN:

3BeHuropoackaa AHacrtacuma AknmuyK Cepren
Nonos Banagumup Knpunbuyk Buktop

LWapan Uropb be3pykos Mapk
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3arpy3ka BUpPTYyaJ/ibHOM MaLUUHbI C
¢pnewkn, USB B ESX

Mpo6bnema ESXi B Tom, uto BIOS He no-
3BonAeT 3arpy3ntb cuctemy ¢ USB, xoTb 1
nossosifAeT po6asnAtTb USB-KoHTponnep u
USB-ycTponcTBa. 3TO OYeHb M OYeHb He-
NPUATHO B HEKOTOPbIX CNTyYasXx, Koraa Lene-
BaA cncTeMa pacrnonoxeHa y Bac Ha USB n
APYrmx BapuaHToB MPOCTO HeT. Ha npocto-
pax VIHTepHeTa eCTb pasnuyHble pelueHns
N opOHO U3 HUX - npoekT Plop. Bcero B Tpu
K/MKa yAaeTca 3arpysuTb TOJMIbKO UTO CO3-
JaHHYI0 BUPTYyanbHyio MalumnHy ¢ USB.

3arpyska VM c USB B ESXi
3arpy3uTe Plop Boot Manager no ccbini-
ke  http://www.plop.at/en/bootmanager/
download.html 3To pomkeH 6bITb apxuB
Bupa plpbt-5.0.15-test.zip. Janee pacnakyii-
Te apxuB, oTKpouTe Ball ESXi xocT un 3arpy-
3uTe B Datastore o6pas ISO plpbt-x.x.x.zip

ualinux.com

Tenepb Heobxoaumo 3arpy3nTb VM c 310
ISO obpasa.

B pesynbrate Bbl yBUOUTE  3KpaH
NPVBETCTBUA, A€ MOXHO OygeT Bbl-
6patb Tpu onuuu: Floppy, CDrom, USB
Janee BbiNONHsAETE OObIYHYIO 3arpysKy C
Bawen ¢prewkun. Bce gomkHo paboTtaTb Kak
yacol.

linuxspace.org
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Co3pnaem SOHO-cepBep Ha 6a3e Zentyal

B nepBon yacTy 3TOM CTaTbW Mbl O3HAKO-
MUNIUCb C YCTaHOBKoW Zentyal, HacTporkon
CeTeBbIX OMNUUIA, a TakXKe HEMHOrO NpUBENK
BCe 3TO B NOpAAOK. B 310N cTaTtbe Mbl pac-
CMOTPUM ONuUWK, KOTopble GyayT nonesHbl
B MepByto ouepeb Ana Hebonbworo oduca

MopknioueHne sToporo HDD

Kak yxe roesopunocb B NepBoOW 4acTtu,
Ha elle OQHOM eCTKOM JucKe (Hanpumep,
CbemMHOM) Mbl 6yfem xpaHutb obwune daii-
Nbl, @ 3a0[HO CNMBaTb TyAla pe3epBHble KO-
nun cuctembl. nck nydie 3apaHee otdop-
MaTupoBaTtb B HyxHyo OC. lna npumepa
nyctb 370 6yget NTFS - B cnyyae uero anck
MOXHO nopcoeauHuTb K Windows-matunHe
N CKOMMpPOBaTb HYXKHble AaHHble. [locne
nogknoyeHna HDD K cepBepy (He BaXHO,
no SATA/IDE/USB nnun Kak-To elle) Ham Hago
y3HaTb ero ugeHTnoukaTop. 3anyckaem User
Console c pabouero cTona v BbINOMHAEM KO-
MaHay:
sudo blkid -c /dev/null

KomaHgoa BbIBOAUT  CMUCOK  BGROYHbIX
ycTpowncTs. B aTom cnncke Hago Hawntn UUID
HaLLero »kecTkoro gmcka. CopneHTnpoBaTbcA
MO>KHO no meTKke ToMa (Label). 3aTtem co3paem
TOUKY MOHTMPOBaHWA, OTKyfa, COOCTBEHHO,
1 6ypneT JOCTYN K Halemy AWCKY. YCNoB/MCH,
yTo OHa byaeT coBnafaTb C MeTKOM Toma (Ho
Bbl MOXKETe 3aZaTb MMA Ha BaLl BbIOOP):

ualinux.com

Yacme 2

sudo mkdir /media/uma_toma

Tenepb Haflo NponMcaTb BCEro NNLLb OfHY
CTpouKy B fstab...
sudo nano /etc/fstab

... Bupa:
UUID=uaeHTUOMKaTOp_AMcka /media/
uma_toma ntfs-3g defaults 0 O

BmecTo npobenos B 3TOM CTPOKE UCNOSb-
3yem Tabynauumio (Tab) m B KoHUe Xmem
Enter. 3aTem coxpaHsem ¢aiin (F2, Y, Enter) n
BbIxogum (Ctrl+X). Bce, Tenepb npu Kaxgom
3arpysKe »ecTKui anck bynet aBTomatuye-
CKM CMOHTUPOBAH.

HacTtpoiika sgomeHa n ¢painnoobmeHa

Zentyal cnocobeH TakXe BbICTynaTb B
ponu LDAP-cepBepa, B TOM uncne B CBA3-
ke ¢ Windows AD. B nepByto ouepeab Hafio
co3paTb rpynnbl Mnonb3oBaTenewn, Hanpu-
Mep, B COOTBETCTBMMN C OTAeNaMu Unmn Tep-
putopuanbHbIM pasmMelleHnem. [na Kax-
JOWN rpynnbl MOXKHO Cpasy e 3ajaTb uUmA
obuwen nanky, Kyga OyayT umetb AocTyn
BCE MONb30BaTENN JAHHOW rpynnbl. 3aTem
fobaBnsaem HOBbIX nonb3oBaTenen M pac-
KuZiblBaem 1x Mo rpynnam, NonyTHO 3ajiaBas
MaKCUManbHbIi 06beM [aHHbIX Ha [WCKe,
KOTOpbIA MOXeT 3abutb ceoumy dannamu
Kax bl nonb3oBatenb. O6a3aTenbHO Hafo
co3paTb Kak MUHMMYM OAMH aKKayHT C
npaBamMu agMMHUCTPAToOpPA.
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Mepexoamm B paspen «WapuHr ¢annos»
N 33jaemM OCHOBHble HacTpomnkm SAMBA.
Bkniouaem Hall ManeHbKW JOMEH, yKasbl-
BaeM €ro UMs 1 ocTasibHble HacTponku. Ecnu
Bbl peLuunTe BKIIOUYUTL Nepemellaemble Npo-
dunn nonb3osaTenen, TO AUCKOBbIE KBOTHI,
BO3MOXHO, nyywe OygeT oTknountb. Ha
Bknagke PDC meHsem mapameTpbl, Kacato-
WmMeca nonb3oBaTenbCkMX naponen, c. 3a-
Tem pobaBnsem obume nanku (pecypcbl).
B Halwem npumepe Bce faHHble OyayT Xxpa-
HUTbCA Ha BTOPOM XXeCTKOM JinCKe. Y KaxJo-
ro pecypca Heo6xoanMo nponucatb npasa
JocTyna ana rpynn v nonb3osaTenei. On-
LIMOHANbHO MOXHO BK/IOUNTb KOP3UHY AnsA
ceTeBbIX PecypcoB, Toraa yaaneHHble daii-
nbl 6yayT NomelLLaTbCA B Hee, a He yaanAaTbcA
HaBcerga. Katanoru, KotopbiM He TpebyeTtcsa
TakadA onuwua, Jo6aBNAIOTCA B UCKIOYEHNA.
HakoHeu, nocnegHAA onuna — aHTUBUPYC-
Hoe CKaHupoBaHMe o6wWux nanok. 3pecb
TaKXXe MOXHO UCKIIIOUNTb OTAeNbHbIEe KaTa-
noru. Yutute, 4To MCNONb30BaHWE aHTUBU-
pyca He rapaHTUpyeT OTCYTCTBUA BUPYCOB.
Brnpouewm, c Hanbonee pacnpocTpaHeHHbIMY
3110Bpefamu OH CripaBnsAeTca.
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He 3a6biBaiiTe co34aBaThb Ha KECTKOM ANC-
Ke nanku, KoTopble MpuUBA3aHbl K CeTeBbIM
pecypcam.
mkdir /media/meTka_ToMma/umsa_nanku

[obaBnmM B Haw [OMeH MallUHY MOA
ynpasneHvem Windows XP Professinal. na
3TOro KAnkaem npaBoW KHOMKOW MO 3Hau-
Ky «Mol KkommnbloTep», Bbibupaem «CBOI-
ctBa» —>«mA KomnbloTepa» —> «3MeHUTb»
—>«flBNAeTCA uYneHoM [OOMEHa» U B none
BBOAVMM MMA Hallero fOMEHa, a 3aTeMm Ha-
»kumaem OK. B npurnaweHny BBOAVUM IOMMH
N Mapofb akKayHTa, KOTOPbIN UMeeT npasa
agMmnHucTpaTtopa B gomeHe. Octaetca Tosb-
KO nepesarpys3unTtbcs, a Npy BXOAE B cUCTemy
BblOpaTb Hall AOMEH M YKa3aTb JIOrMH-Ma-
posib MOMb30BaTeNA — He NIOKaNbHOrO, a Ka-
Koro-Hnbygb 13 Tex, Uto Mbl 3aBenin B Zentyal.

Bonble yem USER v14.04(8) 8
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Mpu nepBom Bxofe MPUAETCA HEMHOrO
nofoXKaaTb, Noka Oyaer co3faH Nonb3oBa-
TeNbCKNIA NPOGUNb Ha JIOKaNbHON MaLUMHe.
Bce, Tenepb MOXHO NONb30BaTbCA pecypca-
MK ceTu. JInuHasa nanka nosib3oBaTena yxe
nofKmnioyeHa Kak ceTeBOM [WCK, a OCTalb-
Hble pecypcbl Ha cepBepe AOCTYMHbI MO
appecy \\netbios_nmsaA_cepsepa.

ualinux.com

[Ona Bxoga B Tak Ha3blBaemMbll «Yro-
NOK Monb30BaTeNs» Haflo OTKPbITb B Be6-
6paysepe cTpaHnuky https://uma_cepse-
pa:8888/

B HeM MOXHO MOMEHATb TEKYLLMIA Naposb,
HO He 6onee Toro. Kctatu, gns paboTbl ¢ BeO-
nHTepdercom Zentyal nyyuwie Bcero ucnonb-
3oBaTtb Mozilla Firefox nnn Google Chrome.
B Tom e |IE oH oTOGpaXkaeTca KprBOBATO.

Bonble yem USER v14.04(8) 9
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FTP-cepBep Mbl byaem ncnosib3oBath Ass
Joctyna K daninam Ha cepBepe M3 BHeL-
Hen ceTu. YcTaHaBiMBaem KommnoHeHT FTP,
BKJIlOYaeM MOZy/b U B HACTPOMKax cepeepa
paspellaeM aHOHUMHBIN JOCTYMN K YTEHUIO
dannoB. MoXKHO TakXe BK/IOYUTb JOCTYN K
JINYHBIM KaTanoram nosnb3osaTtenen. B stom
cnyyae aBTopm3oBaTbcA npu Bxoge no FTP
Hago C JIOFTMHOM-MaposieM MNoJsib3oBaTenA
ZoMeHa. TakxKe NpuaeTca oTKpbITb B dariep-
BOJIe fOCTYN K CepBepy 13 BHELHUX CeTeNn.

ualinux.com

KopHeBasa nanka cepBepa Haxogutca B
avpektopun /srv/ftp — UMeHHO Tyga Hago
3aKkngbiBaTb ¢aifibl U nanku, KoTopble Bbl
XOTUTEe paclapuTb. YBbl, U3-3a WUCNOMb30-
BaHuA vsftpd, B KOpHe Henb3Aa co3paBaTtb
CCbUTIKM Ha Apyruve nanku, Haxogawmecs, K
npumMepy, Ha BTOPOM »kecTKoM aucke. Op-
HaKo 3TO orpaHMyeHne MoXHo obonTu. Cos-
Jaamm nanku pub B KopHe FTP 1 Ha BTopom
HDD...
sudo mkdir /srv/ftp/pub
mkdir /media/meTka_Toma/pub

... @ 3aTeM NPOCTO NOAMOHTUPYEM OfIHY K
Apyron.
sudo mount --bind /media/meTKa_
Toma/pub /srv/ftp/pub

YT06bl MOHTMPOBaHME MPOUCXOAUNO aB-
TOMATUYECKU, MOXKHO A06aBUTb NOCEHIO0
KomaHay B /etc/rclocal nnn xe pgonucatb
cnefyioLlyto CTPoYKy B /etc/fstab:
/media/meTKka_toma/pub /srv/ftp/
pub bind defaults,bind 0 0

Te, Koro He ycTpausaert vsftpd, MoryT Ha-
cTpounTb cBA3Ky proftd+Idap.

Hactpoiika ceTeBoro npmHtepa

B paspgene «O6wumii 4OCTYN K NPUHTEPY»
Halo OTMETUTb FaloYKON CETEeBOW WHTep-
delic, KoTopbli 0BCNYKMBAET JIOKaNbHYHO
ceTb. TaM e eCTb CCbiNiKa Ha Beb-nHTepdenc
CUPS, no kKotopon Hago nepentu. JIormH n
Naponb UCMOJb3YeM Te e, UTO U ANA afMu-
HUCTpUpoBaHua Zentyal. Haxkumaem KHOMKy
Add Printer n BblbrpaeM NpUHTEpP, KOTOPbIN
MoAKMioUeH K cepepy (OH JomKeH aBToMa-
TUYECKN OMpPefenunTbca), UN e BPYUHYIo
YKa3blBaeM HYXHbI TUN NpuHTepa. Kmem

Bonbwe yem USER v14.04(8) i
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Continue. B none Location yka3biBaem me-
CTO, rAe GM3NYeCKM pacnosioXKeH NPUHTEP,
1 cTaBUM ranouky Share this printer. CHoBa
Haxkumaem Continue.

ualinux.com

B cnucke BblbMpaem pfpaniBep Hallero
npuHTepa, Haxkumaem Add printer, u B ca-
MOM KOHLIe HaM NPeasioxaTt M3MeHUTb HEKO-
Topble NapameTpbl NeyaTy MO YMONYaHUIO.
YuTnTe, UTO faneko He ANA BCEX YCTPOWCTB
ecTb roToBble gpaneepa nog Linux, ogHa-
KO MHOrMe 13 HUX NOAXoAAT cpa3y AN He-
CKONbKMX mopenei. Ecnu Bbl Bce paBHO He
HaWwnM nogxopdAwero apaniesepa wunm PPD-
daina nopg Baw nNpuHTep, To nonpobyiTe
BbIMOMHUTb BE€ KOMaHAbl B KOHCONW, KOTO-
pble NpuBeAeHbl HXKeE, U 3aHOBO A06aBUTH
npuHTep. Ecnn n 310 HE Nomorno, To npu-
JeTca XAaTb NOABNEHUA HYXKHOTO ApaliBe-
pa. O6bIYHO Takasa CUTyaLusA BO3HUKaeT C
CaMbIMW CBEXUMU MOAENAMMN MPUHTEPOB.
sudo apt-get install cups-driver-
gutenprint
sudo service cups restart

11
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OcTanocb TONbKO pa3peLmnTb MCMOoNb30-
BaHVe MPUHTEPOB rpynnam u/vnm otgenb-
HbIM Monb3oBaTenam. [na nopknoueHns
CeTeBOro MpuHTEpa Ha KAWEHTCKUX Mallu-
HaX AOCTAaTOYHO 3alTU Ha HUX C aKKayHTOM
aAMMHUCTPaTopa AoMeHa 1 fobaBuTb € no-
MOLLbIO CTaHAAPTHOrO MacTepa MpUHTEP,
KOTOPbI/ MOAKMIOYEH K Hallemy cepBepy.
lNocne sToro craHeT JOCTYMHOW nevyatb No
CeTM 1 n3-nopj 06bIYHOrO NONb30BaTeNA.

HacTtpoiika npokcu
C MoMoLLbl0 MPOKCK Mbl CMOXEM Orpa-
HUUYMBATbL MONb30BaTesiel No 0b6bemy CKa-
ynBaembix ¢annos, GUILTPOBATb KOHTEHT,
HEMHOrFO C3KOHOMUTb TpaduK U YCKOPUTb

ualinux.com

3arpysky cTpaHul. [Mpo3pauHblil MpoKcK
B HalleM cny4yae fiyylle He MCMOoNb30BaTb.
Bo-nepsbix, ana HTTPS oH He paboTaeT.
Bo-BTOpbIX, Mbl HE CMOXEM HOPMasnbHO KC-
nonb3oBaTb rpynnoBble NOAUTUKKU. Pazmep
Kellla 3aBMCUT OT YMC/1a NONIb30BaTeNen n nx
AaKTUBHOCTW. 3eCb NPUAETCA HEMHOrO Mo-
3KcnepumeHTMpoBaTb. Ecnu pasmep Kelwa
OKaXeTcA C/IMILKOM ManeHbKMM, TO aHHble
6ynyT vale 3arpyxxatbca n3 CeTu, a He C
nokanbHoro cepsepa. Ecnn xe oH okaxet-
CA CJINLWKOM 6OMIbLIVIM, TO 3TO TOXE MOXET
3amepnnTb 3arpysky. lNonutuka no ymonua-
HUO onpepensaeT AeNCTBNe MPOKCU-CepBe-
pa B c/lyyae 3anpoca K Hemy: obpaboTatb
ero, oTGuUNbTPOBaTb UM NPOUTHOPUPOBaTb
n TpeboBaTb N NpK 3TOM aBTOpPM3aLMIO C
MoMoLLblo NornHa 1 naponda. Mel paccmo-
TPUM BapviaHT C aBTopu3auuel nosb3oBa-
Tenen n dunbTpaumen KoHTeHTa. B cnncok
CaTOB-UCKIIOYEHUI, KOTOpble He OyayT
KelumpoBaTbcA, MOAHO AobaBuTb agpeca
pecypcoB ¢, HanprumMep, AMHaMUYHO OGHOB-
NALWNMCA KOHTeHTOM. EcTecTBeHHO, B Ha-
CcTporikax Opay3epa U Npoumx Nporpamm,
Tpebytowwmx JocTyna B VIHTepHeT, Hajo YKa-
3aTb HaCTPOMKM MpoKcu-cepsepa. JInbo, B
cnyyae Windows, nponucaTb napameTpbl
npokcu B IE ana toro, utobbl Becb Tpaduk
Len uepes Hero.
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QunbTpauma KOHTEHTa OCHOBBLIBAETCA Ha
TaK Ha3blBaembix npodunsax. Mo ymonuaHmio
yXe ecTb oguH npodunb default, B koTopbin
BHECEHbl BCEBO3MOXKHbIe npaBuia. MoxHo
co3paTb COOCTBEHHbIN Npodunb Ha 6Hasze
TOro, KOTOPbIA BbICTABAEH MO YMOMYAHUIO
UM COOGCTBEHHOPYYHO [06aBUTb B HYX-
Hble MecTa CBOM npaswuna. [epBbii BapuaHT
dunbTpaumm - no pacwmpeHuto darna. Bol
fobaBnseTe Hy)KHble paclUMpPeHUs U paspe-
laeTe WAKM 3anpeLyaeTe 3arpysKy COOTBET-
cTBYOLWMX PannoB. AHANOrMYHbIM 06Pa3oM
[06aBnATCA NpaBuna Ha 6aze MIME-Tunos.
B ¢mnbTp NO MMeHM JOMeHa MOXHO COCTa-
BUTb CMUCOK afpecoB, KoTopble OyayT pas-
peLleHbl/3anpeLleHbl AnA NoceweHmns, unm
3arpy3uTb Y>Ke roToBble CMUCKU B TEKCTOBOM
dopmaTe. HakoHel, aAna Kaxgoro npodpuns
MOXHO BKJIIOUUTb aHTMBUPYCHOE CKaHUPO-
BaHMe Ha JIeTY N BbICTaBUTb YPOBEHb CTPO-
roctu punsTpaymm.

ualinux.com

B panbHeiwem co3faHHble GUNLTPbLI KC-
MONb3yTCA B FPYMNOBbIX MNOAUTUKAX W MO-
nutukax obbekToB. U ¢ Temu, n ¢ apyrumu
pa3obpaTbCA OYeHb NPOCTO — YyKasblBaeM
Bpems, Bblbrpaem NOAUTUKY W, €Cnn Hago,
npodunb ¢unbtpa. O6paTUTE BHUMAHUE,
YTO N8 KaXkoro o6beKkTa Unm rpynrbl MOX-
HO 3afaTb TOMbKO OfHO Npasusio. HakoHel,
nocnegHAA BO3MOXHOCTb  HTTP-npokcu
B Zentyal — orpaHnyeHne CKOpPOCTW KaHa-
na ansa ceteBblx 06bekToB. ECTb ABa nyna
OorpaHuyYeHulii — NepBOro 1 BTOPOro Kac-
ca, NpryeM nepBbI MMeeT 6oee BbICOKUI
npuopwnTeT. B nepsom nyne 3agaeTca NUMUT
no obbemy ckauvMBaemoro dalina, nocne
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NpeBbILEeHNA KOTOPOro CKOpocTb Oyaet
ype3aHa [0 yKa3aHHoW. Bropoi nyn noxox
Ha NepBbIi, HO B HEM TaK)Ke YKa3blBaloTCA
NINMUTBI HAa CKOPOCTb 1 06beM ANA Kaxaoro
KnuneHTa. MNpun 3ToM 06WUIN 06beEM CKaYaH-
HbIX $alNoB CyMMUpPYeTCA U nocsie npesbl-
LIeHNA Nopora CKOPOCTb ONATb Ype3aeTcs.

ualinux.com

Hactponka OpenVPN

C nomoubto VPN-coeVHEHWA Mbl CMOXEM
noaknouatbca K cepeepy Zentyal nssHe un
paboTtaTb C pecypcamu Halleln nokasnbHOM
cetn. [lnAa Havana Ham Hago CreHepupo-
BaTb MWHUMYM fBa cepTuduKata — ofuH
AnA cepBepa, BTOPOW AfA KiMeHTa. 3atem
pobasnsaem VPN-cepsep B pasgene VPN —>
«CepBepa». Ha CKpUHLIOTe HMXe npuBege-
Ha TMNuYHasa KoHburypauma cepeepa. Cne-
AnTe 3a TeMm, 4yTo6bl agpecauns B VPN-cetn
He coBMagana C agpecauuen NIOKanbHOMN
ceTn unu gpyrux uHtepodercos. MNocne storo
nepexoauM K 3arpyske K/IMeHTCKOro naketa
nof HYXXHyto nnatdopmy, rae Hajo ykasaTtb
BHELWHN agpec cepsepa. B ckauaHHOM ap-
XVIBE HaxopaTcsA Knoun u daiin HacTpoek,
KoTopble, B cyiyvae Windows-KnneHTa, Hago
ckonupoBatb B Katanor C:\Program Files\
OpenVPN\config. [nAa nopkniouyeHnsa 3a-
nyckaem OpenVPN GUI, knukaem npaBow
KHOMKOW MO MOABMBLUEMYCA B TPee 3HauKy,
BblOMpPaeM Hallle COeiUHEHUNE 1 KITKAeM Mo
Connect.
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Hactpoiika Jabber
Jabber (XMPP) — 310 ogHa 13 pa3HoBua-
HOCTel MpPOTOKONOB AN OOMeHa MrHo-
BEHHbIMN COO0bLWEHAMNU. Ero MOXHO uc-
Nnonb3oBaTb, Hanpumep, ANA  6GbiCTPoOro
obLleHNa mMexay CoTpyaHVMKamu B oduce.
HactpanBaeTtca Jabber-cepBep anemeHTap-

ualinux.com

HO. BbiCTaBnAeM HAaCTPOIKM B COOTBETCTBUN
C NPUBEOEHHbIMU Ha CKPUHLIOTE HUXKe W
BKtovaem Jabber-akkayHT B HacTpoiiKax
nonb3oBatenein. Ha KomnbloTepbl ycTaHaBs-
nneaem Jabber-knneHTbl U HacTpanBaem ux.
Hanpumep, B nonynapHon nporpamme QIP
Infium 3710 genaetca Tak. Moem B «Hactpoii-
Ku» —>«YueTHble 3anucn» —> «[1o6aBuUTb
yUeTHyto 3anmcb» —> «XMPP (Jabber)». Uc-
Mosnb3yeMm NIOrVIH BULA UMA_MNOJb30BaTeNna@
NUMsI_[IOM€eHa, a B KauecTBe NMaposis TOoT, UTo
ncrnonb3yeTca AN Bxofa B JoMeH. B poctep
(KOHTaKT-NCT) fo6aBnAeM NOrMHbl Konner B
TOM e ¢popmaTe, UTO 1 HaLl JIOTUH.
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Hacrpoiika VolP

Ona ucnonb3oBaHna ¢yHKuun VoIP He-
06x0ANMO NMeTb aKKayHT Y Kakoro-Hubyab
SIP-npoBangepa. B cnyuae oduca xena-
TeNbHO elle M C HOPMaJlbHbIM TOPOACKMM
HOMepoM. HepaBHO Mbl paccmaTtpuBanu
BO3MOXHOCTb CIKOHOMUTb Ha TenedOHHbIX
pa3roBopax, Tak YTO MOXHO BOCMOJ1b30BaTb-
CA y>Ke HaCTPOEHHbIM aKKayHTOM Ha pbxes.
org. Boobuie pekomeHayeTcs xoTs 6bl ber-
NO MPONNCTaTb YKa3aHHY0 CTaTbio — B HeM
YMPOLLEHHO OMMCaHbl HeKoTopble 6a3oBble
noHatusa IP-renepoHum. Ntak, HacTpanBaem
nogkntoyeHune K SIP-nposangepy. Ecnn Baw
cepBepa HaxoanTtcA 3a NAT, To Hago yKasaTb
NM60 BHELHMIA cTaTuuyeckuin IP-agpec (ecnu
TakoBOW BblAaH WHTEPHET-NPOBaNAEPOM),
nmbo xotAa 6bl DDNS-vmsA. B npotusHom
cnyvae y Bac He 6ygyT pabotaTb BXxogdLime
3BOHKMW. [leMOHCTPaLMOHHblE HOMepa — 3TO
400, 500 n 600. x MOXxHO Ncnonb3oBaTb ANA
NPOBepKN PaboTOCMOCOOHOCTU KINEHTOB.
BHM3y cTpaHuUbl ecTb elle ofgHa onuua —
nokanbHble ceTu. Clofa MOXKHO J06aBuTb IP-
appeca unm NoAceTH, C KOTOPbIX pa3peLleHo
nogkntoyatbca K VolP-cepsepy. Hanpumep,
noacetb ana OpenVPN-knueHToB. TekyLyyto
BHYTPEHHIOIO JIOKajbHYylO ceTb [06aBnATb
He Hapo. Ecnu Bbl BKNOUMAWM NOAAEPXKKY
KoHdepeHUMIA Ha 3Tane ycTaHOBKU MoZynA
VoIP, To B cooTBeTCTBYylOWEM pa3gesie Bbl
MoXeTe ux fo6aBuTb 1 3apaTb naposb (B
unppoBOM BUae, KOHeYHO). KoHbepeHLmm -
3TO CBOEro pofa MHOrononb30BaTeNbCKUN
rosIoCOBOW Yar.

PaclumpeHuns (3KCTeHLWeHb, U BHYTPEH-
HMe HoMepa, ec/in XOTWTe) MpUCBanBaloTCA
nonb3oBaTenamM u rpynnam. [ina nogkniove-
HUA K cepBepy B SIP-knueHTe B KayecTse No-
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rMHa yKa3sblBaeTca nMbo JOMeHHOe UM NoJb-
30BaTend, MMbo HoMep ero pacwrpeHus, a
naposib coBnagaeT C Naposiem Aja Bxofa B
AoMeH. Ecnv no3BoHWUTb Ha paclumpeHue,
KOTOpoe MNPUCBOEHO rpynne nonb3oBare-
nem, To y Bcex H1X OyaeT oTobparkaTbca BXO-
AAWWIA BbI30OB, NMOKa KTO-HUOYAb He CHUMET
Tpy6Ky. B 06wmx HacTpoikax VolP mMoXxHo
yKa3aTb paclumpeHue, Ha KoTopoe no yMmon-
yaHuio OyayT nepeagpecoBbiBaTbCA BCe
BXOAALME 3BOHKW, Hanpumep >SKCTEeHLUeH
ceKpeTapA AW rpynmnbl COTPYAHUKOB MOA-
Jepku. Ecnv BHYTpeHHMI Homep OKa3biBa-
€TCA 3aHATbIM, TO 3BOHALLEMY NpeasiaraeTca
OCTaBUTb ronocoBoe coobuieHne. Mpocny-
LaTb ero Mo»Ho, Habpas HOMep ronocoBoM
nouTbl U BBEAA B KayecTse IornHa 1 napons
HOoMep pacwupeHus. Maponb gnAa ronoco-
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BOW MOYTbI MOXHO MOMEHATb B Yrofke Mnob-
3oBaTens (cMm. nepsylo YacTb ctaTtbm). C no-
MOLLbIO FONTIOCOBOrO0 MEHI0 B MOYTE MOXKHO,
B TOM UnCie, HAaCTPOUTb ee napameTpsbl. [na
nepeBoAa 3BOHKa Ha APYron SKCTEHLIeH Jo-
CTaToO4YHO HabpaTb # 1 BHYTPEHHWI HOMED,
Kyfa 3BOHOK GyzieT nepekuHyT. [1na yaepxa-
HUA 3BOHKA Hago Habpatb #700, a NOTOM C
TOoro xe TenedoHa unm nbdoro Apyroro ewle
pa3 — #700. Ina ncxogAawmnx 3BOHKOB Nepeg,
HoMepoM Hapo pobaenatb 0. Bnpouem, ¢
BHEWHUMN Bbl3oBaMu Zentyal pabotaert
He OYeHb KOPPEKTHO, Tak 4To npu 6onb-
LLIOM »KeflaHUM eCTb CMbIC/T NepeHacTpPouTb
Asterisk ¢ ucnonb3oBaHuem FreePBX, Ha-
npumep. [a n BoobLe, pa3 yx Zentyal no-
CTPOEeH Ha cBOHOAHbIX KOMMOHEHTAX, TO HU-
KTO He MellaeT BMeLlIMBaTbCcA B UX paboTy,
nycTb 1 C NOTepen onpeaeneHHOro ypoBHA
ypo6cTBa B KOHPUIyprpoBaHUM BCEro 3Toro
CepBEPHOro X03ANCTBa.

sudo apt-get install cups-driver-
gutenprint
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sudo service cups restart

Ha aTom Mbl 3aBepLuaem Ty YacTb MaTepu-
ana, Kotopas MocBfAlleHa BO3MOMHOCTAM
Zentyal, Hanbonee nogxoaawmm gna odpuc-
HOro ncnonb3oBaHuA. OcTanncb HepaccMo-
TPEHHbIMW HECKONbKO MOJynei, KoTopble
onucbiBaTb 0CO6Oro cmbicna HeT. [louTy
WU KOpMopaTMBHbIA CalT Nydlle pepxaTtb
Yy  Kakoro-Hmbyfb XOCTUHr-nmpoBangepa,
IDS n Groupware B ManeHbKOW KOMMaHUK
He OUYEeHb-TO W HYXKHbl, @ NPO HaCTPOWKY
RADIUS paccKka3sblBaTb COBEPLUEHHO HeYero.
B panbHewLwem mMbl pacCMOTPUM HEKOTOPble
Apyrme BO3MOXHOCTU cepBepa, KoTopble
MOTYT BaM NPUrogMTbCA U KOTOpble Hero-
cpencTBeHHO K Zentyal ye mano oTHocAT-
ca.

3dnews.ru

17

Bonbwe yem USER v14.04(8)




user
And

LINUX

servers

Pe3epBHOe kKonupoBaHue 6a3bl
AaHHbIX Mysql Server.
Kak co3gatb gamn Mysql
B Linux/FreeBSD

Kak co3gatb gamn 6a3bl gaHHbIX mysql B
Linux/FreeBSD?
# mysqldump -u dbuser -ppassword
-B database_name > /home/bakup/
database_makup.sql

Kak co3gaTb gamn 6asbl AaHHbIX, cofep-
aLluii TONbKO CTPYKTYpY 6a3bl?
# mysqldump -u dbuser -ppassword
--no-data -B database_name > /
home/bakup/database_makup.sql

Kak co3pgatb gamn onpepeneHHbix Tabnuy
6a3bl JaHHbIX?
# mysqldump -u dbuser -ppassword

ualinux.com

-B database_name --tables tablel
table2 > /home/bakup/database_
makup.sql

Kak co3paTb Jamn HeCcKonbKux 6a3 gaH-
HbIx mysql?
# mysqldump -u dbuser -ppassword
-B database_namel database_namel
> /home/bakup/database_makup.sql

Kak co3paTtb gamn Bcex 6a3 faHHbIX mysq|l-
server?
# mysqldump -u dbuser -ppassword
-A > /home/bakup/database_makup.
sql

linux-freebsd.ru
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Co3pnaHue ooMaluHero
ceteBoro xpaHunuiga (NAS) Ha
6a3e Openfiler

B cTaTbe NpencTaBneHoO NOLAroBoe pyKo-
BO/ZICTBO MO HACTPOWKe JOMALLHErO CETEBO-
ro xpaHunuwa aaHHbix (NAS) Ha 6a3e GNU/
Linux-guctpubytusa Openfiler. Kaxapiii war
NPOVANIOCTPUPOBAH CKPMHLLIOTaMK. [locTyn
K pecypcam obecneumBaeTtcs 6e3 napons c
noboro KomnbloTepa 13 CeTU.

YuntbiBas TOT PpaKT, YTO BO MHOMMX CEMbAX
KOJINYECTBO KOMIMbIOTEPOB NPUOIMXKaeTCA K
KONIMYECTBY UYSIEHOB CEMbM, BO3HMKAET He-
06X0AMMOCTb 0OpallaTbCs K OOHUM U TeM
e JaHHbIM (Punbmbl, My3biKa, $OTO, AOKY-
MEHTbI) C pa3HbIX KOMMNbOTEPOB. [1na Takomn
LieNU HY>KHO 3aBECTM OTAENbHbIV MOCTOAHHO
paboTaloWwnii KOMMNbIOTEP, KOTOPbIA Y Hac
OyZeT BbIMOJHATL POJb XPaHWNULLA AaHHbIX
— NAS-cepBepa (Network Attached Storage
— ceTeBaA CUCTEMA XPAHEHWA OaHHbIX, ceTe-
BOE XpaHuUnmLye).

MepBbIM OeIOM HYXHO BblOpaTb »ese3o.
Ina pomallHero Mcnofib30BaHUA MOLLHbIN
KOMMbIOTEP He HYXeH — nofonaet Niobon
MK ¢ nopaepxkonm cetn. Bropon Bonpoc —
BbIOOp MNporpammHoro obtecneveHusa. U3
6ecnnaTHbIX ecTb fiBa ANCTPUOYTUBa:

1.0penfiler (Ha ocHoBe rPath Linux);

2.FreeNAS (Ha ocHoBe FreeBSD).

fl ocTaHOBMN CBOE BHUMaHMe Ha Openfiler,
noToMy Kak nocumtan ero 6Gonee «apy-
XenbHbiM», yem FreeNAS. O HacTpoiike
Openfiler ana goma A 1 pacckaxy.

ualinux.com

YcTaHOBKa AMCTprbyTVMBa He COCTaBnA-
eT Tpyaa. MIHcTannAaTop 34ecb OCHOBaH Ha
Anaconda, KOTOpYI MOXHO BCTPETUTb BO
Bcex coBmecTuMbix ¢ Red Hat guctpubyTu-
Bax (RHEL, Fedora, CentOS u T.n.). Pacckasbl-
BaTb O MPOLECCe YCTAHOBKM He Oy, OTMeuy
nUWb ofHy feTanb. MNpu pa3buBKe »KeCcTKoro
[VCKa HY>KHO co3aaTb 2 pa3gena:

1.0nA cucTembl C TOUKON MOHTUPOBaHUSA
«/», paninoBon cuctemon ext3 n pasmepom
okono 1T6.

2.Swap — s cgenan Ha 1 16 (y meHAa 1 T6
RAM).

OcTaBLueeca NycToe MecTo Tak U OCTaBUM
(He co3paem pa3gena n He popmaTrpyem)
- B MmocsieyolwemM Mbl UIMEHHO ero byaem
MCcnonb30BaTb Kak xpaHunuue. MNocne ycra-
HOBKM 3aXOf MM Ha CepBep Yepes KOHCOMb 1
npoBepseMm CeTb:

[root@locaThost]# 1fconfig

Ecnn BuAMM Takol BbIBOA, Kak HUXe, TO

CeTb He HacTpoeHa:
To Link encap:Local
Loopback

inet addr:127.0.0.1
Mask:255.0.0.0

inet6 addr:
Scope:Host

UP LOOPBACK RUNNING
MTU:16436 Metric:1

::1/128
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dropped:0
dropped:0
txqueuelen

TX bytes:7

RX packets:90 errors:0
overruns:0 frame:0

TX packets:90 errors:0
overruns:0 carrier:0
colTlisions:0

:0
RX bytes:7476 (7.3 Kb)
476 (7.3 Kb)

Ecnu e BbIBOJ — Takow:

ethO
Hwaddr 00:

Bcast:192.
Mask:255.2

fe80::217:
Scope:Link

MULTICAST
dropped:0
dropped:0
txqueuelen
TX bytes:5
To
Loopback
Mask:255.0
Scope:Host

MTU:16436

dropped:0

ualinux.com

Link encap:Ethernet
17:31:52:D0:A7

inet addr:192.168.1.100
168.1.255

55.255.0

inet6 addr:
31ff:fe52:d0a7/64

UP BROADCAST RUNNING
MTU:1500 Metric:1
RX packets:4 errors:0

overruns:0 frame:0

TX packets:7 errors:0
overruns:0 carrier:1
colTlisions:0

:1000
RX bytes:888 (888.0 b)
28 (528.0 b)

Link encap:Local

inet addr:127.0.0.1
.0.0
inet6 addr: ::1/128

UP LOOPBACK RUNNING
Metric:1

RX packets:118 errors:0
overruns:0 frame:0

TX packets:118 errors:0

dropped:0 overruns:0 carrier:0
colTlisions:0
txqueuelen:0
RX bytes:9372 (9.1 Kb)
TX bytes:9372 (9.1 Kb)

— CeTb HaCcTpOeHa, Tak YTo ClieayoLwwun
pa3gen («HacTponka ceTu») MOXHO npony-
CTUTb 1 Cpa3y NepenTn K O6HOBMEHNIO CU-
CcTeMbl.

Hactpoiika ceTn
Co3paem o¢ann ifcfg-ethO ¢ HacTporikamm
cetu:
[root@localhost]# nano /etc/
sysconfig/network-scripts/ifcfg-
eth0

B cnyuae DHCP oH 6ypeT BbirnageTb npu-
MepHO Tak:
DEVICE=ethO
BOOTPROTO=dhcp
ONBOOT=yes
TYPE=Ethernet

Yt06bl CcoxpaHUTb dain B 3anyweHHOM
TEKCTOBOM PefAKTOpe Nnano, Hafo HaXkaTb
Ha «Ctrl» + «X», a 3aTem — «Y». Tenepb nepe-
3anycTuMm ceTb:

[root@localhost]# /etc/init.d/
network restart

Mocne 3TOro Bbl AOMXHbI YBUAETb NpU-

MepHO cnegytoLuee:
eth0 Link encap:Ethernet
Hwaddr 00:17:31:52:D0:A7

inet addr:192.168.1.100
Bcast:192.168.1.255
Mask:255.255.255.0

inet6 addr:
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fe80::217:31ff:fe52:d0a7/64
Scope:Link

UP BROADCAST RUNNING
MULTICAST MTU:1500 Metric:1

RX packets:4 errors:0
dropped:0 overruns:0 frame:0

TX packets:7 errors:0
dropped:0 overruns:0 carrier:1

colTlisions:0
txqueuelen:1000

RX bytes:888 (888.0 b)
TX bytes:528 (528.0 b)
To Link encap:Local
Loopback

inet addr:127.0.0.1
Mask:255.0.0.0

inet6 addr:
Scope:Host

UP LOOPBACK RUNNING
MTU:16436 Metric:1

RX packets:118 errors:0
dropped:0 overruns:0 frame:0

TX packets:118 errors:0
dropped:0 overruns:0 carrier:0

colTlisions:0
txqueuelen:0

RX bytes:9372 (9.1 Kb)
TX bytes:9372 (9.1 Kb)

::1/128

O6HOBNEHne
[Ina OGHOBNEHUA CUCTEMbI BbIMONHAEM
KoMaHay:
[root@localhost]# conary
updateall

MNocne storo nepesarpyxaemca n npncty-
naem K HaCTpOI;IKe AaocTyna.

ualinux.com

Hactpoiika obuiero gocryna
6e3 naponsa

TaK Kak Mbl y ceb6s JoMa, TO 1 Maponun Ham
HM K YeMy — JOCTyn K pecypcam byaem Ha-
CTpamBaTb MO rocTeBOMY BXOAY, YTOObI fio-
6011 KoMnbloTEp B ceT 6e3 npobnem untan
pacliapeHHble pecypcbl 1 3anncbiBan B HUX.

3axogMm Ha cepBep C NtoHOro Kommbio-
Tepa B ceTu npu nomowm Beb-6pay3epa
no agpecy https://ip-appec:446. ina Bxona
ncnonbsyem foruH «openfiler» 1 naponb
«password».

OcCHOBHOE OKHO COCTOMUT U3 7 OCHOBHbIX
BKNnagok. MNocne Bbibopa BKNagku crnpasa
NoABNAITCA JONOHUTENbHbIE MEHIO, KOTO-
pble OTKPbIBAOT JOCTYN K creundrnyecknm
AnA AaHHOW BKNAAKM HaCTPOMKaM.

Tenepb — Mo NnopAAKy.
1. MNepengem Ha BKNagky System, B none
«Hostname:» 3anuwem «openfiler»:

21
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MpokpyTnB Hwxe B pa3gene Network
Access Configuration, HacTpanBaem goctyn
K ceTn. Ecnm 3gecb He BOUTb XOTb OfIVIH KOM-
nbloTep u3 cetn, byayuias wapa paboTtatb He
6yger.
[ob6asnsaem KomnbioTep:
Name: uma komnbloTepa
Network/Host: IP-anpec komnbioTepa
Netmask: macka noacetu
Haxxumumaem «Update»:
Mode - Primary
Partition Type - Physical volume
Haxxnmaem «Create».
Buaum Takow sKpaH — pa3gen co3faH:

2. MNepengem Ha BKnagky «Volumes».
3pecb co3paanm pasgen, Ha KoTopom ByayT
pa3meLlaTbCAa Halm obLve AaHHbIe:

[anee nepexogmm Ha 3KpaH «Volume
Groups» B MeHI0 CrpaBa ¥ CO3faem rpymnny
pa3gena:

Haxkumaem «create new physical volumes»
1 nonafaem B MeHI0 BbIbopa AncKa:

Bbibpaem /dev/sda n Ha cnepytowem
3KpaHe co3faeM pasfen ¢ TakuMu napame-
Tpamu:
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3atem nepexofmm Ha 3KpaH «Add Volume» B meHI0 cnpaBa nepexoavM Ha 3KpaH

B MeHio crnpaBa u dopmatupyem pauck. SMB/CIFS Setup, n HacTpanBaem Tam noKasb
Ckponnum BHM3 1 BUAUM BOT Takyto KapTn- 1 NetBIOS name:
Hy: Display Charset: cp1251

Unix Charset: UTF-8

DOS Charset: CP866

OcTanbHble NYHKTbl He Tporaem, Haxnmva-

em «Apply»:

BBogum ums, BbibUpaem pasmep pasgena
n dpannosyto cmctemy, Haxkumaem «Createy,
»Kaem napy MnHyT. Pasgen cosgan!

4. TNepengem Ha BKNagky «Accountsy»,
NPOCKpONnMB 4yTb Hwxe. B pasgene
«Use Windows domain controller and
authentication» BBegem Ha3BaHWe Haluen
workgroup:

Domain / Workgroup: workgroup

Onyckaemca eLle YyTb HIKE 1N HaXnmaem
«Submit»:

3.MNepengem Ha BKNagKy Services, 1 BKO-
unm SAMBA, ana storo Hanpotue SMB / CIFS
server Haxkmem «Enable».
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5. Mepenpgem Ha BKnagky «Shares» -
BKNagKa, Ha KOTOPOW HacTpamnBaloTCA Halu
pecypcbl 1 LOCTYN K HUM:

Hakmmaem Ha «shara» 1 cosfaem nanky:

HaxnmaeM Ha TOMbKO 4YTO CO3[aHHYyHo
nanky M B OTKPbIBLIEMCS OKHE HaXXMMaem
«Make share»:

Monagaem Ha cnegyowmin 3KpaH, rae Ha-
CTpavBaem o6Wmin oCcTyn:
Override  SMB/Rsync

Downloads
Haxunmaem «Change». Hanpotus «Public

share  name:

ualinux.com

guest access» CTaBUM Fajiky U HaXrmaem
«Update»:

MpokpyumBaem BHU3 1 BMAUM Tabnuuy.
Bkniouaem SAMBA anAa xocTa B CceTU, HaxaB
«RW» B pasgene «SMB/CIFS», Haxnmaem
«Update»:

AHanornyHo ¢ octasbHbIMK Mankamu. Ha
STOM HaCTPOWKa OKOHYEHa, 3aX04 1M Ha cep-
Bep, 3aKauvBaem Bawwwy dainibl U pagyemcs
ecnv Bce paboTaer:

nixp.ru

24

Bonbwe yem USER v14.04(8)




user
And

LINUX

workstation

Kak cobpaTtb

.deb nakert

B nto6om anctpmbytnee GNU/Linux, nme-
IoLLeM Ha BOPTY MaKeTHbIN MeHemKep, Npu-
BETCTBYETCA YyCTaHOBKA NPOrpamMmHoro obe-
crieyeHna CTPOro M3 naketos. B Kakom-To
MOMEHT MOET BO3HUKHYTb CUTYaLMs, Koraa
npolye cobpatb NakeT, YemM KOMNUANPOBATb
W yCTaHaBiMBaTb KNacCMYECKUM METOLOM
«./configure && make && sudo make install»,
Hanpumep, eciM HekoTopas nporpamma
HeobXOAMMa HECKONbKMM KOMieram, cpeam
KOTOPbIX He KaXAbll B COCTOAHUW MOHATb
noyemy cbopka M3 penosmTopues He yaa-
naco.

Ecnu Bbl HamepeBaeTechb co3haBaTh Nake-
Tbl, KOTOpble MOTyT/6yayT BXxOAWUTb B odu-
umnanbHbI peno3uTtopuii Debian, To gna Ha-
yana CTOUT O3HAKOMUTCA CO CrlefyoLnmu
MaTepuanamu:

the Debian New Maintainers’ Guide

Debian Packaging Tutorial

Debian Policy

Developers Reference

Ho, ecnn Bam NpocTo HY»KHO NOHATb, Kak
cobpaTb .deb nakert, 3gecb 1 cenyac - umTam-
Te CTaTblo Janee.

C6opKa 13 NCXOQHUKOB

GPG kntou

MNepBoe, UTO HEOOXOAUMO - CreHepupo-
BaTb gpg KoY, eC/I ero elle HeT, Tak Kak
nakert, Npu co3faHuy, byaeT nognuncaH STum
KJlouoM:
gpg --gen-key

Ba)KHO MOMHWTb, YTO Ha AaNibHENLWX 3Ta-
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nax HeobxoAMMo 6yfeT UCMOSIb30BaTb Te Xe
camble umAa 1 email, yto nMcnonb3oBanuChb
npwn Co3daHnN Koya.

[na Toro, ytobbl MCNONb30BaTb AAHHbIN
KMoy 4na NOANUCK Aenaem cregytollee:
gpg -a --output ~/.gnhupg/YOUR_
NAME.gpg --export 'YOUR NAME'

Mocne uero:
gpg --import ~/.gnupg/YOUR_NAME.
apg

Bce, kntou rotos.

MoprotoBKa OKpyXeHnA

YcTaHOBMM Heobxofumble Ana c6opku na-
KeTbl:
sudo apt-get install build-
essential autoconf automake \
autotools-dev dh-make debhelper
devscripts fakeroot \
xutils Tlintian pbuilder

MonyuyeHne n NOAroToBKa NCXOAHNKOB

PazapxuBmpyem UCXOOHMKM N Nepenme-
HyeM AupeKTopuio B popmaT MMA-BepCUs,
BaXHO, YTOObI Ha3BaHWe ANPeKTOPUM ObIO
B HVXKHeM peructpe. [ocne 31oro, Ha OgHOM
YPOBHe C 3TON AupeKTopriein Heobxoanmo
pa3mMecTUTb apxmB C UCXOOHMKaMM, Hanpu-
mMep, B popmaTe tar.gz (MOXXHO MPOCTO CO3-
[aTb apXuB C ANPEKTOPUEN, KOTOPYIO TONb-
KO UTO co3fanm).

Mpumep:
mkdir -p ~/build/memcached/1.4.17
cd ~/build/memcached/1.4.17
wget -c http://www.memcached.org/
files/memcached-1.4.17.tar.gz
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tar -xzf memcached-1.4.17

MoaroTtoBka K cbopke

MNepBoe uTOo Mbl caenaem — NOArOTOBMM
CTPYKTYpPY 1 nHGOpMaLMIo O HalleM NaKkerte.
cd ~/build/memcached/1.4.17/
memcached-1.4.17
dh_make -e youremail@address -f
../memcached-1.4.17.tar.gz

He 3abbiBaem, 4TO HEOOGXOANUMO MCMOJSIb-
30BaTb TOT e email, uTo ncnonbsosancs
npv reHepaumn Kntoya. locne BbiNosHeHWA
JaHHOWN KOMaHAbl B TepMUHane MoABUTCA
cnegyioulee npurnawieHune
Type of package: single binary,
indep binary, multiple binary,

Tibrary, kernel module, kernel
patch?
[s/i/m/1/k/n/b]

Bblbepem moka cambllii MPOCTON BapuaHT
-s

B Hawen gupekTopnn nossunacb HoBas
nogaupektopua — debian, KoTopaa copep-
XnT dannbl, Heobxogumble ANA JanbHew-
wen cbopku. Tenepb oTpefakTUpyem WH-
dopmauumio o Halem nakerte.

@ainn «control»
Source: memcached
Section: unknown
Priority: optional
Maintainer: YOUR NAME <your @
email.org>
Build-Depends: debhelper (>=
8.0.0), autotools-dev
Standards-version: 3.9.4
Homepage: <insert the upstream
URL, if relevant>

Package: memcached

Architecture: any
Depends: ${shTibs:Depends},

ualinux.com

${misc:Depends}
Description: </insert><insert up
to 60 chars description>

</insert><insert long
description, indented with
spaces>

[lo6aBnM 3aBNCMOCTU 1 ONUCaHWE NaKe-
Ta
# CMOTpPMM 3aBUCUMOCTH
dpkg-depcheck -d ./configure

B TepmuHane suanm cnepyioulee:
Packages needed:

mime-support

Tibsigsegv2:amd64

gawk

Tibevent-dev

Tenepb m3meHum dain debian/control,
YyUnTbIBaA 3TV 3aBUCMMOCTU 1N fo0BaBNM He-
obxoanmyto nHdopmauuio:
Source: memcached
Section: web
Priority: optional
Maintainer: YOUR NAME <your @
email.org>
Build-Depends: debhelper (>=
8.0.0), autotools-dev,
mime-support, libsigsegv2, gawk,
Tibevent-dev
Standards-version: 3.9.4
Homepage: http://memcached.org/
Package: memcached
Architecture: any
Depends: ${shTibs:Depends},
${misc:Depends}
Description: High-performance,
distributed memory object caching
system

Memcached 1is an in-memory key-
value store for small chunks of
arbitrary data (strings, objects)
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from results of database calls,
API calls, or page rendering.
®ann «copyright»

TyT pa3meLlaem npasoByto nHbopmMaLuio,
B YAaCTHOCTU, MOXXHO Pa3MeCTUTb TEKCT Nn-
LeH3MK, NOA KOTOPOW pacnpoCTpaHaeTcs
WNCXOAHBIN Ko NporpaMmbl.

®ann «changelog»

3707 dain aBTOMATUYECKU 3anosiHAeTcA
npu BbizoBe dh_make, BaxHO ybepunTbCs,
YTO YKa3zaHHbIln B pannie email TOT e, UTO
MCNOoMb30BaJICA ANs reHepauun gpg-Kioya.

Cbopka
dpkg-buildpackage -rfakeroot

Ecnu He 6b110 fonyLeHo owmnboK Ha npe-
AblAyWwmnx 3Tanax, To B npouecce cOoOpKM
6yaeT NonyyeHo MpurialeHne BBeCTU na-
ponb OT gpg-Kitoya, Nocie BBOAA KOTOPOro
B AUPEKTOPUM Ha YPOBEHD BbILLE MNOABATCA
dannbr:

« memcached_1.4.17-1_amd64.changes

« memcached_1.4.17-1_amd64.deb

« memcached_1.4.17-1.dsc

«memcached_1.4.17-1.debian.tar.xz

ualinux.com

+ memcached_1.4.17.orig.tar.gz

Kak Bugute, cbopka npowvssoguniacb Ha
nnatpopme x86_64. HyxHa gpyrasa nnat-
dopma - He npobnema.

C6opka nop apyrylo nnatpopmy

Ona cbopku, Hanpumep, nog nnatpopmy
i386 Ham noHagobuTca pbuilder - cnctema
aBTOMaTuueckon cbopku, pabotawowas B
chroot.
sudo pbuilder --create
--architecture 1386
sudo pbuilder --update
sudo pbuilder --build ../
memcached_1.4.17-1.dsc

[OTOBbI/ NaKeT MOXHO OyaeT 3abpaTtb U3
auvpekTopun /var/cache/pbuilder/result

Mepec6opka nakeTa
Ecnn B panbHeinwem Heobxogumo byaet
M3MEHUTb COAEPXKMMOEe MakeTa, TO nocne
BHECEHMWA N3MEHEHMI HEOOXOAUMO BbIMNOJ-
HUTb:
dpkg-buildpackage -rfakeroot -b

lushpai.org
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Canonical 3akpbiBaet Ubuntu One

Canonical aHoHcMpoBana 3akpbiTue cep-
Brca Ubuntu One. Kak 3To HW npnckop6HoO,
HO MONyNAPHbIA 06/1auHbIA CEPBUC MOJSHO-
CTblO NPEKPATUT CBOIO paboTy 31 niona 2014
roga. OcHoBHaa e ¢YHKLNOHANbHOCTb
Ubuntu One 6yget 3a6nokmpoBaHa yxe 1
VIOHS.

MNMopobHoe KacaeTcA Kak cepBuca XpaHe-
Hua darnos Ubuntu One, Tak 1 My3biKkanb-
Horo mara3uHa Ubuntu One Music Store.
YXe cenyac B My3blKasibHOM MarasuHe cTano
HEBO3MOXHbIM MprobpeTaTb My3blKy, a Ha
0o6nayHoM XpaHunuule - AOMONHUTENbHOE
MecTo.

Uto KacaeTca Tex, KTo npuobpen po-
nonHutenbHoe mecto Ha Ubuntu One, 1O
Canonical BepHeT UM fieHbr B TeUEHME He-
CKOJNIbKUX Hepenb.

Takum obpaszom, B Ubuntu 14.04 LTS, koTo-
pas BbIJET yXKe uepe3 napy Hefenb, He 6y-
neT Hu knneHTa Ubuntu One, HM cBA3aHHbIX
C HUM BEOG-NPUNIOKEHWI, HW WHAMKATOpa
CUHXPOHM3aLnN.

Mouemy ynpasgHaetca Ubuntu One?

KoHeuHo e, OCHOBHas NpuyMHa 3akso-
YyaeTcA B TOM, UTO CEPBMUC HE MPUHOCUT Jo-
CTaTOYHO MpubLIIK, YTOObI OKYNUTL CeOS.
Canonical, Kak KoMMepuecKkon KomnaHuw,
npuxoantcs obecneumBatb Oecnepeboii-
Hyto paboTy cepBepoOB C flaHHbIMU, HO BbIrO-
[la OT MPOAAXKMN JOMNONHUTEIbHOIO MecTa He
oKynaeT pacxofos. [TosTomy 1 noasnawTcA
TOpMO3a Npy paboTe C CEPBUCOM, a TaKXKe
nepuoanyeckue cbow, Korga HEBO3MOXKHO
3arpy3uTb laHHble Ha CEPBUC/C Hero.

[MaBHbIN  UCNONHUTENbHBLIN  [UPEKTOP
Canonical OxeiiH Cnnbep 3aABuia O ToMm,
YTO CEPBWUC HE BblAePXKNBAET KOHKYPEHTHOW
60pbObI:
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Ha faHHbI MOMEHT KOHKYpUpytoLue cep-
BWCblI MpefocTaBaAloT no 25-50 [6 6ecnnat-
HOFO MpPOCTpPaHCTBa.. Korga mbl yto-nubo
pa3pabaTbiBaem, TO XOTUM ObITb yULINMU B
cBoeM Knacce, 1 gna passutua Ubuntu One
B 3TOM HarpasJfieHU/ HaM NpuaeTca noTpa-
TUTb CJTIMLLIKOM MHOFO CPefiCTB, UTO HEe BXO-
ZWT B HaLUW NAaHbl.

B camom pene, cepsuc Ubuntu One Ha-
XOAMNCA B nocsieiHee BpemMsA B JOBOJIbHO
yXKacatoLlem coctosiHuu. KnneHT 6b11 nepe-
nuncaH Ha Qt paan 6onee NpocTon noaaep-
kn Windows- n MacOS-cuctem, ogHaKko 3To
npueeno K Tomy, uto nog Ubuntu oH cTtan
BbIMNA4ETb NPOCTO oTBpaTMTenbHo. Co Bpe-
MeHeM 6bina ynpasfHeHa KHornka "Coxpa-
HUTb Ha Ubuntu One". Hy 1, KoHeuHo e, 3Tn
nocTofHHble nepebon C [OCTYNOM K JaH-
HbIM, @ TaKXKe HM3Kasa CKOpOCTb...

MoHATHO, uTO 6e3 cepbe3HbIX AEHEXHbIX
BJIOXKEHUI 4YTO-MMBO KapAuHANbHO K3Me-
HUTb TYT HE MONYYNTCA.

YTto KacaeTca NCXOLHOro Kopa, TO OH Oy-
[eT nepefaH coobLecTBy paau Toro, 4tobbl
BCe Kenatowme Morny co3aatb nnathopmy
CUHXPOHM3auun $GainoB C OTKPbITbIM MPO-
rpaMMHbIM Kogom. 3akpbiTve Ubuntu One
He KOCHEeTCA NPOoYnX CEPBUCOB, 3aBA3aHHbIX
Ha Ubuntu Single Sign On.

Mo cnosam Cunbep, B KOHBEPreHTHOM
6yaywem Ubuntu oHu fenatoT cTaBKy Ha ak
TUBHOE UCMOMb30BaHNe CEPBUCOB TPETbMX
CTOPOH, 1 NpeasioxKeHne CBOEro KOHKYpu-
pytoLLero cepuca 6bi10 6bl HeuecTHbIM. Y10
6bl 3TO 3HaUMNO? YK He MHTerpauuo nn ¢
Dropbox unu Google Drive?

ubuntu-news.ru

28

Bonbwe yem USER v14.04(8)




Yana LINUX

workstation

Open Build Service 2.5 - HoBas
BepCcusi aBTOMaTU3NPOBaHHOMN
CUcTeMbl C60pKM NakeToB

HepaBHo Bbilwia HOBas Bepcusa nonynsap-
HOW aBTOMATU3MPOBAHHOM cbopku Linux-
nakeToB - Open Build Service (OBS) 2.5.

Cuctema Open Build Service npegHasHa-
yeHa ans COOPKM 1 pacnpocTpaHeHus 6u-
HapHbIX NakeToB anA Linux-gnctpnbytrnesos
(nopnnepxunatotcsi openSUSE 1 SLES, Fedora
1 RHEL, Debian n Ubuntu, Arch Linux).

Cuctema OBS co3gaeT n30nMpoBaHHOE
OKpYXeHre [Ans COOpPKU MaKeToB, nepe-
cobripaeT 3aBUCKMbIE MAKETbl, YyNpoulaeT
paboTy C pasHbIMU JUCTPMOYTMBAMU U ap-
XUTEKTYpamu - B 06LLeM, MOMOraeT coopLi-
Kam B pelleHnun nx TUMOBbIX 3afay, npepo-
CTaBJIAsl aBTOMATU3UPOBAHHYIO 1 MPOCTYIO B
MCMOJb30BaHNN «CHOPOUHYIO hepmy».

B penuze Open Build Service (OBS) 2.5:

APl pgna co3fgaHuA ayTeHTUdMKALMOH-
HbIX KJOYer, NCMOosib3yeMbiX Af1sl MOAKIII0-
YeHWA BHELIHMX MCTOUYHMKOB Koga (source

ualinux.com

services), - Hanpumep, MOXHO €03faTb TO-
KeH ana GitHub, uto6bl aBTOMaTMUYECKN UHU-
LuMMpoBaTb CHOp NakeTa N3 UCXOQHNKOB Npu
BbINOJIHEHMM git push B peno3utopuin 3Toro
cepBuca;

noJib3oBaTeNbCKuin Beb-nHTepdenc (Web
Ul) n nHtepdeiic APl o6begnHunn B 0gHO
npunoxeHue Ha Ruby on Rails;

HoBbIl APl ana KoHdWrypaumu;

HOBasl MHTErprvpOBaHHAA CUCTEMA YBe-
LOMJIEHUI 1 KOMMEHTAPVEB;

aBTOMAaTUYeCcKkoe OobHapy»KeHue 1 ypane-
HVe YCTapeBLUNX BETOK MAKETOB;

cucTeMa MoMCKa MAKeToB (MO Ha3BaHUIO,
OMUCaHNIO 1 [OMONHUTENbHBIMY MOJIAM) Ha
6a3e Sphinx.

Omuntpnn Wypynos
no matepuanam Open Build Service.
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TepMmuHan Linux.
2 CcTaTbs - KOMaHAA Noucka auioB n
ANPEKTOPUMA B TEPMUHAE

Lukn cmamel o mepmuHane:

1.Tepmunan Linux 1 (bonbwe yem USER N° 7) - kKomaHObl Haguzayuu 8 mepmuHarie.
2.TepmuHan Linux 2 (bonewe yem USER N@ 8) - komaHOa noucka ¢atinos u dupekmoputli 8

mepmuHarne

3.TepmuHan Linux 3 (bonbwe yem USER N2 9) - KomaHObI noucka ¢hatisios (npodosmkeHue)
4.Tepmunan Linux 4 (bonswe yem USER N° 10) - co30aHue, yoaneHue, hopmamuposaHue,

MOHMUpPOBAHUe pa30es108 XecmKo20 OUCKa

5.TepmuHan Linux 5 (bonvwe yem USER N2 11) - co30aHue aliases (nces0oHumos) 8 Ubuntu

Mpw paboTe c Linux, 1OBOJIbHO YacTO BO3-
HUKaeT HeobXoAUMOCTb moncka ¢ainnos ¢
onpefeneHHbIMN XapakTepucTnkamm.

ITUMM XapaKTEPUCTUKAMU MOTyT OblTb
pa3smep vy TMn ¢anna, Bpems N3MeHeHUs
1 MHOTOe gpyroe.

Ilns novcka ¢aiinoB B TEpMIMHase UCnosib-
3yeTcst KomaHga "find"

®opmat KomaHgb! find:

find nyTb -onumm

nyTb — 3TO KaTaJiol, B KOTOPOM npoun3sse-
CTVN NOUCK.

B O6b|'~IHOM C/lydae Mbl NPOCTO YKa3blBaemM
NyTb K HYXKHOMY KaTanory, Hanpumep:

/usr/share

Ho B KauyecTtBe nyT" MOXHO YKa3biBaTb
cnegytowme 3HaYeHnA:

— NOUCK B TEKYLLEM KaTanore;
/ —nowuckK oT KOPHEBOro KaTasora;
~ —TMOWNCK B AiOMaLLIHEM KaTaJiore.

ualinux.com

Onuvn
OcHOBHble onuun komaHapl find:
-name - MOounCK palnos no NMeHu, nc-
nonb3ys NPUBEAEHHbIN LWAGNOH;

-user - MOWCK QalnoB, NpuHaasiexa-
LMUX yKa3aHHOMY MOJIb30BaTeNIo;

-type - MOWCK ¢pannos onpeneneHHo-
ro Tina.

BoT Hanbonee ncnonb3yemble TUMbI:

d - KaTanor;

f - 06bIUHbIN dann;

| - cumBONMUYECKan CCbiNKa;

-size-n+nn - nouck ¢annos c pasme-
pOM n eauHNLL;

-mtime -n +n - Nonck ¢annos, cosaaH-
HbIX U MOAMOULNPYEMBIX MeHee yeMm (-)
unu 6onee yem (+) gHen Hasap,.

Mpumepbl  UCMONb30BaHUS
"find".

KOMaHpbl
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Cambl NPOCTOM MOUCK, yKa3blBaeM NyTb 1
umsa danna. Hanpumep, Hargem daiin ¢ ume-
Hem file1
find /home/ -name filel

Ho ecnu 6bl Mbl HaNMcanu He NOMHOCTbIO
ums, Hanpumep "file", To dain "file1" He Gbin
HaigeH. [1na 3Toro Hy»HO NrcaTb UMA B KO-
BblYKax 1 B KOHLe A06aBUTb ¥, BOT Takum 06-
pasom:
find /home/ -name "file*"

Ho Hawnmcb n ¢annbl n gupektTopun, rae
BCTpeyaeTcs Ha3BaHue file, yToGbl pasrpa-
HUYUTb 3TO 1 UCMONb3YyeTcA onuua -type n
napameTp f, uTobbl MCKaTb TONbKO ¢altsibl
(ana Tonbko anpektopuii d):
find /home/ -name "file*" -type f

ualinux.com

Ho Tenepb Hawnucob dannbl B Gur 3Haet
Kakol rnybuHbl gupektopuax. A 4To ecnu
HaM Haflo HalTK B TeKyLLEeM KaTanore uiu B
nankax BnoxeHHocTtn 1 nnn 2?

[na storo ncnonbsyetca onuma maxdepth
(rny6uHa nowvcka), To eCTb, €CIN Mbl XOTUM
HalTu dann B ANpeKTopuM Noncka, 6es pe-
KYPCUBHOIO NPOCMOTpPax BCEX ANPEKTOPUI:
find ~ -maxdepth 1 -name "file*"
-type f

Kak  BuMguMMm, 4YTO  Hawnucb  dan-
Nbl  TONMbKO B AMPEKTOpUM  NOUCKaA.
Ecnu xoTm BKNOUUTbL NEPBbI YPOBEHb Na-
MOK BHYTPW KaTanora nowncka, Torga Hy»Ho
yka3aTb maxdepth 2:
find ~ -maxdepth 2 -name "file*"
-type f

Kak BUHO Ha CKpMHLUIOTe, Tenepb HangeH

dain n B nanke "3arpy3sku". [lpocTo BbiCTaB-
nAem napameTp onumu -maxdepth ana ycra-
HOBKW rNy6UHbI NoMcKa.

BaxHo! Hy»HO yKa3biBaTb ero nepep on-
ymen -name.

Tenepb pa3bepem oOueHb BaXkHyl OnN-
unio noucka ¢anna ¢ pasmepom "-size".
Ba)kHO, ecnii Mbl XOTUM HalnTu dalnbl pas-
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MepoM B KunobalTax, HyXHO nucaTb B
koHue k, pns merabant M, gna rurabant G,
ana 6ant b. BaxHo cobniogatb peructp.
Pazbepem npumep:

Halpem ¢aiinbl B fOMalLHeNn AUpeKTopumn
MeHee 10 KunobawnT c umeHem file*:
find ~ -name "file*" -type f -size
-10k

Hawnuco Bce dannbl B gOMaLLHEN AMpeK-

TOPUU 1 ee Nankax, pasmep KOTOPbIX MeHee
10 Knnobawnr.

Tenepb pgaBawite Hangem ¢ainbl B gomall-
Hel JMpeKkTopun, KoTopble BecAT 6osblue
100 merabanr:
find ~ -type f -size +100M

Hawenca oanH ¢ain, KoTopbii BecUT 60-

nee 100 merabanr.

Tak>ke MOXHO ncKaTb dalinbl onpeaenex-
HOro pasmMepa, Hamnpumep KoTopble BecAT
1Gvnn TM:
find ~ -type f -size 1G

W Tenepb nepexogum K noucky ¢ainnos,
KoTopble 6blIn co3aaHbl unn MognouLmpo-
BaHbl N AHEeN Ha3an.

Hanpumep, ana noucka ¢ainos, KoTopble
ObIN U3MEHEHbI UMK CO31aHbl MeHee 2 fIHel
Hazan:

ualinux.com

find ~ -type f -mtime -2
Bblfo HaleHo ouyeHb MHOTO ¢alinos. YTo-

6bl HalMTM ToNbKO ¢alnbl onpeaeneHHoOro
Nnonb3oBaTens, HYXXHO WCMONb30BaTb Of-
yuto -user (edward - 5T0 MOe MA NONb30Ba-
TensA, BaM HY>KHO YKa3blBaTb CBO&):

find ~ -user edward -type f -mtime
-2

B pomaluHeln nanke Bce ¢ainbl NpuHag-
nexaT BalleMy TeKyllemy nonb3oBaTento,
NO3TOMY NOBTOPUTCA CMNCOK.

Ho, uyto ecnnm Bbl xotute wucknio-
UnTb M3 MOMCKA CKpbITble AUpeKkTopuu,
He MeHAA npu 3Tom rnybuHy noucka?
[JaHHaa  KOMaHAa MOXeT  MnoKa3aTb-
CA  CJIOKHOW  Ha  NepBbln  B3rNAg.
find ~ \(! -regex "*/\.*"\) -type f -mtime-2
Bot 3Ta BOT KOHCTpyKumA (! -regex “*/\.*'
\) KaK pa3 1 ybepeT 13 noncka Bce CKpbITble
danbl n gUPEKTOPUN:

Hy n ansa noucka dannos, Kotopble 6biIM
N3MeHeHbl Unn co3gaHbl bonee 100 gHel Ha-

3af, K npumepy:
find ~ -type f -mtime +100
3TO He BCe BO3MOMKHOCTM 3TON KOMaHAbl.
Al Nnepeyncnnn OCHOBHble A4St NoucKa daii-
NOB VI ANPEKTOPWIA.
linuxrussia.com
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Pa3pabotunkm elementary OS nnaHupy-
10T nepeHectu Pantheon B Debian Linux

OpuH m3 paspabortumkoB elementary
OS Ceprenn [Hasupos (Sergey “Shnatsel”
Davidoff) pacckasan o nnaHax no nHTerpa-
UMM KOJoBOW 6a3bl paboyero OKpyKeHus
Pantheon (a MmeHHO, wenna, Habopa WH-
CcTpyMeHTOB anA pabotbl GUI, ctaHgapTHbIX
npunoxenun n GTK-tembl) B Debian Linux.
Llenb npoekTa - co3aaTb yCTaHOBOYHbIE Ma-
KeTbl MOSIHOLEHHOWN pabouen cpepbl OnA
odurumanbHoro penosutopus Debian.

3TO NMOMOXEeT HaM CrpPaBUTbCA C HEKo-
TOpPbIMY MPOGSIEMaMy, BO3HUKLUUMW U3-3a
SKCK/IO3UBHOWM MOAAEPKKM NULWb ANCTPU-
6yTrBoB Ubuntu, xota Pantheon ¢ ycnexom
NnopTMpOBaH Ha Gentoo 1 YacTN4YHO Ha Arch.

Pa3paboTurK Takxke OTMeYaeT, UTo mop-

ualinux.com

TMPOBaTb YAACTCA He BCe: Hanpumep,
Wingpanel gna pabotbl TpebyeT Hanuums
3aBVICUMOCTEN, CYLEeCTBYOLWMX NWLWb AJiA
Ubuntu.

Ckopee Bcero, Mbl HauyHem pPaboTy no
MOPTUPOBaHMIO BCKOPe MOC/e BbIXOAa
HoBOro penusa Ha ocHoBe Ubuntu 14.04
(elementary OS «lsis»), HO NoKa He 3HaeM, Ha
YTO 3aMEeHVM MPOBNIEMHbIE MAKETHI.

MpoekT 3asBneH Ha yuactne B Google
Summer of Code 2014, a ero y4yacTHUKU 3a-
BJIAIIOT, UTO MIAaHUPYIOT B OyAyLleM MOJIHO-
cTbio nepeHectn elementaryOS ¢ Ubuntu
LTS Ha Debian.

linux.org.ru
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«[eopnap>» - HoBasi pabouas cpena
ansa Linux

«[eopap» - Knaccnyeckas fByxmnaHesibHasA
paboyasa cpepa ana Linux, aBTop KoTopoi
saoxHoBnAncs Norton Commander, Volkov
Commander, Dos Navigator, Far Manager.

PacnpoctpaHAaeTcA no  aHTUAWLEH3UK
Unlicense.org. be3so3me3gHo, To ecTb Aa-
pom. OcHoBaH Ha Node.,js, HanucaH Ha
JavaScript ¢ po6asneHnem C++. CoctomT 13
LBYX NaHenewn, CTPOKN BBOAA U KOHCOMN, CO-
BMecTUMoN ¢ color-xterm. Bce 310 yno6HO
ob6benHeHo ApYr € ApyroM. ECTb TeKCTOBbIN
penakTop U NPOCMOTPLUMK.

Pefaktop «3aToueH» Mog NpaBKy MCXog-
HbIX KopoB. MHTepdelic nonb3oBaTena non-
HOCTbIO PYCCKOA3bIYHDIN.

Pabouasa cpepa nerko HacTpauaemas U
pacwmpsemMas (3a cyeT Toro, Yto H6onbluas
YyacTb Kofa HamucaHa Ha JavaScript). Bos-
MOXHO MOAKMIOYEHNE PaCILUMPEHUn npm
(cywecTByeT 60siee 50,000 paclunpeHnin).

Heopap onupaetca Ha 6GubAnoTeky
Intervision, HanomwuHatowyto TurboVision.
MoppepmBaeTca Nonb3oBaTeNbCKUIN BBOA-

ualinux.com

BbIBOA, KaK 3HaKOBOrO OTOGpaMeHus, Tak u
ToueyHoro. He Bo3HuKaeT npobnem ¢ tOHU-
KOZIOM.

McxomHbI Kog v MHCTPYKUMA no c6op-
Ke pa3meLleHbl Ha GitHub.

CKpUHLIOTDbI
bbicTpbIn nounck;

BupTyanbHbin kKopeHb. MaHenn Oeogapa
MMEIT CMOCOOHOCTb CYMTATb HEKOTOpble
KaTasiorm Auckamm U He oTobpakaTb ABe
TOUKM A nepexofa B POANTENbCKUN KaTa-
NOT, YTO MOMOraeT COCPEOTOUMTLCA Ha pa-
60Te B AaHHOM KaTasnore:

Bonble yem USER v14.04(8) 3
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MpocToe pykoBoacTBO. Bbl y3HaeTe 60sb-
Le ropsAYMX KnaBuLl, 3arfisHyB B norton.js n
edit.js;

MNMpaBka ncxogHoOro Koga Ha JavaScript;

bash, 3anyweHHbI B [leogape. MoxHo Ha-
*atnem Control-O nepekntouyaTbca Mexay
bash n naHensmu, a B naHensx npaBuTb Ka-
KoW-HM6Yab dann;

ualinux.com

sudo apt-get install npm curl git
clang g++

sudo apt-get install Tlibxll-dev
Tibxcursor-dev mesa-common-dev
Tibfreetype6-dev 1ibgll-mesa-dev
sudo npm install -g n

sudo n 0.10.26

node --version

0.10.26

sudo npm install -g node-gyp

git clone https://github.com/
exebook/deodar

cd deodar

git clone https://github.com/
exebook/glxwin

git clone https://github.com/
exebook/x11clip

git clone https://github.com/
exebook/dnaof

git clone https://github.com/
exebook/intervision

cd x11lclip

node-gyp configure build

cd ..

cd glxwin

node-gyp configure build

cd ..

git clone https://github.com/
c3ks/terminal.js

npm install pty.js

ecnm "'npm install pty.js' Bbpaér
CTpaHHYW OWMbKY, TO MOXHO YyCTaHO-
BUTb pty.js c github:

git clone https://github.com/
chjj/pty.js

cd pty.js

npm install nan extend

node-gyp configure build

linux.org.ru

36

Bonbwe yem USER v14.04(8)




user
And

LINUX

programming

Facebook npeacraBmuna co6CTBeHHbIN
A3bIK nporpamMmmupoBaHma Hack

CounanbHas ceTb Facebook npepacrasuna
HOBbIN OTKPbITbIN A3bIK MPOrpamMmMmnpoBa-
HuA nop HasBaHuem Hack. OH cxox ¢ PHP u
npepsiaraeT NpUCyLLyio emy ObICTPOTY Npo-
rPaMMMPOBaHMA, HO OQHOBPEMEHHO OTNU-
YyaeTcA OT Hero CTaTU4yeckowm Tunusaumen,
ncnonb3yemon B C++, Java n gpyrmx cospe-
MEHHbIX A3blKaXx.

IvHamuueckasa Tunu3auua, npucyLas
a3bIKy PHP (a Takxe, kK npumepy, JavaScript),
COKpaLLaeT Kog 1 NO3BONAET TPaTUTb MEHb-
Lle BPEMEHUN Ha €ro HamnmcaHue, oHaKo He
NMo3BOJIAIET UCKJIIOYATb OLWMOKM Ha CTagum
KOMMUNALUN.

B cBolo ouepenb, CTaTMyeckas TUMNuza-
UMA No3BoOJIAET UCKOYATb OWNOKN B Koae
Ha CTaguu KOMMWAALUK, NO3TOMY OHa Moj-
XOAUT ANA CJIOXKHbIX, OOMbLUMX NPOrpamm,
B HaMMCaHUM KOTOPbIX MPVHMMAET yyactue
MHOeCTBO pa3paboTunKkos

Ina komnaHuin Bpope Facebook, B ko-
TOpbIX PaboTalT ThICAYM MPOrPAMMMCTOB,
KOTOopble OOHOBNAIT Kof ABaXKAbl B A€Hb,
OLWNOKYK B KOofe ABNATCA Npobiemon 3Ha-
ynTeNbHOro Macwraba. VimeHHO no3Tomy
6bin poxkaeH Hack, couetalowmii cunbHble
CTOPOHbI A3bIKOB MPOrpPaMMUPOBAHNUS TOTO
W Opyroro T!na, NoACHWN B KOMMaHUW.

[na 3anycka npunoXeHuin, HanmcaHHbIX
Ha Hack, Heobxogumo ycTaHOBWTb BUPTY-
anbHyto mawuHy HHVM (HipHop Virtual
Machine). OHa noanepnBaeT OAHOBpPE-
meHHo u Hack, n PHP. NMostomy pa3pabot-
yMKaM He MPUAETCA Pa3oM nepepesbiBaTbh

ualinux.com

Becb kKo u3 PHP B Hack, oHu moryT genatb
3TO MOCTENeHHO, NO HeobxogumocTu. Bup-
TyafbHaA MallMHa NOAAEPXKMBaAeT CMeLlaH-
HbII KOA, MO3TOMY pa3paboTumkym MOryT
NPOAOMKNTb NrcaTb Ha PHP, Ho ye ncnonb-
30BaTb GPYHKLMU HOBOIO A3blKa NPOrpammu-
poBaHuA.

Hack noxox Ha PHP, Ho otnnyaetca cra-
TUYECKON TUNr3aumen (BBepxy: pparmeHT
Kofa PHP, BHU3y: TOT xe Kof Ha s3bike Hack)

Ona 3arpy3km Hack n HHVM Tpebyetca
Ubuntu 12.04 LTS, Ubuntu 13.10 unu Debian
7.Tlonb3oBaTeny TakXKe Npu XelaHnn MoryT
ckavatb kop Hack n ckomnunuposatb ero
CaMOCTOATENbHO.

Facebook - He eaguHcTBeHHas WT-
KOMMaHMs, KOTopas Co3hana COOCTBEHHbIN
A3bIK NporpamMmMmupoBaHudA. B wuione npo-
Wwnoro roga cobcTBeHHbIN BapuaHT PHP -
KittenPHP - npegcraBuna kpynHenwas poc-
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cuinckana couceTb "BKoHTakTte". MNepexog Ha
HOBBI AA3bIK, Ha Pa3pPaboTKy KOTOPOTO YL
6ornee rofa, 1 KOTOPLIN BABOE YBeNIMUYNBaET
NpPOV3BOAUTENBHOCTb, COLICETb 3aBepLuua
B mae 2013 roga. B mapte 2014 roga Kom-
naHWA NpegocTaBuUfia OTKPLITBbIA JOCTYN K
A3bIKY.

Cob6cTBeHHbIe pa3paboTkm B obnactu
CpefcT8 NPOrpaMMMpoBaHMA MMeeT 1 Mo-
MCKOBbIN rnraHT Google. B Hos6pe Google

BbIMYCTWa BbICOKOMPOU3BOANTENbHYIO 3a-
MeHy A3bIKy JavaScript nog HasBaHuem Dart,
pa3paboTka koToporo Benacb bonee 2 ner.
Ewe oanH cobCTBEHHDBIN A3bIK NPOrpammu-
poBaHuA Go Kopropauusa npegnaraet pas-
paboTurKkam NPUNOXKEHWIN ANA HACTONbHbIX
onepaunoHHbIX cucTem, Bkovaa Windows
nOS X.

it.tut.by

LAMP

LAMP - akpoHum, o603Havalowumii Habop
(koMnneKkc) cepBepHOro MNPOrpamMmMHOro
obecneyeHns, WMPOKO WUCMOMb3yeMbIi BO
BcemnpHon naytnHe. LAMP Ha3BaH no nep-
BbiIM OyKBaM BXOASLMX B €ro COCTaB KOM-
NOHEeHTOoB: Linux — onepaunoHHas cuctema
Linux; Apache — Be6-cepaep; MySQL — CYB[;
PHP - a3bIk nporpammunpoBaHua, UCNosb3y-
eMblll AnA co3faHna Beb-npunoxeHun (no-
mumo PHP moryT nogpasymeBaTbca gpyrune
A3bIKY, Takme Kak Perl n Python).

MNMonpobyem yCTaHOBWTb M HACTPOUTb
CBOW fnoOKanbHbI Beb-cepep. OH MOXeT
npurogutca ana Beb-pa3paboTku, TecTnpo-
BaHUsA BEO-NPUSIOXKEHWI 1 POYEro.

[ns Hauana ycTaHOBKM OOGHOBMM CMUCOK
peno3utopres
sudo aptitude update

(PekomeHgyem wncnonb3oBaTb WMMEHHO
aptitude, xoTs BO MHOIVIX UHCTPYKLUAX Bbl

ualinux.com

MOXeTe BCTPETUTb YCTaHOBKY 4yepe3 apt-
get, MOTOMY UTO OH NPU YCTAHOBKE peluaeT
MHOT e 3aBUCMMOCTM MAKETOB, a TaKXe Me-
eT 6onee rmoKnit NOUCK 1 NTOTUYHbBIN CUHTaK-
cuce).

YctaHoBka Apache
sudo aptitude install apache2
apache2-doc apache2-mpm-prefork
apache2-utils apache2-suexec

Beoanm B appecHon cTpoke 6Gpaysepa
http://localhost/

W ecnn Bugum coobuieHue It works!, 3Ha-
UMT YCTAHOBKA yfanach 1 cepBep 3anyLleH.

YctaHoBka PHP

Konunpyem n yctaHaBnvmBaem OfHVM [BU-
YKEHMEM BCe HEOOXOAVMbIE MAKETbI
sudo aptitude install php5 php-
doc php-pear Tibapache2-mod-php5

38

Bonbwe yem USER v14.04(8)




Yana LINUX

programming

Tibapache2-mod-ruby Tibapache2-
mod-auth-mysql php5-mysql
Tibapache2-mod-python php5-dev
php5-cgi php5-mcrypt php5-gd
php5-c1i php5-common php5-curl
php5-idn php5-imagick php5-imap
php5-memcache php5-ming php5-ps
php5-pspell php5-recode php5-snmp
php5-sqlite php5-tidy php5-xmlrpc
php5-xs1 Tlibapache2-mod-evasive

YcTaHOBKa AOMOMHUTESNbHBIX

naketoB gns gd
sudo aptitude install Tibpngl2-
dev 1ibjpeg62-dev Tibxpm-dev
Tibfreetype6-dev

MopknioueHne moaynen
sudo a2enmod php5 mod-evasive ssl
rewrite suexec include

Pepnaktupyem KOHPUI XOCTOB:
sudo nano /etc/apache2/sites-
available/default
N3meHAeM napameTp:
None Ha AllowOverride All

AllowOverride

MpoBepum dyHKUMOHaNbHOCTL php
Co3pagum KaTanor, WU TecToBbI dainn
index.php
sudo mkdir /var/www/php
sudo nano /var/www/php/index.php
Co cnepyoLmm cofepKUMbIM:
<?php
phpinfo();
?>
CoxpaHsiem daiin, n nposepsaem B bpay3e-
pe:
http://localhost/php/

ualinux.com

JonxHa BblIBECTUCb CNyebHasA nHdopma-
umsa no PHP

HactoatenbHoO pekomeHayem nubo yaa-
nuTb 3TOT dann ¢ cepeepa, NMMHO 3aWNTUTL
€ro naponem.

YctaHoBka MySQL cepsepa
sudo aptitude install mysql-
server

B npouecce yctaHoBKK, OyaeT 3anpolueH
BBOA nNapona ans root MySql cepsepa.

YctaHoBka phpMyAdmin
Bo Bpems ycTaHOBKM Bblibepem apache?2
sudo aptitude install phpmyadmin

B npouecce yctaHOBKM, O6ydeT 3a-
npoweH BBog naponsa root  MySQL
CnegylowyMm  WwaromM, 3agaemM  naposib

ana phpMyAdmin

CospaHve BUpPTYanbHOro Xxocta Ans
Hallero canTta

Co3paanm CTPYKTYpY KaTasioros nog Ha
6yaywmn cant
sudo mkdir /var/www/sitename.ru
sudo mkdir /var/www/sitename.ru/
www
sudo
Tog
sudo
sess
sudo
tmp

Co3paHne KoHoUrypaumoHHoro danna
BMPTYanbHOro XOCTa Hallero canTa
sudo nano /etc/apache2/sites-
available/sitename.ru

Co cnegyowWmm COaepKUMbIM:
<VvirtualHost *:80>

ru/

mkdir /var/www/sitename.
ru/

mkdir /var/www/sitename.

ru/

mkdir /var/www/sitename.
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ServerName sitename.ru
ServerAlias www.sitename.ru
DocumentRoot /var/www/sitename.
ru/www

ServerAdmin

ErrorLog /var/www/sitename.ru/
Tog/apache_error.log

CustomLog /var/www/sitename.ru/
Tog/apache_access.Tog combined
<Directory /var/www/sitename.ru/
www>

Options FolTlowSymLinks

Options +Indexes

AlTowoverride A1l

order allow,deny

Allow from all

</Directory>

php_admin_value upload_tmp_dir /
var/www/sitename.ru/tmp
php_admin_value error_log /var/
www/sitename.ru/Tog/php.log
php_admin_value session.save_path
/var/www/sitename.ru/sess
</VirtualHost>

AKTVBMpPYeM CaliT Ha cepBepe
sudo a2ensite sitename.ru

BHecem uMms caliTa B CMUCOK XOCTOB cep-
Bepa
sudo nano /etc/hosts

Hanpgem cTpouky
127.0.0.1 Tocalhost

M ponuwem B Hee yepes npoben
sitename.ru www.sitename.ru

Y1061 Apache He pyranca, BHecem CTpou-
Ky B OOuH 13 KOHOUIypaunoHHbIX dainos
Apache (HaunHas ¢ Bepcun 11.04 He Tpeby-
eTcs)
sudo nano /etc/apache2/httpd.conf

Jobasum cnegytollee cogepumoe:
ServerName Tocalhost

3aKpblBaEM 1 COXPaHAEM.
Mepesanyckaem Apache
sudo service apache2 restart

Tenepb no BbiGpaHHOMY Bamu agpecy
Bbl MMeeTe MOSIHOLEHHbIN IoKasbHbIl Be6-

cepsep.

ubuntomania.ru

Dropbox aHOHCMPOBaJ1 BbiNYCK OTKPbITOU
peanu3auum Python

Dropbox, noctaBwuK 06MayYHbIX CUCTEM
XpaHeHVA AaHHbIX, aHOHcMpoBan Pyston -
JIT-komnunsTop Ana Python coGcTBeHHON
pPa3paboTKM C OTKPbITbIM UCXOAHbBIM KOAOM.
Bonblwon ynop B pa3paboTke Pyston gena-
€TCA Ha YBeNMYeHne NPou3BOAMTENbHOCTML.

ualinux.com

Dropbox npusHatot PyPy, Jython n gpyrue
npoekTbl Ha 6a3e Python, HO oHU HapeloT-
CA Ha ynyylleHne NPou3BOAUTENbHOCTU MO
CPaBHEHNIO C HMMU, a TaKKe COXpaHeHue
COBMECTMMOCTM C BbILIECTOAWUMI peanu-
3ayuamu Python.

feolug.vpz.org.ua
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3awuTa AaHHbIX Ha TenedoHax
M NaaHwWeTax Ha 6a3e Android

Ha cerogHAwWHNIA AeHb NpaKTUYeckn Bce
CMapTOOHbI  CTaNN HOCUTENIAMA  BaXKHbIX
nepCcoHanbHbIX MO0 KOPMOPaTUBHbIX AaH-
HbIX. TakKe nocpeacTBomM TesiedpoHa MOXKHO
Nerko NoslyuYnTb AOCTYMN K YUYETHBIM 3anuncam
TakuM Kak Gmail, DropBox, FaceBook 1 gaxe
KoprnopaTuBHbIM cepBucam. Mo3Tomy B To
WAN UHOW CTeneHU CTOUT NobecrnoKonuTbCA
0 KOHOMAEHUMNANTBHOCTY 3TUX AaHHbIX U UC-
Nnonb30BaTb CNeunanbHble CPeacTsa s 3a-
WKTbl TenepoHa OT HEeCAHKLNOHNPOBAHHO-
ro fOCTyna B CJyyae ero Kpaxu unm ytepu.

Yro 1 oT Koro 3awmiaem?

CmapTdOH WM MNAaHWEeT 4acTo BbIMon-
HAT  GYHKUMU MOOBMSIbHOrO CeKpeTaps,
0CBO6OXKAAA rofioBy Bflafesnbla OT XpaHe-
HYA 6ONBLIOTO KOMMYECTBa BaXKHOM UHPOP-
maumn. B TenepoHHON KHUre ectb Homepa
ApYy3el, COTPYAHMKOB, Y1eHOB cembu. B
3aMUCHON KHWXKKE 4acTo MUWYT Homepa
KPeaMTHbIX KapTouekK, Kogbl JOCTYNA K HUM,
Maponu K COLICETAM, S/IEKTPOHHON nouTe ©
NAaTeXHbIM CUCTEMAM.

CnncoK nocnefHnX 3BOHKOB TakKe OUeHb
BaKeH.

YTepa TenedpoHa MoxeT 06epHYTbCA Ha-
cTosAwen 6egon. MHorga nx KpagyT crneuu-
aNibHO, YTOObI MPOHUKHYTb B JINUHYIO KN3Hb
VNN PasgennTb NPUbbIIb C XO3AWHOM.

MHoraa vix BOBCe He KpadyT, a Nosib3yoT-
CA UMW HefJosIro, He3amMeTHO, HO HEeCKOsb-
KUX MUHYT 6biBaeT BMOJIHE AOCTATOYHO AN1A

ualinux.com

OMbITHOTO  MOMb30BATENSA-3/T0YMbILLIEHHN-
Ka, YToObl Y3HaTb BCe NMOAPOOHOCTN.

MoTepa KoHUAeHUMaNbHON WUHPopPMa-
UMM MoXeT 06epHYTbCA GUHAHCOBLIM Kpa-
XOM, KpYLUEHVEM JINYHOW >KNU3HU, pacnafom
cembu.

WTtak? yto Hapo 3awmwath B TenedoHe :

1. YueTHble 3anucu. Ciofa BXoAuWT, Hanpu-
Mep, JOCTYN K BalleMy MOYTOBOMY ALIMKY
gmail. Eciivi Bbl HACTPOUNU CUHXPOHK3aLNIO
¢ facebook, dropbox, twitter. JlornHbl 1 na-
PO ANIA STUX CUCTEM XPAHATCA B OTKPLITOM
Buae B nanke npoduna tenedoHa /data/
system/accounts.db.

2. Nctopuna SMS-nepenunckn n tenedoH-
Hasa KHWXKa mHorga cofepat KoHduaeH-
uManbHble JaHHble.

3. Web-6pay3ep. Becb npodainn 6pay3se-
pa JOMmXeH ObITb 3awmuyeH. M3BecTHO, uTO
Web-6pay3ep (BCTpOEHHbI NM6O CTOPOH-
HWI) 3aNOMUHAET AfiA BaC BCe Naponu U no-
MMHbI. 3TO BCE XPaHUTbCA B OTKPbITOM BUZe
B Manke npo¢uns nporpammbl B NaMsATy Te-
negoHa. Mano Toro, 06bl4HO camm caiiTbl (C
nomouybto cookies) MOMHAT Bac 1 0CTaBAAIOT
JOCTYN K aKKyaHTY OTKPbITbIM, fia>Ke e/ Bbl
He yKa3blBanu 3anoMuHaTb NapoJib.

Ecnn Bbl Mcnonb3yeTe CUHXPOHM3ALNMIO
mobunbHoro 6paysepa (Chrome, FireFox,
Maxthon v ap.) c HacTonbHoON Bepcuein 6pa-
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y3epa Ana nepefaun 3aknagok 1 naponem
MeXJy YCTPONCTBaMu, TOrAa MOXHO CUMTaTb
yTo C Bawero TeniedoHa MOXHO MOYYUTb
[OCTYM KO BCEM NaposiAM OT ApPYruX CalToB.

4., Kapta MamAtn. Ecnn Bbl XpaHuTe Ha
KapTe namaTu KoHbuaeHumanbHble dannbl
nunbo 3arpy>kaeTe JOKYMeHTbI 3 IHTepHeTa.
O6bIYHO Ha KapTe NamATW XpaHATca ¢oTo-
CHUMKWM U CHATblE BUAEO.

OT yero cnepyert 3awmwatb TenepoH

1. OT cnyyarHOro 4esioBeka, KOTOPbIN
HangeT notepAHHbIN Bamu TenedpoH nnbo ot
“cnyvanHoi” kpaxu TenedoHa.

ManoBepoATHO, 4YTO AaHHble B Tene-
doHe 6yoyT MMeTb LIEHHOCTb Af1IA HOBOrO
Bnagenbua B 3Tom cnydae. [MosTomy paxe
npocTtasa 3awuta obecneunt COXPaHHOCTb
JaHHbix. CKopee Bcero, TenedoH byaeT npo-
CTO-HanpocTo nepedpopmaTpoBaH Ans no-
BTOPHOIO UCMOJIb30BaHNA.

2. Ot nobonbITHbIX a3 (Kak npasuno -
3TO COCNy>KMBL bl N160 BalLK AeTn/6nnsKkune),
KOTOpble MOTyT MoAy4nTb AOCTYN K Tenedo-
Hy 6e3 Ballero BefjoMa, BOCMoJib30BaBLUNCb
BalIMM OTcyTcTBMEM. [laxke NpocTas 3alumTa
ob6ecneyunT COXPaHHOCTb JaHHbIX.

3. OT ueneHanpaBfieHHON Kpaku1 Ballero
TenedoHa.

Hanpumep, KTo-TO oueHb CWUAbHO XOTen
y3HaTb, UTO Y Bac B TenedoHe 1 NpUNoXKun
ycunusa, Ytobbl 3anonyunThb ero.

B s3TOM cnyyae nomoraeT TONbKO NoJsiHOe
wndpoBaHue TenedpoHa 1 SD-KapTbl.

Cnoco6bbl 3aLWmTbl NepCcoHanbHbIX JaHHbIX
Ha ycTporcTeax Android

CyLecTBYyIOT BCTPOEHHbIE NPOrpamMmbl 3a-
LTI, @ TaKXe CpeACcTBa, NpefoCcTaBfieHHble
CTOPOHHMMU pa3paboTunKamu.

ualinux.com

BcTpoeHHble cpefcTBa 3alinTbl

JKpaH 6noknpoBkn ¢ [paduuecknm
Kniouom

[aHHbIN cnocob oyeHb 3pPeKTUBHLIN B
nepBOM U BTOPOM CJlyyasXx (3awmTa oT ciy-
YanHom yTepu TenedoHa 1 3awmTa ot nobdo-
NbITHbIX rna3). Ecnm Bbl cnyyaiHo notepse-
Te TenedoH unu 3abygete ero Ha paborte, TO
HWKTO He CMOXeT M BOCNosb3oBaThbcA. Ho
ecnu 3a Baw TenedoH nonan B uyxue pyku
LieneHanpasfieHHO, Torga 3To BpAA-Nn cna-
ceT. B3nom mMmoxeT nponcxoanTb Aaxke Ha an-
napaTHOM ypOBHe.

JKpaH MOXHO 3abnoknpoBaTb Naponem,
PIN-kogom n Tpadunueckum Kntoyom. Bbl-
6paTb Ccnoco6 6NOKMPOBKM MOXHO, 3any-
CTVB HaCTPOWMKM 1 BbibpaB pa3gen Security
-> Screen lock.

lpadunuecknin Kniou (Pattern) - cambiin
YyAOOHbBI N OJHOBPEMEHHO HafleXHbIA Cro-
€06 3almnTbl TeNepoHa.

None - oTcyTCTBYME 3aLUThI,

Slide - pna pa36noknpoBKM HeOOXOAUMO
NnpoBecTV NasbLem Mo 3KpaHy B onpepe-
NEeHHOM HanpasfieHNN.

Pattern - 310 paduueckun Kniou, Bbirna-
ZWT 3TO NPYMEPHO TaK:
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Mo>H0 noBbICUTb YpoBeHb 6e30nacHOCTY
LBYMsA cnocobamm.

1. YBenuumTb none Beopa lpaduuyecko-
ro knoyva. OHO MOXeT BapbupoBaTb OT 3x3
TOUKM Ha 3KpaHe fo 6x6 (Android 4.2 BcTpe-
YaeTcA B HEKOTOPbIX MOAEnsAx, 3aBUCUT OT
c6opku, Bepcum TenedoHa).2. CKpbITb OTO-
bpaxeHne Touek K “nyTn” rpadpuyeckoro
Kntoya Ha 3KpaHe cmapTdoHa.

BHumanue!!! Yto cnyunrtca, ecnu Boi
3a6b1nn rpadpuyecknn Knou:

1. KonnuecTtBo HeBepHbIX MOMbITOK PUCO-
BaHuA lpaduueckoro Knioua orpaHnyeHHo
[0 5 pa3 ( B pa3nuuHbix mogensax tenedoHa
KONMMYeCTBO MOMbITOK MOXET JOXOAUTb [0
10 pas).

2. MNocne TOro Kak Bbl KCNONb30BaNN BCe
MOMbITKK, HO TakK U He HapMCOBany NpPaBuUib-
Ho Mpaduueckun Kniou TenedoH 6nokmpyet-
cA Ha 30 cekyHa.

3. TenedoH 3anpalumBaeT NOrMH U Naposb
Bawero Gmail-akkayHTa.

4. 3T0T MeTop cpaboTaeT TONbKO B TOM
cnyvae, ecnu TenedoH UNM NnaHwWeT nog-
KntoueH K VHTepHeTy. B npoTMBHOM cnyvae
TYNUK WNWM nepesarpyska K HacTpolkam
npowssoauTens.

PIN - 3To naponb cocToAwmiA U3 HECKOSb-

Kux ynop.

ualinux.com

W HakoHel, Password — caman HapexHas
3alMTa, C BO3MOXHOCTbIO MCMOMb30BaHUA
6ykB 1 Lndp. Ecnm Bbl pewmnn ncnonbso-
BaTb MapoJib — TOrAa MOXHO BK/OUNTb Of-
uuio WndpposaHne TenedoHa.

lWndppoBaHne namatu TenepoHa
®yHKuma BxoauT B nakeT Android Bepcun
4.0* n BblWwe. AnA nnaHweToB. Ho 3Ta GyHK-
LMA MOXKeT OTCYTCTBOBaTb BO MHOIMX 6t04-
YKEeTHbIX TenlepoHax.

Mo3BonaeT 3awmndpoBaTb BHYTPEHHIOK
namaTtb TeniepoHa TaK, UToObl AOCTYN K Hel
OCYLLeCTBAANCA TOABbKO No naposnto nnm PIN-
kogy. LLindposaHue nomoraeT 3aWUTUTb WH-
dopmaunto B Bawem TeriepoHe B TPETbeM
cnyyae (ueneHanpaBsfieHHaa Kpaxa). 3no-
YMbILWNEHHVKM HUKAK He CMOTyT MOny4nTb
ZOCTYN K BalLMM AaHHbIM C TenedoHa.

O6s3aTenbHoe ycnioBMe Ana NCnosib3oBa-
HWA WndpoBaHUA — YCTaHOBKa BIOKMPOBKM
3KpaHa C MoMOLLbIo Napons.

ITUM CNocoboM AOCTUTAETCA COXPaHeHMe
JaHHbIX MONb30BaTeNsA, PACMONIOKEHHbIX B
namaTn TenedoHa, Hanpumep TenepoHHoM
KHWUMM, HacTpoeK 6pay3epoBs, naponen, nc-
nonb3yembix B WHTepHeTe, doTorpaduii n
BMEO, KOTOpble Nnosib3oBaTeNlb NoAyunn
NMOMOLLbIO Kamepbl 1 He nepenncan Ha SD-

KapTy.
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Mporpamma He wwndpyet npu 3tom SD-
KapTy. LUndposaHme MmoxeT 3aHATb [0 Yaca
BpeMeH B 3aBMICUMOCTU OT 06bema NamATx
YCTPOWCTBA.

Bo3BpaT K WCXOQHOMY COCTOAHUIO He
npegycMmoTpeH. MoxHo caenatb TenedpoHy
unn nnaHwety nonHbin RESET, Te. nepe-
yctaHoBuTb Android, HO nonb3oBaTefbckune
[aHHble 13 NamATn TenedboHa UNuv nNnaHLweTa
6ynyT cTtepTbl. Takum obpaszom, ecnu 3noy-
MbILUIEHHVK He 3HaeT napona ansa pasb6no-
KMPOBKM TenlepoHa, OH He CMOXKeT UM BOC-
nonb3oBaTbcA. HeBo3MOXHO OypeT Takxe
YyBULETb AaHHble M3 namATu TenedoHa ¢
NOMOLLbIO APYrMX MNPOrpaMm, MOAKMIOYMB
TenedoH K KOMMbioTepy, Beflb BCA BHYTPEH-
HAA NaMATb 3allmdpoBaHa. EAVHCTBEHHDIN

ualinux.com

cnoco6 BHOBb 3acTaBUTb TenedoH paboTaTb
- nepedopmMaTnpoBaThb ero.

HepocTtaTkom 3101 dyHKUMM:

1. TpucytcTByeT, TONbKO HauMHaA C
Android OS 4.0 — 4.1 1 To He Ha Bcex mofe-
nax renedoHax.

Yawle Bcero BcTpeyaeTcs B TelepoHax ot
Samsung, HTC, Philips. HekoTopble Kutaii-
CKMe Mofenu Takxe umeloT GyHKUmMIo wind-
posaHus. Y TenedpoHos ot HTC sTa PpyHKLMA
pacnonoxeHa B pa3gene “lMamary”. Y Lenovo
- B pa3gene besonacHoCTb.

2. TpeboBaHMe NOCTOAHHO BBOAUTbL [O-
BOJIbHO CNIOXHbIN naposb (6-10 cumBONOB),
Jake ecsv Bbl XOTUTE NPOCTO NO3BOHUTD.

3. HeBO3MOXHO OTKNOUUTb 3Ty GyHKLMIO,
€Cnu Bbl XOTUTe CHATb 3awuTy. LndposaHne
OTKJI0YAETCA TONIbKO PEeCeTOM U BO3BPaTOM
3aBOJCKMX HacTpoeK TenedoHa.

LLinppoBaHue BHewHel SD-KapTbl

DyHKUMA BXOAUT B CTaHZAPTHbIA NakeT
Android 4.1.1 ana nnaHwetos. OTcyTCTBYET
BO MHOIUX 610>KeTHbIX COOpKax.

QOyHKuMA obecneumBaeT HafexHyl 3a-
WKUTY OaHHbIX Ha BHewwHen SD-kapTe. 3gechb
MOTYT XPaHUTbCA NUYHble poTorpadun, Tek-
cToBble dalnbl ¢ MHGOPMaLMeln KoMmepye-
CKOrO M INYHOTO XapaKkTepa.

Mo3Bonaet 3awmndpoBatb ¢annbl Ha
SD-KkapTe, He M3MeHAsA UX Ha3BaHWi, dali-
NOBOWN CTPYKTYpPbl, C COXpaHeHueM npeg-
BApUTENBHOIrO MPOCMOTPa rpadryeckmx
dannos(ukoHkm). MyHkuma TpebyeT ycTa-
HOBKM ONIOKMPOBOYHOrO Mapons Ha Au-
cnien AJIMHOM He MeHee 6 CMBOJIOB.

MmeeTcA BO3MOXHOCTb OTMEHbI WNdpo-
BaHuA. [py cMeHe Napona NPOUNCXOAUT aB-
ToMaTuyecKas nepewndpoBkKa.
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Ecnu nonb3oBaTenb notepsAn KapTy nams-
T, 3awndpoBaHHble daiinbl He MOryT ObITb
npouteHbl Yyepes card-reader. Ecnn ee no-
CTaBUTb Ha APYrow NnaHLeT, rae CTouT apy-
rov naposb, To 3awndpoBaHHble AaHHble
TaKe He MOryT ObITb MPOYTEHDI.

Opyrue Ceoicta LndpposaHus:

Mpo3pauHoe wudpoBaHune. Ecnm Kapta
BCTaBJieHa B MnaHLIeT 1 NoJsib3oBaTesNb pas-
6noKMpoBan 3KpaH NpU MOMOLUU Mapons,
nioboe npunoxeHue BuanT dannbl B pac-
wndpoBaHHOM BUE.

ualinux.com

Ecnn nogkniounTtb nnaHwet yepe3 USB-
Kabenb K KommbioTepy, 3awmndpoBaHHble
darinbl Tak»Ke MOXXHO MPOYECTb Ha KOMMbIo-
Tepe, npeaBapuTeNibHO Pa3boKMpoBaB
KapTy € 3KpaHa MO6UNbHOMo YCTPONCTBA.

Ecnn uepes card-reader Ha KapTy 3anu-
caTb KaKkue-To gpyruve HesawwmdpoBaHHbIe
daiinbl, oHM Toxe 6yayT 3awmdpoBaHbl No-
Crne BCTaBKM KapTbl B MNaHLUeT.

Mpu Hannuum 3alwmndpoBaHHO KapTbl OT-
MEHUTb Naponb 6/IOKNPOBKN HeNb3A.

JaHHble wndpytotca Ha yposHe daiinos
(npw 3TOM BMAHbI Ha3BaHWA pannos, HO Co-
Aepxmmoe daiina 3alwmnppoBaHHO).

HepoctaTok nporpammbl: OTCYyTCTBME B
60nbluMHCcTBE cbopok Android.

CnepyeT nofyepKHyTb, YTO Nlyywas co-
XPaHHOCTb aHHbIX — 3TO MOJIHAA UX Konua
Ha K.

CmapTdOH AOCTAaTOUHO XPYMNKoe YCTpOoWi-
CTBO HebONbLUMX Pa3MepoB, a 3HaUUT Bcer-
[la eCTb BEpPOATHOCTb €ro NOJSIOMKMN UK No-
Tepwu.

Urak, noasepem nutorn

BcTpoeHHble cpeactBa 3awmtbl Android
ABNAOTCA BeCbMa HafeXHbIMU U y[OOHbI-
MW MHCTPYMEHTaMU 3aluUTbl JaHHbIX Ha MO-
6UNbHbIX TenedoHax 1 NAHLWeTax.

OHWM cnoCo6HbI 3aLUTUTD OT MOCTOPOHHNX
rna3 KOHTaKTbl MONb30BaTeNs, ero nepenu-
CKY 1 3BOHKM, aKKyaHTbl B Pa3finyHbIX Npo-
rpaMmMax u ceTax, a Takxe ¢alfibl 1 Nanku,
pacnonioXeHHble Kak B MamsaTn TenedoHa,
TaK 1 Ha cbeMHon SD-kapTe.

K HepocTaTkam 3aluTbl AAHHbIX 3TUMU
nporpamMmmamm crnegyeT OTHECTU OTCYTCTBUE
MX caMMx B HeKoTopbix Bepcuax Android,
HeobXoAMMOCTb NCMONIb30BAHUA C/TOXHOIO

46

Bonbwe yem USER v14.04(8)




user
And

LINUX

security

PIN-Kofa nnun napons Ha aKpaHe 610KNpoB-
Ku (Mpaduueckunin Kniou He noaxopuT).

CnepyeT ykasaTb Takxe Ha Heobpatu-
MOCTb  WKGPOBKMA  BHYTPEHHE namATU
TenedoHa, T.e. eANHCTBEHHDIN CNocob OTKa-
3aTbCA OT WNPPOBAHMA — 3TO NOSHbIN COPOC
HacTpoek TenedoHa.

BaxkHo! Y6eauTtech uto B cnyyae, ecnu Bbl

3abbinn naponb nnbo lpaduuecknin Kntou,
Bbl cMoXKeTe BOCCTaHOBUTb JOCTYN K Tene-
boHy nnMbo cmoxeTe nerko BOCCTaHOBMUTb
HacTponku TenedoHa M MHPopmauuio B
cnyvyae ecnu npupgetca caenatb hard reset
(cObpoc TenedoHa B 3aBOLCKME HACTPOMKM C
notepew BCcex AaHHbIX).

rohos.ru

Kak wundposaTtb chbannbl B Linux
c nomouibro GPG, Ccrypt, Becrypt m 7-Zip

B cucteme Linux ecTb HECKONbKO pasnuny-
HbIX YTUIUT KOMaHLHOW CTPOKM, KOTopble
MOTYT 3andpPOBbIBaTb 1 paclindpoBbIBaTb
dalnnbl ¢ ncnonb3oBaHMEM MApPONs, 3afa-
BaeMoOro nonb3oBaTtenem. Takue cpepacTsa
WNPPOBAHNA MOXHO MPUMEHSTb BO MHO-
rMX Ciy4yasx, B TOM umciie gns wudpoBaHma
¢dainos, nogroTaBnvBaembix ana 6esonac-
HOW OTMNPABKU YEPE3 HTEPHET, C TEM, UTOObI
He 6ecnoKonTbCS O TOM, YTO KTO-TO TPETUN
nonyynT JoCTyn K ¢ainam B ciydyae, ecnm
nepegaya AaHHbIX OyfeT nepexsayeHa.

MNpexpge yem paccmaTpumBaTb OTAENbHblE
WHCTPYMEHTasIbHble CPefCTBa, BaM HY>KHO
ybenmTbca B TOM, UTO YCTaHOBJIEHbI BCE CO-
oTBeTcTBYIOWMeE NakeTbl. B Ubuntu ans ycra-
HOBKM MPOrPamM Bbl JOJIXKHbI MCMOJb30BaTb
cnenyoLLyo KOMaHay:
sudo apt-get install gnupg bcrypt
ccrypt p7zip-full

ualinux.com

GPG

Maket GNU Privacy Guard (GPG) aBnsaetca
WHCTPYMEHTaNbHbIM  CPefCcTBOM, MNpefHa-
3HauYeHHbIM B MepPBYI0 ouepeab And wmopo-
BAHUA U MOAMNMNCK AAHHbIX C KCMOJIb30BAHM-
em KpunTorpadum c OTKPbITbIM KItoYoM. Tem
He MeHee B HeM TaKXe eCTb TaKXe BO3MOX-
HOCTb BbIMONIHATL LUMPPOBAHUA AaHHbIX
MPOCTO C WCMOMb30BaHNEM Maposis, BBe-
JEHHOro nonb3oBaTefieM, U B HeM noaaep-
XKMBAOTCA pasfnyHble Kpuntorpaduueckue
ANropuTMBl.

Yto6bl C nomolbio gpg 3awwndposaTtb
¢daiin, B gaHHOM cnydae dainn big.txt, BBegun-
Te cNiepyioLLyio KOMaHay:
gpg -c big.txt

Bam OyzmeT npepsioXeHO BBECTU Maposib

(oBaxkgbl). B npouecce wunppoBaHUs cos-
[AeTca HOBbIN ¢alisi, KOTOpbI/i Ha3blBAETCA
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big.txt.gpg. UcxoaHbln dpann Takxke ocTaHeT-
€A, Tak YTO Bam noTpebyeTca ero yganutb B
cnyJae, eCnu Bbl HaMepeBaeTeCb COXPaHUTb
TONbKO 3awmndpoBaHHyto Konuto. Ecnn cpas-
HMBaTb pa3mepbl UcxogHoro m 3awmdpo-
BaHHbIN $alnos., To Bbl yBUAUTE, UTO 3aLind-
poBaHHbIN Gpainn 6yaeT No pasmepy MeHblUe.
710 NponcxoamMT NOTOMY, YTO KOMaHAa gpg
CKMmaeT ¢arin Bo BpemAa WndpoBaHMA.
Ecnun daiin yxe oxat (Hanpumep, dainn .zip
unn ¢ann .tgz), To 3awndpoBaHHbIA dain
MO>KET, Ha CaMOM fefle, OKa3aTbCA HECKONb-
Ko 6onbLumnm.

YT06bI pacwmdposatb daiin, NCnonb3yn-
Te KOMaHay:

gpg big.txt.gpg

Mo ymonuaHuio daiinbl, 3awmdpoBaHHble
C nomoulbio gpg, 6yayT ucnonb3oBaTtb an-
roput™m wndposaHua cast5, KOTopbI 0fo-
6peH HaLMOHaNbHbIM KPMNTONOMMYECKUM
areHTCTBOM npasuTenbcTBa KaHagbl. OgHa-
KO B YTUNUTE gpg TakXe NoaaepKmBaeT pag
LPYrmx BCTPOEHHbIX anropuTMoB windposa-
HusA, B ToM uncne Triple DES (3DES), koTopblit
NCMONb3yeTcA B WHAOYCTPUM SNIEKTPOHHbIX
nnatexen; Advanced Encryption Standard
(AES) - TexHonorua wndposaHnsa, opobpeH-
HaA AMePUKaHCKMM HaLMOHANIbHbIM UHCTU-
TyToM CcTaHgaptoB u TexHonorun (NIST); un
Camellia - wnop coBmecTHO paszpaboTaH-
Hbll prpmammn Mitsubishi n NTT, koTopbli
opobpeH EBponencknum coto3om 1 AnoHmein.

YT06bI YBUAETL CNUCOK JOCTYMHbIX aNnro-
pUTMOB, HabepuTe:
gpg --version

CnncoK [JOCTYMHbIX anroputmoB MNpwu-
BefleH B BblJAaHHbIX [aHHbIX B pasgene
«Supported algorithms»  («[MogpepuBa-
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emble anropuTmbl») Huxe Tera «Cipher»
(«lndp»). Ytobbl Mcnonb3oBaTb ApYyrown
anroput™, pJob6aBbTe napameTp -crypto-
algo, 3a KOTOpbIM YKaxuTe anropuTMm, KoTo-
pbil Bbl XOTUTE UCMONb30BaTb, Hanpumep,
-crypto-algo=3DES

Torga nonHaa komaHga Gynet umeTb crie-
AyloLwmm Bua:
gpg -c -crypto-algo=3DES big.txt

bcrypt n ccrypt

MakeT gpg - 3TO He eAWHCTBEHHBbIN WH-
CTpyMeHT windpoBaHnA, AOCTYMHbIA B CU-
cteme Linux. B opurmHanbHbIX cucTemax
Unix, 6bina KomaHaa nof Ha3saHuem crypt,
OfHaKo YypoBeHb 6e30MacHOCTW, KOTOPbIN
OoHa obecneunBana, 6bin o4eHb HU3KUM. 1o
aHanorvy c Hen 6bIM co3aaHbl HEKOTOpPbIE
Apyrve KomaHfbl, KOTOPbIMW €e MOXKHO 3a-
MeHUTb, B TOM umncne berypt n ceryrpt.

B komaHge bcrypt ncnonb3lyetca anro-
put™m blowfish, B To BpemAa Kak KomaHgza
ccrypt 6a3mpyetca Ha windpe Rijndael, koTo-
pblll ABNAETCA aNIrOPUTMOM, UCMONb3YeMbIl
ana AES. MHorve KpuntoaHannTukn He pe-
KOMeHZYI0T flafiee NCNonb30BaTb anropuTm
blowfish, T. K. onybnukoBaHbl HekoTopble
TeopeTnyeckme onmncaHuA aTak, KoTopble
ero ocnabnAtoT, ogHaKo AnA NOBCEAHEBHOMO
wndpoBaHnA, ANA KOToporo He Tpebyertca
obecneunTb WrdpoBaHMe YPOBHA rocygap-
cTBeHHom 6e3onacHocTy (NSA, MI5, FSA), oH
BCe eLle noseseH.

Ana wndpoBaHMa € UCNonb3oBaHUEM KO-
MaHzbl berypt:
bcrypt big.txt

B otnnune ot kKomaHabl gpg, KOMaHza
bcrypt 3ameHnT opurmHanbHbin dain 3a-
WndpoBaHHbIM dainom 1M fOO6aBUT B KOH-
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ue nmeHn darnna .bfe. TouHo TakXe, Kak 1 B
crnyyae C KOMaHZOoM gpg, NonyyeHHbIn darin
TaKXKe CKMMAEeTCA U MO3TOMY AN1A HECKATbIX
dannos pasmep ¢arna fomkeH ObiTb 3Ha-
ynTenbHO MeHblue. CKaTre MOXeT BbITb OT-
KJIIOUYEHO C MOMOLLbIO NapameTpa -C.

Ona pacwmdposku darina ncnonbsymre:
bcrypt big.txt.bfe

Qain .bfe 6yneT 3ameHeH NCXO4HbIM He3a-
WindpoBaHHbIM daiiom.

EcTb Ba BO3MOXHbIX cnocoba Bbl30Ba KO-
MaHfbl ccrypt:

HernocpefCTBEHHbIN  BbI30B
ccrypt c napameTtpamu -e unm -d

ucrnonb3oBatb Ana wudpoBaHMA U fe-
LWndpoBKM KoMaHabl ccencrypt n ccdecrypt,
COOTBETCTBEHHO.

YTtobbl 3awmndposatb pain BBeguTe:
ccencrypt big.txt

NcxopHbin daiin 6ynet 3ameHeH dalinom
big.txt.cpt. B otnuume ot gpg u berypt, Bbl-
xopHou dann cxat He 6ypeT. Ecnn oxatune
Heob6xoAMMO, TO MOXHO MCMONb30BaTb Ta-
Kne MHCTPYMEHTBI, Kak gzip. Npeanaraemble
pacwmpeHus ana okaTbix 1 3awundpoBaH-
HbIX dannos - .gz.cpt nnu .gzc.

Ona pacwmdposku darina ncnonbsymre:
ccdecrypt big.txt.cpt

KOMaHAbl

ualinux.com

7-Zip

B apxuBaTope 7-Zip Takxe ecTb windpoBa-
Hue AES. Yto6bl co3faTb 3alumdpoBaHHbI ap-
X1B UCMNONb3yWiTe B KOMaHAe 7z napameTp -p:
7z a -p big.txt.7z big.txt

Bam GyzmeT npepnioxeHo BBECTU Mapofb
(nBaxpbl). 3aTem dan 6ygeT cxaT u 3awmnd-
poBaH. NcxoaHbii ¢ain octaHeTcA, TOYHO
TaKXe, Kak 1 C KOMaHZOoN gpg, NO3TOMY BaM
HY>KHO yAanuTb ero B Cilyyae, ecjii Bbl XO-
TUTE COXPaHWUTb TOMbKO 3alINPPOBaHHYO
Konuto. [MpenmyLLecTBOM KCNONb30BaHUA
naketa 7-Zip ABNAeTCA TO, UTO B OJHOM ap-
XVMBE MOXKHO COXPaHATb U 3awmndpoBbIBaTb
HecKonbKo $alnoB 1 Namnok.

3aknioyeHue

C noMoLLbIO 3TUX METOA0B CXKaTUA MOXKHO
3awndpoBaTb KOHPUAEHLMaNbHbIE JaHHbIe
C [AOCTaTOYHOWN CTOMKOCTbIO C TeM, YTobbl
Jaxe areHTCTBa, CMOHCUpPYyeMble MpaBu-
TeNbCTBaMM, He CMOFAN MOAYYUTb JOCTYN K
darnam. Kak 1 Bo Bcex cnyyaax MCnonb3o-
BaHUA naposnen (MCnonb3yeMbiX B CETU UK
BHe ceTu), NpumMeHeHne Gonee ONUHHbBIX
naponeit obecneumBaet nyywyo 6esonac-
HOCTb, YeM MPU UCMOSIb30BaHNN KOPOTKUX
naponen.

rus-linux.net
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Rootkit Hunter B Ubuntu

O6Len3BecTHbIn PpakT — onepaLoHHble
cuctembl, 6asumpyrowmeca Ha GNU/Linux,
camu BUpycamMm He 3apaxatotcsa. B Tom uncne
n Ubuntu. OgHako nonb3oBaTtesib, 0CO6GEHHO
HEOMbITHbIN, MOXET YCTaHOBUTb YTO-HMOYAb
Hexopollee cOOCTBEHHOPYYHO, NOAKIIIOUNB
HeodMLManbHbIA NCTOYHMK codTa. Tem 6o-
nee yto, aHoHUMHbIX PPA («Personal Package
Archive») pa3Benocb Hemarsno.

Takke He WCKNYeHa HeKoTopas Bepo-
ATHOCTb, UYTO B OdUUMANBbHBIX UCTOYHMKAX
(peno3uTtopuax Ubuntu) paneko He Bce
NpPoBepPEeHO [OCTATOMHO TLATESIbHO. Tam
Be[b [eCATKM TbICAY «NaKeToB». B obLem, Ha
BCAKWI C/lyYall MO3HAaKOMMMCA C Mporpam-
Mo Rootkit Hunter, nomoratouiein BbisBUTb
Hanbonee KoBapHoe BpeaoHocHoe O -
PYTKUTBI.

YcTaHOBKa

YcnoBus skcnepumeHTa NpUMepHoO cnegy-
owme:

1. komnbtoTep ¢ Linux Mint 13 LTS MATE
(310 Ubuntu 12.04 LTS, HemHoro nepegenaH-
HaA NPNAHACKMMU NapHAMK);

2. codT 6epeM NPUHLUMNNANBHO NULWb U3
YNOMAHYTbIX B Mpeambyne oduumanbHbIX
WCTOYHMKOB, TO eCTb K3 peno3nTopues
Canonical n 6onbLie HNOTKYAa;

3. UCMbITbIBAEM MPOrpammbl Ha NpPaKTUKE,
yTobbl BCE N3NOXKEHHOe 6a3npoBanochb Ha
NIVYHOM OnbiTe.

MporpammHo-TexHMYeckan 6a3a, 0603Ha-
YeHHan B NepPBOM MYHKTE, YXe eCTb, NO3TO-
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My HauMHaem cpasy co BToporo. He xogum
no cTpaHuuam npegnonaraembix pa3pabot-
unkoB Rootkit Hunter, He kauaem Kakume-To
apxMBbl CO  CKpPUMTaMuW-yCTaHOBLUMKaMW.
Bmecto 3TOro cpasy BblACHAEM, ecTb Nv
Tpebyiolanaca nporpamma B perno3nuTopusax
Canonical. Oka3biBaeTca, ecTb, 1 Nonyyaem
ee BOT Tak:
sudo apt-get install rkhunter
CKauaTb HY>XHO NULIb MOJNAIXMUHBI NaKe-
TOB 06LLMM BECOM OKOJIO TPeX C NOSIOBUHOMN
merabanT. B npouecce nx yctaHOBKY 3Myns-
TOp TEPMMHaNa NoKaKeT 3arnpocC HaCTPONKM
MOYTOBOrO CepBepa, CUCTEMbI-CNYTHUKA,
WHTEepHeT-caliTa Unu elle yero-To Tam. Hawa
33jaya — NPOCTO MPOM3BECTUN CKaHMPOBa-
Hue 6rHapHbIX ¢painos B Linux Mint, noaTo-
My Ja)ke He nogymaem uTo-nnbo HacTpau-
BaTb. Pearmpyem Tak:

1. Xmem Tab o Tex nop, Moka KHoMKa
«OK» BHM3Y He CTaHeT KpacHOW;
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2. Xmem Enter;

3. Bbibupaem «be3 HaCTponKm» B cnepyto-
LLLeM crimcke.

Mocne yero yctaHoBKa npogomxkutca. A
Korja 3akoHUWUTCA, Cpa3y MOMHO MNPUCTY-
naTb K NpoBepKe.

3anyck Rootkit Hunter

Ewe oanH ¢akT, KOTOPbIA NONE3HO MMETb
BBMAY HOBUYKAM, — KPaTKYl WHCTPYKLUIO
Mo 3KCnnyaTauMm He3HaKOMbIX MpPOrpamm
4acTo MOXHO MOAYYUTb KOMaHZOWM «man
UMA_NpOrpammbl» B SMyNATOpe TepMm1Hana.
B Hawem cnyuae: man rkhunter (4to6bl no-
TOM y6paTb NHCTPYKLMIO, HAXKMMaeM KnaBu-
wy Q). Mpasaa, cnpasKa, NoXanyin, CAINWKOM
Y NTAaKOHMYHaA ANA HeonbITHbIX. [Mo3TOMy
cpa3y yKaxeM, Kak 6bICTpo 3anycTutb npo-
BEPKY:
sudo rkhunter --check

CHauana Rootkit Hunter npocmatpuaet
CUCTeMHble 6MGNMOTEKM, 3aTemM BepeTca 3a
cofepumoe nanok usr/sbin n usr/bin. Ecnu
BCe B MopsAfKe, CTaBUT 3eneHbiMn GyKBaMu
nometkn «None found», «Nothing found»
n «OK». Ecnm e HaxoguT 4TO-TO NOAO03pU-
TenbHOe, TOrga NuweT KpacHbim «Warning».
Oxmpaem 3aBeplUeHNA CKaHWMPOBaHUA WU
BbIKNIOYaeM NporpamMmmy KoMbuHaLumen Kna-
Buw Ctrl+C.

ualinux.com

Pesynbrartbl

KpacHaa nomeTka «Warning» 3akrnacb
HanpoTue daina usr/bin/unhide.rb. Bcneg-
cTBMe obpalleHna K MOUCKOBOW cucTeme
Google BbiAcHMNOCH Cnegyioulee:

1. nporpamma unhide.rb ectb B penosu-
Topuax Canonical 1 cnyxuT ana sbiABneHNA
CKPbITbIX MPOLIECCOB;

2. ewe B Havyane 2012-ro Ha aHrnoA3biy-
Hom popyme Ubuntu Hapop 6ecnokownnca o
ToM, uTo Rootkit Hunter nouemy-to cumtaer
¢dainn unhide.rb onacHbiM (HO, Kak 06bIYHO,
HMYero TONIKOBOrO B XoAe 0OCy»KAeHua He
BbIACHUNN);

3. nloan yxe 3arpyxanu ceii dann Ha cep-
Buc Virustotal.com, n Tpu yenoseka nomeTu-
NN 3Ty NporpaMmy Kak onacHyt, XoTa CKa-
Hepbl HNYEro He HaXoaAT.

Kak 6bITb? [JaHHaA nporpamma B Linux
Mint He O4eHb-TO Hy»XHa, MO3TOMY MOXKHO
NoCcTynnTb cnepytoLmm obpasom:

sudo apt-get purge unhide.rb

To ecTb yganutb ee NOQUUCTYIO.

Rootkit Hunter Toxe ¢ nerkocTbto MKBU-
AvpyeTca wWTaTHbIMU cpeacTBamu. Hanpu-
Mep, He 3aKpblBas BCe TOT »Ke 3IMyNATop Tep-
MWHana, BOT TaK:
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sudo apt-get purge rkhunter && sudo apt-
get autoremove

Rootkit Hunter — 310 He aHTMBUMpYC, 3TO
yTUnuUTa Ana aHanmsa o6ctaHoBKU. CKaHU-
poBaHWe 3aryckaeTcs C MOBbILEHHbIMY
NPUBUNErNAMY, OfHAKO C CUCTEMOW HU-
yero He fenaeT, NPOCTO YKa3blBaeT Ha Co-
MHUTENIbHblE KOMMOHEeHTbI. Pa3bupaTbca co
BCEMU TPEBOXHbIMW CUTHanamu npuaercs

BPYUHY!IO0.

ualinux.com

Kak MMeHHO pa3bupaTbcs, ecnn onbiTa
noka masno? Hawnocb HeuTo Nogo3puUTeNb-
Hoe — UaemM B MOUCKOBbIE CUCTEMbl N Bbl-
ACHAEM, YTO 3TO 3a NMPOrpamMma, U3BecTHa
nn nogam, cywectayeT nm ana Ubuntu, Tak
CKasaTb, nieranibHo. U Hy»<Ha 1 BoobLue Bam
mnun OC.

xbb.uz
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Yahoo «cnomana>» noutTu Bce
CMUCKMN pacCblJIKU B MUpe

WNHxeHepHbI coBeT WHTepHeTa 06CYy-
[aeT npobnemy, 4To Aenatb C KOMMaHWen
Yahoo. KoTopas Ha 3TWX BbIXOAHbIX M3Me-
Huna 3anuce DMARC Ha cBonx cepBepax u
yCTaHOBWMa HOBOE MpPaBW/IO: OTKa3blBaTb
B 00paboTke noboOro nmucbMa C agpeca @
yahoo.com, eciiv OHO He NPoXoAnT NPoBep-
Ky DMARC.

DMARC - cTaHgapT ans uaeHTndukaumm
3NEKTPOHHbIX COOOLWEHUI NPUHUMAIOLWN-
MW Y3/1aM/ C UCMOSb30BaHNEM MEXaHN3MOB
Sender Policy Framework (cTpykTypbl no-
nutnkn otnpasutens, SPF) n DomainKeys
Identified Mail (nouTbl, nageHTUGULKpPYEMON
npyv NOMOLWN AOMEHHbIX Kntouen, DKIM).
Ona 6onblumHCTBaA CnydyaeB cuctema pabo-
TaeT OTINYHO, OTCEKasA CrnaMepoB 1 ¢uLle-
pOB, KOTOpble OCYLIEeCTBAAT PaCcCbUIKA C
noaaenbHbIMU 06PATHBIMU afpecamu.

Mpobnema B TOM, UTO MOYTOBbIE CMUCKM
PaccbiikM HUKAK He MOTyT Y[ OBJIETBOPATb
Tpe6oBaHusm DMARC, notomy u4to OHWU
BCAYECKU MOANDULMPYIOT Kaxgoe NCbMO.
CepBep CnmMcKa paccbiiku U3MEHAET Temy
CooOLeHsA, yaanseT BROXeHHble dalnbl,
N3MEHSEeT agpec ANd BO3BPaLLEeHHbIX M1cem
1 NPOV3BOAUT ApYrue nonesHble MaHUMyns-
UunK, KOTopble AenalT HEBO3MOXXHbIM Mpo-
xoxpeHune nposepkn SPF 1 DKIM. 3Hauur,
no HoBbIM NpaBunam DMARC ot Yahoo, no-
UTOBbIN cepBep 06A3aH BepHYTb MUCbMO C
appecom @yahoo.com.

MouToBbLI CepBep CMNUCKa PacCbinKuy,
KOHEYHO e, He BbIMNOJHAET TpeboBaHUA
DMARC, n6o torga He CMOXeT paboTartb.

ualinux.com

OH pobpocoBecTHO nepecbyiaeT NMUCbMO C
appeca @yahoo.com BceM MoAnMCYMKam,
YCTaHOBMB HOBbLIM afpec Ans BO3Bpalla-
emMblx nucem. Ho nucbmo He goxoauT Ao
60MbLIVHCTBA afipecaToB, NOTOMY 4TO MO-
yToBbIE MPOBANAEPbl, KOTOPble NoaaepPKu-
BatoT DMARC, 6noKkupytoT ero, Bbicbinas B
OTBET TeXHUYECKoe CoobLleHne C OTKa3oM.
CepBep crnncka paccbUiKn, B CBOIO ouepesb,
€Cnn He MOXeT JOCTaBUTb MMCbMO W MOJy-
YaeT OTKa3 OT cepBepa, TO NCK/oYaeT agpe-
caTa U3 Crucka paccbiiku. To ecTb MHormne
HeBUHHble nonb3osatenn Gmail, Hotmail
N MPOYMX CEPBUCOB, CaMW TOrO He 3Has,
aBTOMATUYECKM WCKMIOYATCA U3 CNUCKa
paccbinKkKy, NOTOMY YTO MX CEepBep 3aBopa-
UYMBaET Ha3aj NUCbMA W3-3a HOBbIX MPaBW
Yahoo.

Takum o6pasom, Yahoo cBovMu OencTeu-
AMU HapyLwwmna paboTy Bcex CNMCKOB pac-
CbINIKK, B KOTOpble MPULWSIO XOTA Obl OQHO
nMcbMo ¢ agpeca @yahoo.com. MNMockonbKy
Yahoo Mail — BTopas no nonynapHoctu no-
yToBas Cnyxba B MUpe, NocTpaganu noutu
BCE CMUCKN PACCbINKU.

Cneunanuctol 13 WHXeHepHOro coBeTa
NHTepHeTa peKkoMeHAYylT W3MEHWUTb Ha-
CTPOWKM CEPBEPOB CMUCKOB PaCChIIKK, Npe-
KpaTMB Mpuem nucem c agpecos @yahoo.
com, a nonb3osatenam Yahoo Mail - cme-
HUTb agpec. Kpome Toro, nmeroLmnx 3HaKom-
CTBO B KOMMaHu1 Yahoo npocaT pasy3HaTb
TaM, MoxeT, nsmeHeHne DMARC 6bino He
C/TMLLIKOM XOopoLuen ngeen?

xakep.ru
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CreraHorpadguma - CKpbiBauTe Baluun
¢dainnbl BHYTpU n3obparkeHni B Linux

B Halwe Bpema nepcoHanbHbI KOMNblOTEP
CTan He TONbKO PabouMM WHCTPYMEHTOM,
HO M MPMBaTHbIM MPOCTPAHCTBOM, rAe Mbl
XpaHMM Hally ManeHbKue cekpeTbl. 3awunTa
HaLINX NepPCOHasNIbHbIX AAHHbIX OT YbUX-TO
No6OMbITHLIX FNa3 AOMKHa ObITb OAHUM K3
npuopuTeTos. Jllogn NCcnonb3yioT AnA 3TOro
WndpoBaHNE, HO OHU 3abblBaloT, UTO WKG-
poBaHMe He CKpbIBaeT AaHHbIe, a mo3BonAeT
caenatb MX HeuynTaemblMW AN NOCTOPOH-
HUX. 3T0 6onblian ownbKa 1 OHa NPOUCXO-
JMT NOTOMY, UTO 60JIbLIMHCTBO NONb30BaTe-
new HMKOrAa He CiblWwanm o cteraHorpadum
- HaYK1 O COKpbITUUN NHGOopMaLun. B gaHHoM
CTaTbe Mbl PaCCMOTPUM, KaK CKpbIBaTb BaLLK
dannbl BHYTpPU M306paxeHuii. ITOT meToa
No3BONUT BaM MOBbICUTb 6e30nacHoOCTb ne-
PECbINKA AaHHbIX Y He NMO3BOJIUT YeNIOBEKY,
nepexsaTbiBatoLleMy Bal TpadpdurK, NOHATD,
YTO e Ha camoM fJene Bbl Nepepgaete. UTtak,
yto TpebyeTcAa AnA Toro, 4Tobbl cnpATaTb
BaLn dalnbl BHyTpY n3obparkeHnAa?
Bo-nepBblx, BaM HY>KHO u306pakeHune
B ¢popmaTte JPG, pasymeetca dainbl, KOTO-
pble Bbl XOTWTe CnpATaTb, U TepMuHan (Mnu
amynATop TepmuHana). Gainbl, KOTopbie Mbl
6WJ,EM Mncnonb3oBaTb B Ka4yecCTBe Nprmepa, NTaK Mbl 6yﬂeM CKpblBaTb apxvB
nokasaHbl HKe. MNepen Tem, Kak nepenTn K secret_files.zip BHYTpPYU n3obpaxkeHumsa
OCHOBHOI1 4acTu, ynakyWiTe Bawm Gainbl B 9080221.010.1M.jpg. Mbl 6yaem Mcnonb3o-
Zip-apx1B 1 OTKPOWNTE HOBOE OKHO TEPMW- BaTb KOMaHAy cat, KoTopas O6blYHO Mpu-
Hana. MeHsAeTCA ANA TaknX Lenew, Kak BbiBog, dali-
noB, co3flaHvie HoBbIX GalnoB 1 Tak fanee.
KomaHpa cat npouutaeT oba Hawwmx daina,
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a 3aTeM CKNeunt nx B oanH. OTKpbIB TEPMU-
Hasn, nepenguTe B AMPEKTOPUIO, B KOTOPOW
XPaHUTCA CO3AaHHbIA BaMn apxmB. Y MeHs
3710 Desktop/articles, nostomy s BBEN B Tep-
MUWHane
cd Desktop/articles

n Haxkan Enter.

MpocmoTpute cnucok ¢ainnos, Haxoas-
LIMXCA B AMPEKTOPMU, C MOMOLLbIO KOMaHAbI
Is n coxpaHuTe umeHa $GanoB B KaKoM-HU-
Oynb TEKCTOBOM AOKYMeHTe. [103)Ke OHU HaM
noHapo6aTcA. Tenepb cNpAYeM Hall apxvB B
n3obpaxeHue.

MpocToe 06bACHEHWE TOro, Kak paboTaeT
KOMaH/a Ha NpUBeAEeHHOM BbilLEe CKPUHLIO-
Te:

1. cat umTaet daiin n3obpaxeHus.

ualinux.com

2. cat umTaert zip-apxus.

3. cat ckneuBaeT n300paxeHne 1 apxuB
BMecTe B HOBbI ¢ainn bugattijpg (Bbl Mo-
XeTe NocTaBUTL Noboe nms).

Tenepb HaxmuTe Enter n 6yaeT cozgaH Ho-
BbI $alif, KOTOPbIN BbIMAAUT Kak 06bluHOE
n306pakeHune, HO ecnu Mbl Nonpobyem oT-
KpblTb €ro C NOMOLLbI0 KOMaHfbl unzip, To
MO€eM U3BNeYb apxmB, KOTOPbIA Mbl MoOMe-
CTUAN BHYTPb M300paxKeHus.

MpocMoTpeB cofepXXUmMoe AMpeKTopUn
C MOMOLLbIO KOMaHAbI |s, Mbl BUAVM HOBbIN
¢dain bugatti.jpg.

Tenepb Mbl CMOKOWHO MOXeM YAanuTb
ncxopHble ¢aiinbl. Tenepb, YTOObI K3BNEYDL
CBOV [JaHHbIE U3 3TOrO N306paXKeHUA, HY>KHO
MPOCTO BOCMONb30BaTLCA KOMaHAOM unzip.

rus-linux.net
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Kputnueckas ysa3BMMOCTb
B OpenSSL 1.0.1 1 1.0.2-beta

CotpynHukn The OpenSSL Project 8 anpe-
nAa BbinycTuAn GonneteHb 6He3onacHocTH,
B KOTOPOM cCOO0bUlaeTcAs O KpuUTUYeCKowm
yassumocTn CVE-2014-0160 B nonynapHom
Kpuntorpaduueckom 6ubnuoteke OpenSSL.

YA3BMMOCTb CBAi3aHa C OTCYTCTBUEM He-
0o6xoAMMOli NMPOBEPKM TPaHWUL, B OfHOM
13 npoueayp pacwmpeHus Heartbeat
(RFC6520) pna npotokona TLS/DTLS. U3-3a
3TOM ManeHbKOWM OWNHKM 0AHOro Nporpam-
MMCTa KTO YroAHO nosnyyaeT NpAMOn JOCTyn
K onepaTvBHOWN NaMATX KOMMbIOTEPOB, Ybl
KOMMYHUKaLMN  «3alULLeHbl»  YA3BUMOM
Bepcuernt OpenSSL. B Tom uncne, 3n0ymbiu-
NEHHVIK NOonyyYaeT AOCTYM K CeKPETHbIM KIto-
Yyam, MMeHaM 1 MaposiAM Mosib3oBaTenen n
BCEMY KOHTEHTY, KOTOPbI AOMXKeH nepeaa-
BaTbCA B 3allmdppoBaHHOM Buae. Mpu 3Tom
He OCTaeTCA HMKaKKX C/ie]oB MPOHMKHOBe-
HUA B CUCTEMY.

HekTto, 3HaBWUN 06 yA3BUMMOCTW, MOr
npocnywmneaTb «3alndpoBaHHbIi» TpadurK
noyTn BO BCEM UWHTepHeTe C mapTta 2012
roga, korga Bbiwna Bepcma OpenSSL 1.0.1.
B 1o Bpema 6blna NpoAeMOHCTPUPOBaHa
ycnewHas ataka Ha TLS (BEAST), u mHorune
nepeLunn Ha 3awmiieHHyto Bepcuio TLS 1.2,
NnosB/ieHNe KOTOPOM COBMaso C BbIXOAOM
OpenSSL 1.0.1.

Yassumaa BepcuAa OpenSSL wmcnonb3y-
eTca B nonynsipHbix Beb-cepepax Nginx
n Apache, Ha nouTtoBbiXx cepBepax, IM-
cepsepax, VPN, a Takxe BO MHOXeCTBe Apy-
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rmx nporpamm. Ywep6 ot 3Toro 6ara Ucksto-
UnTeNbHO BENNK.

Hekotopble anctpubyTuBbl OnepauyioH-
HbIX CMCTeM C yA3BMMOWM Bepcuen OpenSSL:

« Debian Wheezy (ctabunbHasn), OpenSSL
1.0.1e-2+deb7u4)

« Ubuntu 12.04.4 LTS, OpenSSL
1.0.1-4ubuntu5.11)

+ CentOS 6.5, OpenSSL 1.0.1e-15)

- Fedora 18, OpenSSL 1.0.1e-4

+ OpenBSD 5.3 (OpenSSL 1.0.1c) n 5.4
(OpenSSL 1.0.1¢)

« FreeBSD 8.4 (OpenSSL 1.0.17e) n 9.1
(OpenSSL 1.0.1¢)

» NetBSD 5.0.2 (OpenSSL 1.0.1e)

+ OpenSUSE 12.2 (OpenSSL 1.0.1¢)

OuncTprbyTrBbl ¢ 6oNee paHHMMU Bepcu-
amn OpenSSL: Debian Squeeze (oldstable),
OpenSSL  0.9.80-4squeeze14, SUSE Linux
Enterprise Server.

Bbar npucyTcTBYeT BO BCEX BEPCUAX BETOK
OpenSSL 1.0.1 n 1.0.2-beta, Bkntoyas 1.0.1f n
1.0.2-betal. cnpaeneHHas Bepcusa — 1.0.1g,
KOTOpYIO BCEM NOCTPaAaBLUUM HEOOXOAUMO
YCTaHOBUTb HeMe[JsIeHHO, MOC/le Yero cre-
HepupoBaTb HOBbIE KIOUN U cepTUdUKaTbl
U NpeanpuHATb npoune Mepbl 6Hesonac-
HocTu. [Monb3oBatenen cnepyeT npepynpe-
OVTb O BO3MOXHOWN yTeuke ux naponein. B
cnyyae HEBO3MOXHOCTM  HeMefdsIeHHOro
angenTa Ha NCNPaBieHHYO BEPCUIO Crefy-
eT nepekomnunupoBaTtb OpenSSL ¢ ¢narom
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-DOPENSSL_NO_HEARTBEATS.

YA3BUMOCTb OOHapyXWMnu CrneunanucTbl
no MH$OpPMaLMOHHON 6e30MaCcHOCTM 13 KOM-
naHum Codenomicon, a TakXe, He3aBUCUMO
oT Hux, Hun Mexta (Neel Mehta) n3 nogpas-
feneHus Google Security. UmeHHo nocnep-
HUI coobwmn paspabotumkam The OpenSSL

Project, uTo HYHO CPOYHO MCNPaBUTb KOA,.
Pebata n3 komnaHun Codenomicon nopro-
TOBWAWN 1 AaXke OTKPbIAW ANs HEro otaesb-
HbIn canT Heartbleed.com ¢ nsobpakeHnem
KpoBoTOuYaLlero cepaua.

habrahabr.ru

Onepauus Windigo 3apa3una 6onee
25 TbiCcAY cepBepoB Ha Linux/UNIX

WccnepoBatenu 13 aHTUBMPYCHOW KOM-
naHum ESET co csoumu Konneramu u3 He-
CKOJIbKMX eBPOMNeNCKNX areHTCTB 3apukcu-
poBanu B CeTV KpynHyto ataky «Onepauua
Windigo», KoTopasa npusena K 3apaeHuto
6onee 25 TbicAY cepBepoB, paboTaloLmx
nopf ynpasneHnem OC GNU/Linux n gpyrux
UNIX-nofo6HbIx cuctem.

Mo paHHbIM oTueTa, onepauua Windigo
Hayanacb euwe B KoHue 2011 roga n c Tex
nop ycrena HamTn CBOe «MNPWMEeHeHue» B
MHPpPACTPYKType MHOrMX opraHu3auui (B
TOoM umcne — cPanel n Linux Foundation) u
Ha wupokom cnektpe OC: Linux (okono 60
%), FreeBSD, OpenBSD, Mac OS X n paxe
Windows uepe3s Cygwin. B pamkax aTon one-
pauun ESET paccmaTpurBaeT Tpu OCHOBHbIX
3/10BpefHbIX KOMIMOHEHTa, 3apakaloLux
CepBepHble CUCTEMbI:

Ebury — 63kpop kK OpenSSH ans ynpaene-
HUA CepBEPOM U MOJyYEHMA YUETHbIX faH-
HbIX CUCTEMHBbIX NMOJb30BaTesNelw;

Cdorked - 63kpop K Beb-cepBepam

ualinux.com

(Apache, nginx, lighttpd) gna nepeHanpas-
neHna se6-TpaduKa;

Calfbot — Perl-ckpunT gna paccoiiku cna-
Ma (OH «BUHOBAT» B eXeJHEBHOWN OTNpaBKe
6onee 35 MUIMOHOB CMaM-COOOLLEHN NO
BCEMY MUPY).

MprMeyaTenbHO, YTO ANA OOCTUXKEHWA
CBOUX ULEeNnen 3M10YMbIWAEHHNKN He 3KC-
nAyaTUpyoT yA3BMMOCTM B 6Ge3omacHoCTU
nporpammHoro obecneyeHvs — Ana 3TOro
MCMONb30BaNnChb NULb PasfiNYHblIE CMOCO-
6bl nonyyeHus naponen gna SSH-goctyna.
B cBA3M € 3TUM, aBTOPbI UCCefOBaHNA Bbl-
CKa3blBalOT MHEHMe, YTo ayTeHTUdMKauua
Ha cepBepax Mo Maposilo — apxausm, oT Ko-
TOPOro nopa oTkasaTbCA.

MNMopgpo6Hoe uccnepoBaHMe —onepauun
Windigo ¢ xpoHonoruen cobbituin n Tex-
HUYECKMWU  JeTanaMU  OOHApPYKEHHbIX
npobnem ony6nuKoBaHbl B 3TOM OTYeTe
CCbINIKA  http://www.welivesecurity.com/
wp-content/uploads/2014/03/operation_
windigo.pdf (PDF; 3,5 M6).
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B cBA3M C 3TUM, a TakKe yuuTbiBad TOT
¢dakKT, uto 6onee 60 % BeO-CalNTOB BO BCEM
MUpe paboTaloT Ha cepBepax Linux, cneuu-
annctbl ESET HactoATenbHO pekomeHAyioT
Be6-pa3paboTumKkam 1 CUCTEMHbBIM aAMUHN-
CTpaToOpam NPOBEPUTL CUCTEMbI Ha Hannyme
yrpo3 Ansa npefoTBpalleHnA fanbHenwero
pacnpocTpaHeHua «BeHwguro». [na 3toro

ualinux.com

NT-cneumanuctam Heobxoanmo 3anycTutb
cnepyoLLyto KOMaHay:

$ ssh -G 2>&1 | grep -e illegal
-e unknown > /dev/null && echo
«System clean» || echo «System
infected»

nixp.ru
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Yepsb Darlloz nopa3sun okono 32 tbicay
cucrteM Ha 6ase Linux

KomnaHma Symantec npoBena aHanu3
CTEeNeHN NopaXkeHna cuctem yepsem Linux.
Darlloz. YepBb 6b1n1 BbIAiBNEH B HOsI6pE Npo-
LUIOro roga 1 BOCNPUHUMANCA Kak Manoo-
nacHbl NPOTOTUM, TaK Kak Af1Aa ero pacnpo-
CTpaHeHuA ncnonb3oBanacb 6asa U3 okono
JecATKa TMMNOBbIX MAPONEen U SKCNIoOUT AnA
yassumocTn B CGl-pexxmume PHP, ncnpasnen-
HOW ABa roga Hasag. Tem He MeHee, CKaHW-
poBaHMe Bcero AuanasoHa IP-agpecos(!!!
[enaem BbIBOA YTO HAC perynapHO CKaHNpYy-
I0T BCe, KOMY He JleHb), MoKa3aso, YTo yep-
BeMm Linux.Darlloz yxe nopaxeHo noutn 32
TbICAY CUCTEM.

MNpucyTcTBMe uepBA ydanocb WAEHTU-
duumnpoBatb 6GnarogapAa Tomy, 4To nocse
NPOHUKHOBEHUA B CUCTEMY YepPBb 3anycKa-
eT http-cepsep Ha nopty 58455 u otgaet
UCMONHAEMbIA ain co cBoei Konuern no
duKkcnpoBaHHoMy nyTu. YepBb M3Hauvanb-
HO paccuMTaH Ha MopakeHue YCTPOWCTB,
NOCTOAHHO MOAKIIOYEHHbIX K CeTU U OCTa-
lowmxcA 6e3 BHMMaHWA MoONb30BaTeNei,
KOTOpble 4acTO OCTaBAAT HEM3MEHHbIMU
3aBOJACKMe NapameTpbl Bxoda. B uactHocTy,
yepBb MNOpaxaeT JdOMallHWe MapLpyTuH-
3aTOpbl, TOYKU Q[OCTyna, TenenpucraBKu,
web-Kamepbl 1 ceTeBble NPUHTePbI Ha Ha3ze
apxutektyp x86, ARM, MIPS n PowerPC. Tem
He MeHee, 43% nopaeHHbIX CUCTEM COCTa-
BUM paboTaloLire nog yrnpasneHnem Linux
KOMMbIOTEPBI 1 CepBepbl Ha bOase apxuTek-
Typbl x86, 1 Tonbko 38% - cneumannnpo-
BaHHble YCTPOMNCTBA.

NHTepecHo, 4TO B KauyecTBe OAHOW W©3
bYHKUMIA yepBA ABNAETCA MaWHUHI Kpum-
ToBantoTbl Mincoins n Dogecoins, KoTopblii

ualinux.com

BbINOSIHAETCA TONbKO Ha Linux-cncrtemax c
apXUTEKTYpon x86 1 He 3aTparmBaeT crie-
LunannsnpoBaHHble ycTponcTea. [pu 3Tom
3/10yMbILLIEHHMKaM yAanocb 3apaboTaTb Ha
MaHWHre Bcero okono 200 gonnapos.

JononHUTeNbHO, MOXHO OTMETUTb CO-
obuieHne B 6nore komnaHum Cisco 06 yBe-
NINYEHUN NHTEHCUBHOCTU aTakK, HanpaBJieH-
HbIX Ha NOpakeHne aBHO He OOHOBNAEMbIX
web-cepBepoB Ha 6a3e Linux, ncnonb3ayio-
wux yctapesLune sepcun 0. 3a nocnegHme
AHN BbiABNeHO 2700 rnopaXeHHbIX CUCTEM,
npy 3tom 17 1 18 MapTa ¢uUKCUpoBanochb
nopaxeHne okono 400 HOBbIX XOCTOB B
JeHb. [locne nonyyeHmA KOHTPoONA Hag cu-
cTtemoln, BpepoHocHoe [10 ocyuwecTBnaer
MOACTAaHOBKY NNaTHOM peknambl U Koga ans
Nopa)eHNa KINEHTCKNX CUCTEM Ha CTPaHK-
Ubl CaTOB, Pa3MeLleHHble Ha NopPa*KeHHON
cucteme. [Mpegnonaraetca ana ana pacnpo-
CTpaHeHua BpegoHocHoro MO wncnonb3y-
eTCA KaKaA-To yfjaneHHaa yA3BMMOCTb, UC-
npaBJieHHaA B CBEXMX BEPCUAX CEPBEPHOro
MO, Ho npoaBnALIEAACA Ha YycTapeBLUUX
cmcTemax.

Takke BbIiIBNEHbl HOBble BapuaHTbl Bpe-
goHocHoro [0, nopaxatowero yctapesLwine
CNCTEeMbI, MOABEPXKEHHble YA3BUMOCTU B
CGl-pexkume PHP. AHanu3 nokasan, 4to oKo-
no 16% Bcex CaMToB MCMONb3YIOT yCTapeB-
wue Bepcum PHP (5.3.12- n 5.4.2-), B KOTOPbIX
He ncnpaBsfeHa yA3BUMOCTb (He coobulaet-
CA CKONbKO U3 3TUX CalToB ncnonb3yet PHP
B pexxume CGIl 1 nogBep*eHbl NPUMEHEHWIO
3KCnIomnTa).

opennet.ru
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