





Yana LINUX OT peaakuuu

30paBCTBYNTE, yBaXaemble Hawwm yntatenm!

Haw konnektvs pag Bam nNpeacTaBUTb HOBbI HOMEP HaLLEero XypHana.

CneuwnanbHo gnAa 3toro Homepa Ceprein BoBK npucnan cratbio, NOCBALWEHHYIO
HanmMcaHVo NporpaMmbl LUMPPOBKU AaHHbIX — «Haxogka gns WTrpnvua nnm ypok
KpunTtorpadumn»

Ha coBpemeHHbIX cepBepax pa3BopaunBaTb cuctemy 6e3 ncnonb3osaHus RAID-
MacCMBa PeLInTCA faNeko He Kaxkabii aaMuH. O ToM, Kak C HUMK paboTaTb paccKa-
3biBaeTca B «kMDAdm. Pa6ota ¢ RAID Ha Ubuntus.

Kak Bcem cerogHsa n3BecTtHo, IPv4 agpeca nocteneHHO oTXoaAaT B npouwroe. MNpu-
xoauT 3pa IPv6. O TOM, 4TO 3TO TaKOE U Kak 3TUM MOJIb30BaTbCA YNTANTE B CTaTbe
«bbicTpbIn Kypc IPV6 B Linux»

Kakum 6bl XopoLvM agMuH He OblJ1, PaHO WV MO34HO eMy NPUAETCA ONpeaensaTb
1 MCnpaBnAaTb cbou Ha cepBepe. B 3ToM HoMepe, B cTaTbe «[lepBble 5 MUHYT ycTpa-
HEHVA HEeMnoslafok Ha cepBepe» AAlTCA COBETbI O TOM, KakK MaKCUManbHO 6bICTPO
onpenennTtb NpobieMHble MecTa.

Tak e npopomkaeTca nybnukaums ctateii B pasgene «CYBERCRIME». CerogHs
Tam 6yayT paccMOTpeHa aTaka npu nomowu cnydduHra nakeTos.

YntanTe Haw »KypHan n octaBantecb ¢ Hamu. Cnedyowmii BbiNyCK NocTapaemca
chenartb He MeHee NHTEPECHbIM.

CyBaxeHuem,
KonnekTtus «bonblwe yem tO3ep»

HAL BbITTYCKOM PABOTAJIN:

AkmMmuyK Ceprei 3BeHUropoackaa AHacrtacusa
Nonos Banagumup Knpunbuyk Buktop

LWapan Uropb be3pykos Mapk
PoccowaHckumn AHapen
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MDAdm
Pa6oTta c RAID Ha Ubuntu

PaHo unu no30Ho npu Hacmpolike cepsepos NPUXoo0UMCs CMOJIKHYMbCA ¢ MAakol 8ewbio

kak RAID.

Ha 6p€HaOGbIX cepeepax oHU 3a4acmyro NOJIHOCMbHO xapaeaprle, HO memM He MeHee O4eHb
4acmo npuxoaumc;a cmanikusameca u c COd)mBaprlM peljaoM.

MNoctpoeHne RAID
MocTtpounm Ha cepsepe RAID1.

CHauana co3gaanm OgMHaKoBble pa3gensb

Ha guckax sdb n sdc

#fdisk /dev/sdb

command (m for help): n
Partition type:

p primary (0 primary, 0 extended,
4 free)

e extended

Select (default p): p

Partition number (1-4, default
D: 1

First sector (2048-16777215,
default 2048):

Using default value 2048

Last sector, +sectors or
+size{K,M,G} (2048-16777215,
default 16777215): +5G

command (m for help): t

Hex code (type L to list codes):
83

Changed system type of partition
1 to 83

command (m for help): w

The partition table has been
altered!

calling ioctl1() to re-read
partition table.

Syncing disks.

ualinux.com

AHanorunyHo caenaem n ana aucka sdc
YctaHoBuM yTunuty pabotbl c RAID
# apt-get install mdadm

Tenepb cobepem RAID 1
# mdadm --create --verbose /dev/
md0 --Tevel=1 --raid-devices=2 /
dev/sdbl /dev/sdcl

Mocne cbopknu coctosaHne RAID MoXHO
NPOCMOTPETL NPU NOMOLLM KOMaHAbI
# cat /proc/mdstat

B pe3ynbraTte Mbl [OSKHbI NOAYYUTb Bbl-
BOJ] UTO-TO MOXOKee Ha
personalities [raidl]
md0 : active raidl sdcl[1]
sdb1[0]
5238720 blocks super 1.2 [2/2]
fuu]

unused devices: <none>

Tenepb MOXHO Ha co3gaHHom RAID-

pasfene co3faBaTb alnoByl cuctemy u
nogKno4vaTb ee K cucreme.

# mkfs.ext4 /dev/md0O

# mkdir /mnt/raid

# mount /dev/md0 /mnt/raid
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Tak ke ana pganbHenwwen NpoBepKn Kop-
pekTHocTu paboTbl penfa co3pgagMM Ha
RAID-pa3gene ¢aiin:

# touch /mnt/raid/test.txt

Owun6kKa npu pa6orte c RAID

Mocne TOro, kak mbl co3ganu RAID oH y
Hac onpepgenseTcA Kak ycTpowctso /dev/
mdO0, ofHako nocne nepesarpysku Takoro
YCTPOWCTBa B CUCTeMe He OyfeT, a BMecTo
Hero noasuTca /dev/md127. TyT MOXHO nnwu
B AaNibHellleM MCnosib30BaTb MMEHHO Ta-
KOe 1UMA YCTPOWCTBA, UMK, 4TO OObIYHO Ya06-
Hee, HacWUJIbHO OO BbACHUTL CUCTEME, YTO HaLL
RAID-pa3gen umeHHo /dev/md0 n Hu Kak

MHaue. [1nA 3Toro BbINOAHUM KOMaHAy:
# mdadm -Db /dev/md0 > /etc/
mdadm/mdadm. conf

B pe3ynbraTe BbIMNOMHEHWNA 3TOW KOMaH-
abl B danne /etc/mdadm/mdadm.conf
6yneT cTpoka:

ARRAY /dev/md0 metadata=1.2
name=ub-4:0 UUID=7da67e34:3d29e3a
1:bdf36edd:6be26e60

Mocne >Toro HeobxoaMMo OOHOBUTb
obpas initramfs:
# update-initramfs -u

Tenepb nocne nepe3sarpysku Haw RAID-
pa3gen 6yget onpepenatbca Kak /dev/mdo.

Derpagaunsa n socctaHosneHue RAID

MocMoTpUM Kak MOXHO MPOBECTU Aerpa-
Jauuio penpa. EctectBeHHO, B peanbHom cu-
cTeMe ANCK 0ObIYHO BbIIETAET CaM U HET He-
06X0AMMOCTLM creuunanbHO 00bABNATbL ero
Cc60MHbIM, HO Mbl BOCMOMNb3yeMCA BO3MOX-
HocTU yTunmMTbl mdadm n o6bABMM YacTb

ualinux.com

RAID - /dev/sdb1 c6oliHbIM.
# mdadm /dev/md0 --fail /dev/sdbl

NocmoTpum Tenepb Ha coctosaHne RAID
# cat /proc/mdstat

Mbl fonxHbl yBuaeTb, uto /dev/sdb1 umeer
HeKne NpobnemMbl 1 peng AerpagmpoBaH:
Personalities : [linear]
[multipath] [raid0] [raidl]
[raid6] [raid5] [raid4] [raidlO]
mdO : active raidl sdbl[2](F)
sdcl[1]

5238720 blocks super 1.2 [2/1]
[_u]

unused devices: <none>

Tenepb ¢ nomouwbto fdisk cosmagum Ha
yctpoiictae /dev/sdd pa3fen Takoro e pas-
Mepa, Kak u /dev/sdc1. NMocne 3toro yganum
/dev/sdb1 ns RAID
# mdadm /dev/md0 --remove /dev/
sdbl

M pno6asym HoBbIV pasaen /dev/sdd1
# mdadm /dev/md0 --add /dev/sddl

Ecnn mbl cpasy ke MoCMOTPUM Ha COCTO-
aHne RAID
# cat /proc/mdstat

To mbl yBngnm, uto RAID y Hac onATb co-
CTOMWT U3 [BYX HOPMaibHbIX AUCKOB U B AaH-

HbIi MOMEHT NPOVNCXOANT ero CUHXPOHM3aUNA:
Personalities [Tinear]
[multipath] [raidO0] [raidl]
[raid6] [raid5] [raid4] [raidlO]
md0 : active raidl sddl[2]
sdcl[1]

5238720 blocks super 1.2 [2/1]
[_u]

B ] recovery
= 6.2% (329984/5238720)
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finish=1.2min speed=65996K/sec
unused devices: <none>

Ecnu mbl Tenepb nprmoHTUpyem Haww RAID
# mount /dev/md0 /mnt/raid/

To yBuamm, uto dann, KOTopbiA Mbl 4O
3TOro co3faBanu Ha MecTe Y HUYEero HUKyAa
He nponarno.

# 1s /mnt/raid/
lost+found test.txt
Mo mamepuanam caima:
yakim.org.ua

BbiCcTpbIA Kypc IPv6 B Linux

Bo3mokHO Bbl npuBbIknM K IPv4, ogHa-
KO HPaBUTCA BaM 3TO WM HET, NOCTENEHHO
HacTynaet 3pa IP wecton Bepcuun. Agpo,
HauMHas ¢ Bepcun 2.1, obnagaeT noanepx-
kKon IPv6, Tak 4TO BaM HUYEro He HYXHO
[OyCTaHaBnMBaTb. Yoegutecb Nvilb, YTO B
Baller CUCTemMe YCTaHOBJIEHbl NMPOrpammbl
ping6, ip u ifconfig. I gasanTe cpasy goro-
BOPUMCSA: 31eCb Mbl roBOpUM He 006 «IP», a
06 «IP-appecax». IP - 310 Internet Protocol,
a He IP-agpeca. HebpexHOCTb B pa3roBope
PaBHOCUIIbHA HEOPEXKHOCTY B AIENAX, YTO HU
K YeMy XopoLlemy He NPUBOAMWT.

Mpeunmywecrsa IPv6

WTak, uem e IPv6 nyuwe cBoero npegLie-
CTBEHHMKa? Kpome TOro, uto mbl n3baens-
emca oT npobnem B IPv4-agpecaumeii, y Hac
Tenepb ecTb:

*OTCYTCTBME TOJIOBHOW 60NN C YaCTHbIMU
noaceTaMy;

sucnonb3zoBaHne NAT ckopee wucknwoue-
HUe, Yyem NpaBuo;

*yNPOLWEHHAA MapLpyTH3aLms;

sroBopum «npouar» DHCP.

ualinux.com

OCHOBHbIM HeloCcTaTKoM IPv6 MOXHO Ha-
3BaTb AJ/INHHbIE afpeca B WeCcTHaguaTepuy-
Hom BuAe. YeTbipe PpparmeHTa agpeca IPv4,
pa3genéHHble TouKaMu, Nerku gnsa 3anomm-
HaHUA, a BOT BOCEMb KYCKOB LUeCTHaLaTe-
PUYHBIX YMCen 3aNoMHUTb Kyfa TpyLHee.

Mos cuctema nopaepxuBaert IPv6?

Kak y3HaTb, BKNloueHa nvm nogaep»kka IPvé
B Ballem Linux?

OueHb npocTo:
$ cat /proc/net/if_inet6
000000000000000000000000000000 01
01 80 10 80 To
fe80000000000000020bbafffeef7e 8d
02 40 20 80 ethO

Ecnn Bbl yBnanTe B CBOEN CUCTEME Bbl-
BOfA, NOAJOOHbLIN 3TOMy — 3HayWT BCé OT-
nuyHo, nopfepxka IPvé6 B Bawen cncreme
BK/lOUéHa. Boobule, Bce coBpemeHHble
Linux-gnuctpubyTrsbl nogaepxmsatot
IPV6 «13 KOPOOKM».

Munr IPv6

Ecnn BaM Hy>KHO BbIMOAHWUTL NUHT IPv6-

cuUcTeMbl, Bam  MoHagobuTca  yTunuTa

Bonbwe yem USER v14.03(7) 7
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ping6. Cnegyowas KomaHga oTnpasnseT

JBa nakera K localhost:

$ ping6 -c2 ::1

PING ::1(::1) 56 data bytes
64 bytes from ::1: icmp_seq=1
tt1=64 time=0.043 ms

64 bytes from ::1: icmp_seq=2
tt1=64 time=0.054 ms
--- ::1 ping statistics ---

2 packets transmitted, 2
received, 0% packet Toss, time
999ms

rtt min/avg/max/mdev =
0.043/0.048/0.054/0.008 ms

=1 - 310 cokpaueHue ot 0000:0000:0000
:0000:0000:0000:0000:0001. Jliobas Henpe-
pbIBHAaA NOCNeA0BaTENIbHOCTb Hyfen MOXKeT
6bITb 3aMeHeHa Ha Mapy ABOETOYWI, a Jito-
6an yeTBEPKA, COCTOALLAA U3 HYNEN, MOXET
6bITb 3aMEHEHa Ha OAWH HOMb. [ANA Hawero
npumepa 310 0.0.0.0.0.0.0.1.

UccnepoBaHme cetn
XoTuTe y3HaTb, €CTb I KTO-TO B BalUen
ceTu, KTo nmeet nogaepxky IPvé? Jlerxo!

$ ping6 -c4 -1 eth0 ff02::1

PING FF02:0:0:0:0:0:0:1(ff02::1)
from fe80::20d:b9ff:fe05:25b4
ethO: 56 data bytes

64 bytes from
fe80::20d:b9ff:fe05:25b4: icmp_
seq=1 tt1=64 time=0.301 ms

64 bytes from
fe80::20b:6aff:feef:7e8d: icmp_
seq=1 tt1=64 time=3.69 ms (DUP!)
[snip duplicate Tines]

-- FF02:0:0:0:0:0:0:1 ping
statistics ---

4 packets transmitted, 4
received, +6 duplicates, 0%
packet Toss, time 3000ms

rtt min/avg/max/mdev =
0.254/1.698/8.911/2.593 ms

ualinux.com

MpefctaBneHHbIi B NPUMEPE  BbIBOA
KOMaHAabl ping6 roBOpUT 4TO fJa, €ecTb
aBa appeca: fe80:20b:6aff:feef:7e8d u
fe80::221:97ff.feed:ef01. O6patute BHUMa-
HMe, UTO Bbl 06A3aTENbHO [OMKHbI YKa3aTb
Ums uHTepderica nporpamme ping6, paxe
ecin 3TOT UHTepdeNC B Ballen cucteme
OAVH-eANHCTBEHHbIN.

ff02::1 — 370 coKpalleHHbIN BapraHT agpe-
ca ff02:0:0:0:0:0:0:1, KOTOpPbIN ABNAETCA Cre-
UManbHbIM MyNbTUKaCcT-alpecoM, npefHa-
3HauYeHHbIM A/ OTMPaBKM MAKETOB BCEM
link-local xocTam.

Appeca link-local — 310 Bce agpeca B guna-
na3oHe fe80::/10, KOTOPbIN MO CMbICAY SKBU-
BasieHTeH AnanasoHy 169.254.0.0/16 B IPv4.
JTiobow agpec 13 3Toro AnanasoHa npegHa-
3HaueH ana aBTokoHOUrypuposaHusa OC u
nakeTbl, OTNPaBNEHHbIE C TAKOrO agpeca He
NPONyCTUT HY OAUH MapLIpyTM3aTop, orpa-
HMUMBaAA WX CyLWeCTBOBaHWe B npepenax
cermeHTa flokanbHon cetn. MpoTokon IPv6
CNPOEKTNPOBAH Tak, YTo UHTepdenc ob6a3aH
umetb link-local agpec, paxxe ecnu y Hero
ecTb Apyromn.

Mocne TOro, Kak Ball XOCT OOMeHsNcA
JaHHbIMU € Apyrmm xocTamu no IPv6, agpe-
ca nocniegHVX nonagyT B Tabnuuy okpyxe-
Hus (neighbor table) IPv6 (310 uTto-TO Bpoge
ARP-Tabnunubl). Cogepxunmoe neighbor table
Bbl MOXeTe MPOCMOTPETb MPU MOMOLLU
yTUAUTDI ip:

$ ip -6 neigh show
fe80::221:97ff:feed:ef01 dev

ethO 1Taddr 00:21:97:ed:ef:01 nud
reachable
fe80::20b:6aff:feef:7e8d dev

ethO 1Taddr 00:0b:6a:ef:7e:8d nud
reachable

Bonblwe yem USER v14.03(7) 8




user
And

LINUX

servers

3pecb «nud reachable» o3HauvaeT «cTa-
Tyc network unreachability detection ycTa-
HoOBNeH B cocTtosaHume reachable», To ecTb
ceTeBON XocT goctyneH. Kaxpgasa 3anucb B
neighbor table BpemeHHadA 1 xpaHuTcsA B Te-
YeHre HEeCKONbKMX MUHYT Noc/ie nocneHemn
CeTeBOW aKTUBHOCTU B HaMpaBJieHN XOCTa.

Acnonb3oBaHMe ceTeBbIX UMEH

OcTaBUM NoOKa «MpaBWiibHble» CUCAgMU-
HOBCKME MeTOoAbl HAaCTPOIMKM COOTBETCTBUA
MMEH xocToB ux IP-agpecam, a cenyac Boc-
nonb3yemca crtapbim pobpbim /etc/hosts.
MpenctaBum, y BaC eCTb TPU XOCTa B OAHOM
dM3NYECKOM CErMeHTe ceTu, MeloLne nme-
Ha fatfreddy, phineas, n franklin. Cozgagum
Ha KaXkoM 13 XOCTOB 3anuncu B /etc/hosts:
fe80::20b:6aff:feef:7e8d
fatfreddy
fe80::221:97ff:feed:ef01l phineas
fe80::3f1:4baf:a7dd:ba4f
franklin

Tenepb MOXKHO MMHrOBaTb CUCTEMbI MO UMEH:
$ ping6 -I ethO phineas

PING phineas(phineas) from
fe80::221:97ff:feed:ef01 ethO:
data bytes

64 bytes from phineas: icmp_seq=1
tt1=64 time=17.3 ms

56

SSH n SCP

SSH n SCP ymetoT pabotatb ¢ IPv6. BHU-
MaHve, Mpu nepepaye napameTpoB 3STUM
YyTUANTaM M3 KOMaHAHOWN CTPOKM, MMEIOTCA
onpegenéHHble CYHTaKcM4eckne ocobeHHo-
CTW, Tak YTo ByAbTe BHMMaTenbHbI! ECnny Bac
HaCTPOEHO KOpPeKTHOoe paspelleHune MMEH
IPv6-XOCTOB, TO pa3HULibl NPV BbI3OBE YTUANT
BOOOLLEe HMKaKoM. Bbl Taknm »e o6pa3om Mo-
eTe NoAKIYaTbCA K yaanéHHom obonouke:

ualinux.com

$ ssh user@remotehost

N KonunpoBaTtb dainbl:
$ scp filename user@remotehost:/
home/username/directory/

A BOT B cnyyae mcnonb3oBaHuA |Pv6-
aflpecoB BCE YYTOK CJIOXKHee

YctaHoBKa SSH-ceccnn:
$ ssh phineasa@
fe80::221:97ff:feed:ef01%eth0

W onAaTb e, ecnu Bbl ucnonbsyete link-
local appec, To Bbl 4OMKHbI yKa3aTb UMA WH-
Tepdelica c KoToporo 6yfeTe oCyLecTBNATb
noAksoueHne. Kak nokasaHo BblLUe, feflaeT-
cA 370 nyTém pobaBneHus 3HaKa NpoLeHTa
N UMeHMn nHTepdelica. Bbi3oB scp nmeeT elyé
6onee gypaLKuin CUHTaKCKC:
$ scp test.txt phineas@\
fe80::221:97ff:feed:ef01%eth0\]
:phineas@fe80::221:97ff:feed:
ef01%eth0's
password:
test.txt 100%
00:00

19 0.0KB/s

IPv6-agpec BMecTe UmMeHeM WUHTepden-
ca HeobxoAMMO 3aknuaTb B KBagpaTHble
CKODKM, a KBafipaTHble CKOOKM B CBOIO ouve-
peAb 3KpaHMpoBaTb, YTO6bl 06ONIOYKa He
y3pena B HUX CNeLCcMMBOJIOB.

Kakoin y mens IPv6-agpec?

KomaHpa «ifconfig -a» BbiBOAUT nHOP-
Mauuio 060 Bcex ceTeBbix WHTepdencax,
HaxoAAlWmMXca B cucTeme: Kak o ¢dusnye-
CKMX, TaK U O BUPTyanbHbIX. [lonyuns uH-
dopmaumio No KOHKpeTHoMy WHTepdency
Bbl MOXeTe BOCMOJIb30BaTbCA grep, UTobbl
oTdunbTpoBatb MHOopMaumo 06 IPv6-
appece nHtepodeliica:

Bonblwe yem USER v14.03(7) 9
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$ ifconfig eth0 | grep 'inet6
addr:'

inet6 addr:
fe80::20d:b9ff:fe05:25b4/64
Scope:Link

UHTepHer

PaboTa B cermeHTe NOKasbHOW CeTU — 3TO,
KOHEYHO, XOPOLLO, HO Kak obCToAT Aena B
pabotoii IPv6 B rnobanbHom cetn? ina Toro,
ytobbl BOCNONb30BaThCcA IPv6 B MHTEpHET,
Ball MpoBanfep JOJKEeH BblgaTb BaM «4u-
cToi» IPv6-agpec. Taknx npoBangepos ce-
rogHA oyeHb mano. Ceoto nep.yio IPv6-ceTb
aBTOp Hactpomn B 2004 rogy n ecnu 6ol Bb!
CKaszanu emy, YTo CNyCTA CEMb JIeT CUTYyauma
¢ IPv6 ocTaHeTCcA NoYTy Takow Xe, OH 6bl Bam
He nosepun. [la, 2012-n B 3TOM nNnaHe He
OYeHb-TO oTAnyaetca ot 2004-ro. Tem Bpe-
MEHeM, Bbl MOXeTe BOCNoNb30BaTbcA IPv6-
over-IPv4 tunnel broker-amu (Kak, Bnpouem,
Bbl MO 3TO caenaTb 1 B 2004-m!), Takumm
Kak SixXS nnu Hurricane Electric.

8 noHa 2011 ropa -

muposon gexb IPv6
B a1oT geHb Google, Comcast, Facebook,
Yahoo!, Akamai n Limelight Networks, a Tak-
Xe eLlé HekoTopble MpoBarifepbl BKoYaT
JOCTyn K cBOMM XocTam no IPv6 Ha 24 vaca.
Yb6epgutecb B TOM, YTO Bbl FOTOBbI MPUHATH
yyacTue B TeCTUPOBaHUU U y3HalTe 6onblue
Ha test-ipvb.com. Tak e, KaK 1 B cnyyae ¢
IPv4, Baw npoBanfep [AOMXeH BblAeNUTb
Bam 650K agpecoB IPv6. Agpeca 13 3Toro

ualinux.com

6110Ka ABNAITCA rnobanbHbBIMU agpecamu,
HaxogAwMMnca B amanasoHe 2000:/3. [da-
BaliTe B KauyecTBe 3KCMepuMeHTa Monpo-
6yem NprUCBOUTb Kakomy-HUOYLb ceTeBOMY
nHTepdercy agpec 13 3Toro granasoHa:

# ip -6 addr add 2001::1/64 dev
ethO

Tenepb B3rnAHeM, YTO y HaC MONYYMIIOCh:
$ ifconfig ethO |grep "inet6
addr:"
inet6 addr:
Scope:Global
inet6 addr:
fe80::20b:6aff:feef:7e8d/64
Scope:Link

2001::1/64

YaannTtb Ha3HauYeHHbIN agpec MOXHO npu

NMOMOLLM BCE TOM Xe YTUIANTDI ip:
# ip -6 addr del 2001::1/64 dev
ethO

B peanbHoW n3HM Bam OyayT BblAenATb
60bLUON 650K afpecoB, Hanpumep 256 nnu
6onbLue, Tak YTO BaM Hy»HO OyaeT HacTpo-
UTb cepBep ANA NX aBTOMATUYeCKOW pas-
Jaun Bawwmm xoctam. B cnepyiowen yactm
CTaTbW Mbl C BaMM PacCMOTPUM, KaK 3TO fe-
naetcA. Takke paccMOTpUM, Kak Heobxoau-
MO HacTpoutb dariepBonn 1 cnyxoy UMEH
Ans pabotbl ¢ IPv6.

o mamepuanam catima:
gnu.su
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NMepBble 5 MUHYT YCTpaHeHUA HenosafokK
Ha cepBepe

Korga Hawa kKomaHpa ele 3aHUManacb
BOMpOCamMy 3KCrjlyatauuy, OnTUMU3auum
M MaclTabupoBaHusA, Ham MPUXOAMIOChH
UMEeTb [1eN10 C OT/IaflKon MepaJsieHHo paboTa-
IOLUMX MPUIOKEHNA 1 LenbiX MHbpacTpyK-
Typ, YacTo 60/bLIOro pa3mepa (NpescTaBbTe
CNN wnnu the World Bank). fopAwume cpoku,
3K30TUYECKME CTEKM TEXHONIOTMI U HefloCTa-
TOK UHpOpMaLUM 0BbIYHO rapaHTUPOBANIU
He3abblBaeMble BNeyvatyieHus.

MpuunHbl Henonagok pepgko 6blIv ouve-
BUAHBIMY; HUXe A MPUBOXKY CMMUCOK Lua-
roB, C KOTOPbIX Mbl OObIYHO HauuMHanm
NouckK nNpobnembl.

He cnewunte 6pocatbea Ha cepBepa, crepsa
HY>KHO BbIAICHUTb, UTO Y>Ke U3BECTHO O cucTe-
Me U1 creuundrike npobnembl. He ctont Tpatntb
BpeMms Ha NovcK Npobnembl BCrenyto.

Heckonbko 06s3aTefibHbIX BONPOCOB, Tpe-
6ytoLMx oTBeTa:

+ Kakre KOHKpeTHO HabntogaloTca CMMNTo-
mbl? MoasucaHmna? Ownobkn?

«Korga npo6nema 6bin1a 3ameyeHa Brnepsble?

« Bocnpounssogutca nu oHa?

« EcTb N1 3akoHOMepHOCTb (Hanpumep,
NPONCXOANT KaxKabli Yac)?

« Kakume 6biny nocnegHre U3MeEHeHUA B
cncteme (Kog, CEPBUCDI, CTEK MPUIOXKEHNI)?

« BnuAetr num npobnema Ha onpepenex-
Hyl0 rpynny nonb3oBaTtenen (aBTopu3Mpo-
BaHHbIX, HE aBTOPM3UPOBAHHBIX, C O6LUM
reorpaduyeckum pacrnonoxeHuem...)?

« ImeeTcsa nu fOKyMeHTaLmA Ha apxuTek-
TYpy (bur3nyeckyio 1 normyeckyo)?

ualinux.com

« Vicnonb3yetcsa nn cuctemMa MOHUTOPWUH-
ra? Munin, Zabbix, Nagios, New Relic...
Mopgonpet nobas.

+ Begetca nu (ueHTpanu3npoBaHHoe) Ky p-
HanupoBsaHme? Loggly, Airbrake, Graylog...

MocnepHue aBa NyHKTa NpeaCTaBnAT CO-
601 Hanbonee yno6Hble NCTOUHNKN UHPOP-
Mauuu, HO He BO3naraliTe Ha HUX 6oNbLINX
Hafexn: Kak HY neyanbHO, UMEHHO MOHUTO-
PUHF 1 >KypHanMpOBaHKe 4acTo OTCYTCTBY-
toT. Ecnn He nose3ro, cienanTe 3aMeTKy, 4To
3TO HY>KHO MOMpPAaBUTb, U ABUraNTeCh Janblue.

Kro 3pecb?
$w
$ last
He KpUTMYHO, HO OBLIYHO HE CTOUT 3aHU-
MaTbCA yCTpaHEHNEM HENOMAAoK B CUCTEME,
B TO Bpems Korga C HeWl UrpatwTca gpyrue
noan. Ha KyxHe 1OCTaTOYHO OHOIO NOBapa.

Yto genanu B cucreme?
$ history

Bcerpa nonesHo NOCMOTPETb Ha UCTOPUIO
KOMaHA B KOMOWHauuwn ¢ nHdopmauuein o
TOM, KTO paHee 3axofun B cuctemy. He 3a6bl-
BaliTe NPO OTBETCTBEHHOCTb: TO, YTO Bbl aj-
MWHMCTPATOP, He AaeT BaM NpaBa HapyLwaTb
YyXyto KOHOULEHLNANBHOCTD.

ManeHbKas 3ameTKa B yMe Ha MoTom -
Bbl MOXeTe 3afaTb MepemMeHHYl OKpy-
»eHma HISTTIMEFORMAT, uto6bl 6bina
BO3MOXHOCTb OTC/IEXMBaTb BPems, Kor-
[a BbIMOMHANANCL KOMaHAbl W3 MCTOPUMN.
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HeT Huuero 6onee pa3ppaxatouwero, 4yem
daHannm3 ycTtapeBllero Crnmcka KomaHpd, He
MMeLWnx OTHOLWEHNA K npo6neme...

Yro 3anyuweHo?

§ pstree -a
$ ps aux

BbiBOA ps aux CoAepXKuT, Kak MpaBwio,
MHOro noapo6HoNn nHpopmaLmn o npoLiec-
cax, Toraa Kak pstree -a BbljaeT HarnAgHyo 1
NaKOHWYHYIO KapTWHY 3anyLieHHbIX NpoLec-
COB, BMeCTe C pOAUTENbCKON nepapxXmnei.

«Cnywatowme» cepsuchl
$ netstat -ntlp
$ netstat -nulp
$ netstat -nxlp

fl npegnounTalo BbIMOMHATL 3TV KOMaHAbI
OTAEeNbHO, B OCHOBHOM MOTOMY YTO A He fio-
6110 CMOTPETb Ha BCe CEPBUCHI O4HOBPEMEH-
Ho. Tem He MeHee, netstat -nalp Toxe nogoi-
ZeT u A 6bl He onyckan onuuio -n (IP-agpeca,
MHe KaXKeTCA,BOCNPUHUMAIOTCA flyulle).

OnpepgenuTe 3anyLleHHble CyX6bl 1 Bbl-
AICHUTE AOMKHbI NN OHW BbiNoNHATCA. lo-
CMOTpUTE Kakume MopTbl HaxogATcA B CIy-
watowem coctoaHun. PID cnywatowero
npoLecca MoXHO BCEraa HaTU B BbIBOAE PS
aux. JTO MOXeT OKa3aTbCA OYeHb noses-
HbIM, OCOBEHHO Korga B CMCTemMe OfHOBpe-
MEHHO 3anyLleHbl Heckonbko Java wnu
Erlang npoueccos.

O6blYHO, Mbl CTapaemca, 4ToObl Halu
cuctembl Gbinv Gonee MNM MeHee cneuu-
ann3npoBaHbl, ¢ HeGOMbLINM KONMYEeCTBOM
CEPBUCOB Ha KaXKaow 13 Hux. Ecnu Bbl BU-
JUTe 0eCATKN CyLwatoLwyx NopToB, HaBepPHO
CTOUT OTMEeTUTb 3To cebe B yme, UTobbI NO-
TOM Pa306paTbCs Kak 3TO MOXXHO MOUYNCTUTD
WA peopraHn3oBaThb.

ualinux.com

Mpoueccop n namatb
$ free -m
$ uptime
$ top
$ htop

DTN KOMaHAbl AOSKHbl OTBETUTb Ha He-
CKOJIbKO BOMPOCOB:

« EcTb N1 cBo60Han namATe? Mpoucxognt
N CBOMMUHI Ha AUCK?

+ Hackonbko 3arpykeHbl npoueccopbi?
CkonbKo Afep AOCTYNHO Ha cepaepe? lNepe-
rpYy>KeHbl N KaKne-To U3 HNX?

+ Uto 6onblue BCero Harpyaet cmctemy?
Kakoe y cuctembl 3HaueHme cpefHel Ha-
rpy3ku (load average)?

AnnapatHas yacTb
$ 1spci
$ dmidecode
$ ethtool

OG6bluHble, HEBUPTYanu3npoBaHHbIe cep-
Bepa NpoJOMKaloT WMPOKO NCMONb30BaTh-
CA, U 3TN KOMaHfbl JOMKHbI MOMOYb:

« Onpepenutb RAID-koHTpOnnep (ectb
nn y Hero 6atapea pe3epBHOro NUTaHWA?),
NpoLeccop U KOIMYECTBO AOCTYMHbIX CJIO-
TOB NaMATU. 3TO MOXEeT NofCKa3aTb Bam No-
TeHUManbHble NPUYUHBI NPO6NemMbl 1 NyTU
yBenMUyeHnsA Npon3BOAUTENIbHOCTN.

+ BbIACHUTb NPaBMNBbHO NN HAaCTPOeHa ce-
TeBan kapTa? He paboTaet nu oHa B pexxume
nonygynnekca? Ha ckopoct 10MBps? EcTb
nun ownbKn nprema-nepepaumn?

MpounsBoanTenbHOCTb BBOAA-BbIBOAA
iostat -kx 2

vmstat 2 10

mpstat 2 10

dstat --top-io --top-bio

A B A
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OueHb None3Hble KOMaHAabl  Ann
aHanusza obuwen Npon3BOANTENBHOCTM
CUCTEMbI XpaHeHUA.

« [MpoBepaem cBOGOAHOE MECTO: CTb N
B CUCTEME MOJSIHOCTbIO 3aHATble dalnoBble
CUCTEMbI NN ANCKIA?

» Ucnonb3yetca nu ceon (si/so0)?

« YTo 3aHMMaeT npoueccop: CuUcTem-
Hble BbI30BbI? MOMb30BaTENIbCKME MPO-
Leccbl? MHOTMO NN BPEMeHW KpageTcA
runepsusopom (VM)?

« Moa nwbumas KomaHga - dstat.
Kakne  npoueccobl WHTEHCMBHO  UC-
nonb3yloT BBOA-BbiBOA? MoxeT  6bITb
MySQL rpysut pAuckosylo nogcuctemy?
Wnwn s10 Kakomn-to PHP-ckpunt?

Toukn MOHTMpPOBaHUA N
dainosble cuctembl
mount
cat /etc/fstab
vgs
pvs
Tvs
df -h
Tsof +D / /* 6yabTe OCTOPOXHbI,
He nonoxute cepsep */

+ CKonbKko $arinoBblX CUCTEM CMOHTUPO-
BaHO?

« Ectb nn daiinosblie cucTeMbl, BbigeneH-
Hble ANA KOHKpeTHbIX cepsucos? (MySQL
Hanpumep?)

« Kakue ykasaHbl onuuv MOHTUPOBaHWA:
noatime? default? Ectb nu kakune-to ¢ainno-
Bble CUCTEMbl CMOHTMPOBAHHbIE B peXxnme
TONbKO ANA uteHuna?

« EcTb nn cBO60OHOE MeCTO Ha AncKax?

« HeT nn 6onblunx yganeHHbix ¢pannos, Ko-
TOpble MPOAOIIKAIT YAepKNBaTbCA KaKUM-
nn6o npoueccom?

P A A A A A

ualinux.com

« Ectb nm wmecto
HWUA  pasgena, ewm
CcBOOOAHOM NPOCTpPaHCTBE?

anAa  pacwupe-
npobnema B

Appo, npepbiBaHUA N ceTb
$ sysctl -a | grep
$ cat /proc/interrupts
$ cat /proc/net/ip_conntrack /*
MOXET 3aHATb HEKOTOpoe Bpems Ha
3arpyxeHHblXx cepBepax */
$ netstat
$ ss -s

« PacnpepeneHbl nn npepbiBaHMA paB-
HOMEpPHO MO BCem npoueccopam? Bos-
MOXHO OJHO W3 Afep neperpyxeHo
M3-3a MNpepbiBaHUA OT CETEBOWN KapTbl,
RAID-KoHTponnepa, ...7

- Kakoe 3afjaHO 3HaueHne swappinness B
cncteme? 60 noagxoauT AnA NepcoHaNbHbIX
KOMMbIOTEPOB, HO He AnA cepBepos. Kena-
TeNbHO, YTOObI CepBepP HUKOrAa He NCNosb-
30BaJl CBOM, MIHAYe BO BPEMA YTeHMWA/3anmncu
JaHHbIX Ha ANCK, NPOLECChl BbITECHEHHbIE B
CBOMN OKaXyTcA 3a6I0OKMPOBaHHbIMMU.

« [octaTouHo N1 BENUKO  3HauyeHue
conntrack_max ana cywectsytoLero Tpaduka?

+ Kak ponro TCP-coegmHeHna moryT
HaxoAWUTCA B  PA3/IMYHbIX  COCTOAHUAX
(TIME_WAIT, ...)?

« netstat MmoXeT 6blTb HEMHOIO MeaneH-
HbIM NPV BbIBOAE BCEX CYLUECTBYHOLUX CO-
efIVHEHWI, TOrJa UCMOosb3yliTe SS -S, UTOObI
6bICTPO MONYUUTb KPATKYHO CTaTUCTUKY.

CucTemMHble XKypHabl 1
coobLeHns agpa
$ dmesg
$ less /var/log/messages
$ less /var/log/secure
$ less /var/log/auth
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« Nwmte niobble coobuieHne o6 owmbKax
unu npegynpexaexus. ECtb nn coobuleHns
0 CJINLLKOM 6O/bLLIOM KONMYeCTBe coeanHe-
Hun B conntrack?

« Ectb nn coobuieHma o6 annapaTHbIX
olwmbKax nnm owmnbkax GparnnoBon cnctembl?

« KoppenvpyeTcs nu Bpema mexagy owmo-
Kamuy B XKypHanax u npefocTaBneHHON WH-
¢dopmaumen o npobneme?

3agaHuA cron
$ 1s /etc/cron* + cat
$ for user in $(cat /etc/passwd
| cut -f1 -d:); do crontab -1 -u
$user; done

« EcTb v 3apaHmA, KOTopbIe BbINOHATCA
C/TNLLKOM YacTo?

« ECTb I nepcoHanbHble KoHbUrypawumoH-
Hble palisibl cron, cNpsTaHHble OT NOCTOPOH-
Hero B3rnapa’?

« BoinonHAanocb nu Kakoe-nmbo peseps-
HOe KOoMupoBaHve B TO BpeMs, Korga BO3-
HUKNa npobnema?

KypHanbHble ¢paitn npunoxxeHui
3[ecb MOXHO MHOFO YTO MCCnefoBaTb, HO
BpAL NN Y Bac byaeT Bpems, UTobbl ieTanibHO
BCE MpocMoTpeTb. [o3ToMy, CKOHLEHTpU-
pynTecb Ha cCamOM OYeBMAHOM, HampumMep
ana LAMP-cepsepa:

+ Apache & Nginx; nocmMoTpuTe XXypHanbl
[,OCTyna 1 oWnboK, NimTe oWnbKN 5xX, BO3-
MOXHble owmnbkuM limit_zone.

« MySQL; nocmoTpute ectb nu ownbKK B
mysql.log, cnegbl noBpexAeHHbIX Tabnu,
paboTalolwmii  Npouecc BOCCTaHOBNEHMWA
innodb. MocmoTpuTe XypHan MepjieHHbIX

ualinux.com

onepauuin n onpegenute ectb i npobnemsl
C ANCKOM, MHIEKCaMK Wi 3aMpocamm.

« PHP-FPM; ecnu BKkntoyeH »ypHan php-
slow, nokonawitecb B HeM U nonpobyiTe
HanTu owmnbkm (php, mysql, memcache, ...).
Ecnu xypHan BbIK/OUEH, akTBUPYWTE ero.

- Varnish; nposepbte oTHOWweHwMe hit/miss
B varnishlog u varnishstat. He nponyuieHo
N1 NpaBuno B KOHOUrypaumu, B pesynbrate
yero 3anpocbl KOHeYHbIX MoJsib3oBaTenei
npoxoaAt fo 6eksHaa, MUHyA varnish?

« HA-Proxy; kakol crtatyc y 6eksHgoB?
MpasunbHO Nu paboTaeT NpoBepKa 340po-
BbA OeksHOoOB? He nepenonHeHa nu oue-
peab 3anpocoB Ha GPOHTIHAE Unn H6eKsH-
nax?

3aknoyeHue

Mocne 3Tux mepBbiX NATM MUHYT (Matoc-
MUWHYC AecATb), y BaC fo/mkHO byaet cdop-
MUpoBaTbCs 6oniee NOAHOE NOHMMaHMe CU-
Tyauum:

+ Y10 3anyuieHo.

« CBsi3aHa 1 npobnema C BBOAOM-BbIBO-
Jom/annapaTHOM 4YacTblo/CceTeBON MOACK-
cTemol unn KoHburypaumvein (nnoxon kog,
HaCTPOWKK ApPa, ...).

« ECTb N 3HaKoMble WaboHbI: NI0Xoe nc-
nosib3oBaHue nHaekcos b1, cnMwKom MHoO-
ro npoueccos apache, n T.n.

Bbl faxe mMornu yxe HaTu Henocpep-
CTBEHHYIO MpUUYUHY npobnembl. Ecnn Her,
TO Bbl HAXOAUTECH B XOpOLUEl NO3NLUN Ans
JanbHenwWnxX NonCKoB, 3Has, YTO BCe oye-
BUHOE Y>Ke MPOBEePEHO.

o mamepuanam catima:
linux.profiua.com
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Co3pnaem SOHO-cepBep Ha 6a3e Zentyal

Yacme 1

B nepsom mamepuane Mol paccMompum ycmdaHo8Ky u 6azosyro HacmpoUiKy MaieHbKo20
cepsepa Ha 6ase Kakozo-HUbYOb cmapoz2o Komnelomepa. Cepsep noo ynpasseHuem Linux
6ydem ciyxume 071 cemesbix (U He MosibKo) Hyx0 Heb601bL020 oguca unu doma

Bcrynnenue

PaclumpaTb BO3MOXHOCTM POYTEpPOB 3a
CYET anbTepHATMBHbIX MPOLUMBOK, KOHeuY-
HO, MHTepecHo. OfHaKo Mopon HacTynaeT
TaKol MOMEHT, uTo fobaBreHre ouepeaHo
HaACTPOWKM MPVBOAUT K TOMY, UTO U TaK yxKe
«B3MbIJIEHHBIN» POyTEP NepecTaéT cTabunb-
Ho paboTaTtb. B 3ToM cnyuae nubo npugértca
OTKa3aTbCA OT 4YacTu byHKUmM, Nnbo npw-
rOTOBUTbCA PaCKOLWENUTbCA Ha MOKYMKY
60nee MOLHONM Mofenn poyTepa, a To 1 BO-
BCE FOTOBOTO peLleHns B BUAe HebobLworo
cepBepa C npefdyCcTaHOBNEHHbIM codpTom. Ho
3ayemM? Begb [OCTAaTOMHO NPOCTO B3ATb CTa-
pbli KOMMbIOTEP Y CAMOCTOATENbHO HAaCTPO-
UTb BCE UTO HYXXHO. DTUM-TO Mbl 1 3aNMEMCA.
MO>HO, KOHEUHO, B3ATb B PYKM HaNW/IbHWK
1 NpeBpaTUTb NapoBO3 B UCTPebutenb, TO
eCcTb YCTaHOBUTb KaKoW-HMOyAb aucTpu-
6yTuB Linux (monyTtHo ob6s3aTenbHO nepe-
cobpaB AApo, Kyaa xe 6e3 3Toro), a 3atem
JONro  MyTOPHO AOBOANTb €ro A0 HYXXHOro
COCTOAHUA, NPUKPYTUB nog KoHel, Webmin
WA YTO-HMOYAb B STOMY fyXe.

Mbl xe He 6ygem MyApcCTBOBaTb JiyKa-
BO W BOCMOMb3yeMcA crneunann3npoBaH-
HbIM auctpubytueom Zentyal. OH unme-
eT [Ba BaXHbIX ANA Hac MpeumyLecTsa.

ualinux.com

Bo-nepBbix, y HEro eCTb YHUPULMPOBAHHbIN
BeO-vHTepdenc ans ynpasnieHns BCEM OC-
HOBHbIM MOZYNAMY cepBepa (MapLupyTu3a-
uus, 6paHgmaysp, DHCP, nouta u Tak ganee).
Bo-BTOpBLIX, OH OCHOBaH Ha Ubuntu, a 3Ha-
UnT, HaM JOCTYMHa BcA 6a3a NakeToB 3TOro
AMCTprbyTMBa. BoobLie-TO MOXHO yCTaHO-
BUTb BCe KOMMOHeHTbl Zentyal Ha Ubuntu
n3 cneymranbHoro PPA-penosutopua. Ectb n
Apyrow, oyeHb Noxoxmi npogykt — ClearOS.
O6a gncTprbyTrBa 061adaloT Pa3nnMyYHbIMU
BapviaHTaMu MOAMMCKU, HO HaM BIMOJIHE XBa-
™™MT 1 6ecnnatHol Bepcun. Mpu xenaHum u
3a OTHOCUTESIbHO HebOoMblUMe JEHbIN MOX-
HO OyZeT nMonyunTb YyTb OOJbLIE BO3MOX-
HOCTel, UTO aKTyaslbHO CKOpee AJisl OpraHu-
3aUuiA, HeXenn Anda goma.

MogroTtoBka

PekomeHayemasa gna Zentyal koHourypa-
uma MK, KoTopbii ByaeT nrpatb posb cepBe-
pa, NPUMEPHO TakoBa: MPOLECcCcop YPOBHA
Pentium 4, ot ogHoro rurabanta RAM, BuH-
yecTep Ha 80 [6AT N MUHUMYM [1Ba CETEBbIX
nHTepoderica (Mbl ke Oyaem fenaTb LW03).
B peanbHOCTM BCE 3aBUCWT OT Bawux 3a-
HJau. CeTeBasi cocTaBfsAlowas notpebnaer
MeHbLLe BCero pecypcoB, Tak UTO BMOJIHe
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MO>KHO 060MTUCH KaKoW-HNOYLb «aTOMHOW»
MalUnHKoW. Ecnu nnaHupyetca noctaBuTb
aHTUBMPYC, NouTy, GUNbTp 1 Tak fJanee, TO
TYT, NOXanyn, Hago B3ATb YTO-HUOYAb Noce-
pbé3Hee. JIOrMyHo, YTO Hago KynuTb afan-
Tep Wi-Fi, ecnu HyxHa 6ecnpoBopHas ceTb,
HO B KauecTBe afbTepHaTVBbl MOXHO NPMO6-
pecTn TOUKy AocTyna (MOCT) — B HEKOTOpPbIX
cnyvasax 3TO Aake nyudlle, Tak Kak cepsep
HaBepHsAKa byaeT cnpATaH B KakOM-HUOYab
TUXOM Yry, TO eCTb GU3nyeckn yganéd ot
MecTa CKOMJieHnsi 6ecnpoBOAHbIX KIMEeH-
TOB. Ha mamATK 3KOHOMUTb He CTOUT — OHa
N TaK HblHYe coBceM Hepopora. Mpu xena-
HUW MO>KHO opraHm3oBaTb RAID, Ho ocoboro
CMbICNa B 3TOM, KaXkeTcs, HeT. BcTpoeHHble
unn copToBble pelleHNA He Tak Haaéx-
Hbl, @ annapaTHbI KOHTpPONNep, Noxanyw,
6yneT M3NWWHeN TpaToli AeHer B Hallem
cnyvae. M ewé, pasymHee Bcero Gyaet Bbl-
OennTb OTAENbHbIV XECTKNN ANCK Noa AaH-
Hble («parnonomornKy», 3akauku B torrent
1 TaK fganee) nubo soobue gob6asutb USB-
HakonuTenb. lNofgkniouyaTb ero nyudwle yxe
nocne yctaHoskm OC.

ualinux.com

YcraHoBKa Zentyal

Korga mawwuHa 6yget noaroToBneHa, no-
TpebyeTcA ckauaTb HyXHbI ISO-06pa3 ycTa-
HOBLUMKa C 3TOM CTpaHUYKN. Mpoxuraem ISO
Ha 6onBaHKy nnu nuwwem Ha dnewky. MonyT-
HO MOXHO 3apervucTpupoBaTtbcsa B Zentyal
1 nonyumTb 6a3oByl0 MOAMNMCKY Ha JOMNON-
HUTENbHbIE CEPBUCHI, Ha)kaB Ha KHOMKY
Subscribe Ha Tol ke cTpaHuue. BKniovaem
B BIOS 3arpy3ky co cbémHOro Hakonutens
unu CD-npuBopga, BCTaBAAEM Hall HOCMTENb
Cc 0o6pa3oM cucTeMbl U Mepesarpy>kaemcs.
Ecnn xoTtute, MoxeTe BbIOpaTb pPyCcCKUi
A3bIK B XOAe YCTaHOBKMW. B MeHio Bbibrpaem
nepsbiii NyHKT (delete all disk) 1 xmém Enter.
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MacTep yCcTaHOBKM NPOBEAET HAC Mo BCeM
OCHOBHbIM NyHKTaMm. [epBbIM JenoM Heob-
XOAUMO HacTPOUTb KlaBuaTypy.

OavH un3 ceTeBbIx MHTepdelicoB bygeT
CMOTpEeTb BO BHELUHIO CeTb, a APYroi — B
nokanbHyto. Mo 605bWOMY CYETY HET HUKa-
KOW pa3HuUUbl, Kakomy MHTepdency Kakyio
ponb Bbl oTBeféTe. B Hawem npumepe ethO
6yneT CNyXMTb ANs NIOKasbHOro NogKoye-
Hug, a eth1 gna sbixoga B IHTepHeT.
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npeanoXeHo co3fatb HOBYHO yLIéTH)/IO 3a-
NMNCb aAMNHNCTPATOpPa.

Ecnn ycTaHOBLLMKY He yaanocb onpepe-
NWTb Ball TEeKYLMN 4acOBOW MOAC, TO eMy
Hal0 HEMHOTrO NOMOUYb.

Mocne atoro 6yayT ycTaHOBNEHbI OCTaB-
wmeca KomnoHeHTbl OC, 1 Ham NpeanoXat
nepesarpy3ntbca. 3aogHo B BIOS BepHém
3arpysKy € >ECTKOoro gmcka.

basoBas HacTpomKa
YnpaeneHne Zentyal ocyulecTBnsetca
yepe3 Beb-nHTepdenc, KOTopbI MOXOXK Ha
3aTeM WHCTANNATOP CaMOCTOATENbHO WHTepdenc 6onbluMHCTBA poyTepoB. U3
Pa306bET ANCK, oTGOPMATUPYET €ro U yCTa- JIOKanbHOM CeTW OH [OCTyneH Mo agpecy
HoBMT 6asoByto cuctemy. lMog KoHew Gyget https://ip_cepsepa/. MNMocne 3arpyskun Ham
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npegnaraT 3aiT B HEro ¢ NMOMOLLbIO N10-
rMHa 1 Napona agMUHUCTPATOpa, KoTopble
6bI1M 3afaHbl Ha 3Tane ycTaHoBKW. Mbl Mo-
XKeMm onpepenutb cepBepy OAHY M3 CTaH-
JapTHbIX ponei (Ham HyxeH Gateway) nn6o
NPONYCTUTb HAaCTPOMKY U CaMOCTOATE/IbHO
Bbl6paTb BCe HyxHble Moaynu. [enaetca
3TO B pasgene «YnpasJsieHne NporpamMmmHbIM
obecneueHnem» —> «KomnoHeHTbl Zentyal».
MNpw ycTaHOBKe NOABNAIOTCA peKoMeHaaunm
[LOYCTaHOBUTb HeKOTOpble Apyrne KOMmno-
HEeHTbl, KOTOpPble N3HaYanbHO HEeAOCTYMHbI.
Hanpumep, npu nHCTannAauMmM aHTMBMpYCa
n SAMBA (pns obmeHa dainamu no cetn)
peKomMeHAyeTCA BKIOUYUTb OMNUUIO CKaHW-
POBaHMNA pacllapeHHbIX ManoK Ha Hanuume
3710BpefjoB. Y)e YCTaHOBMIEHHble Moay-
NN BKMIOYAIOTCA M OTKMOYaTCA B pasgene
«CraTyc mogynsa». ObpaTuTte BHUMaHWe, YTO
HeKoTopble CNyO6bl 3aBUCAT ApYyr OT Apy-
ra — noka He BK/IOYMLIb OAHY W3 HUX, ApPY-
raa OygeTr HepocTynHa. bbicTpbii gocTyn
K MHOOPMaLUMM O TeKyLleM COCTOAHUMU CU-
CcTeMbl M 3anycKy (nepe3anycky) OCHOBHbIX
cny6 [OCTyneH C rnaBHON CTpaHULbl Beb-
nHTEepdelica, oHa e — «Paboumnini cton». B
NPaBoOM BepXHEM YNy HaxXxoAWUTCA KHOMKa
«CoxpaHUTb N3MEHeHUsA», He 3abbiBaliTe Ha-
XUMaTb Ha Heé Nocne CMeHbl HaCTPOEeK.

ualinux.com

Mpwu ycTaHoBKe YacTy mopynei bypet 3a-
nyLieH MacTep HacTpoliku. Hanpumep, ans
HaCTPOMKN ceTeBblX nopgkntoueHnin. [na
BHelHero nHTepdenica JOCTYMNHbI BapuaH-
Tbl PYYHOrO yKa3aHWA BCeX HACTPOeK unu
nonyuyeHna nx no DHCP nn6o uepes VLAN
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(802.1q) wnn ADSL (PPPOE). YBbl, B faH-
HbIl MOMEHT FOTOBOW MOAAEPXKKM CTOJb
No6UMbIX Hawumy npoBangepamu PPTP/
L2TP HeT, n eé BHegpeHMe He NnaHupyeTca
BMIOTb 0 C/lefylolWero penunsa, KoTopbii
YBUIOMT CBeT oceHblo. Hanbonee npoctbim
BbIXOOM 13 3TON CUTYaLMW BULUTCA NOKYI-
Ka npocTewwero poytepa (o1 500 pybnen),
HaCTpOKa ero Ha coeUHeHue C NpoBalige-
pom, nponucbiBaHMe cTatudeckoro IP ana
cepBepa 1 BbIHOC OHOro B DMZ unu nonHbin
npobpoc NopToB K Hemy. [InAa BHyTpeHHero
uHTepdelica cepBepa Hajo yKasaTb CTaTu-
yeckuin IP-agpec 1 BbIbpaTb MacKy nogceTu.
MoToM HaCTPOMKM MOXHO 6yeT MOMEHATL B
pasgene «CeTb» = «MHTepdeicbI».

ualinux.com

Takxe Ham noHago6aTcAa moaynu NTP, DNS,
DDNS u DHCP. MepBble Tpu HeobA3aTeNbHbl,
a BoT 6e3 nocnegHero He 06oOWMTUCH, ecnu
He XOTWTe BPYYHYIO NPOMNMCbIBaTb CceTeBble
HaCTPOMKMN Ha BCEX MalUMHaxX B NOKasibHOM
cetTn. B niobom cnyyae noKanbHbIA Kewu-
pyownn DNS-cepep, BHEWHUA [OMEH "
NOKasbHbINA Xe cepBep BpPeMEHMU MOEe3HbI.
He 3abyabTe TONbKO BKNIOUUTL CUHXPOHK3a-
uuto co ctopoHHUMM NTP-cepepamu B pas-
pgene «Cuctema» —> «[lata/Bpems». 3aofHO
MOHO NponucaTb CTaTUYeCKne MapLLpyThI,
HanpumMep AnA JOCTyNa K pecypcam okanb-
HOW ceTu npoBangepa.
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Tenepb NO3HaKOMMMCA C NMOHATUEM O0b-
eKToB 1 cnyx6 B Zentyal. O6beKTbI — 3T0 fto-
6ble ycTponcTea B cetn vunu ux rpynnsl (MK,
npuHTtepbl, NAS 1 Tak ganee). Mi3HayanbHO
co3palTcA Cnucku ob6bekToB (rpynnbl), B
KoTopble MOTOM [06aBnATCA HyKHble |P-
agpeca unm amanasoHbl agpecos. [na ot-
[JeNbHO B3ATOr0 XOCTa MOXHO YyKas3aTb U
MAC-agpec.

ualinux.com

Cnyx6bl B NOHUMaHuK Zentyal — 310 nop-
Tbl AW TPYNMbl MOPTOB U NMPOTOKONOB. Mpu
co3daHumn CNyObl MOXHO MOCTaBUTb ra-
NOYKY «BHYTPEHHWI», eCnun JaHHbIA NOPT 1
MPOTOKON MCNONb3yloTcA Ha cepsepe (Ha-
npumep, nopt 21 ans FTP-cepsepa Zentyal).
AHanormyHo obbeKkTam Kakpaa cnyxba
MOXeET BKJIOYaTb LeNbli CMMCOK MOpTOoB/
npoTtokonoB. Cny6bl 1 06beKTbl B Janb-
HelleM MOXHO WCMNONb30BaTb B APYrux
moaynax Bpoge OpaHAamayspa, U HYXKHbl
OHM NWWb ana 6onee rMH6KON M MPOCTON
HaCTPOWKU CeTu.
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B obwem cnyyae ana aktmsauun DHCP
[OCTaTOUYHO BbICTaBUTb Takue e HacTpoW-
KW, KaK Ha NepBOM CKpuUHLWOTe Hwxe. [o-
cne 31oro obdAsaTenbHO Hafgo [o06aBuTb
AnanasoHbl |P-agpecoB, KoTopble 6yayT
pa3fjaBaTbCA MalMHaM, — WX MOXHO CO3-
[aTb Cpa3y HeCKONbKO ANA pa3HbiX rpymnn
yctponcts. Cratnuecknin DHCP peanunsyetca
C NomMoLLblo 06beKTOB. YyTb Bbllle B Hallem
npumepe Mbl CO3[ann CNUCOK OOBHEKTOB
wire, B KOTOPOM YKa3anun HeCKOJIbKO MalLUWH
¢ IP- n MAC-agpecamu. Tak BOT, Ham foCTa-
TOUYHO J06aBUTb NOOOI CNNCOK OOHEKTOB B
pasgene «OUKCMpoBaHHbIE agpeca», YTobbl
KOMMblOTEPaM M3 3TOrO CNM1CKa NprcBanBa-
NUCb 3apaHee yKasaHHble |IP-agpeca B cooT-
BeTcTBUU € X MAC-agpecamum.

ualinux.com

Firewall pa3genéH Ha pABe norunueckue
yacTu. Mepeas, GUILTP NakeToBs, He CTOJb
MHTEpeCHa, Tak Kak MO3BONAeT HacTPoUTb
rMoBefileHNe TONMbKO BHYTPEHHUX CyKO
Zentyal. Bropaa uvactb - camoe 06blyHOE
nepeHanpasneHune (Npobpoc) NopToB.
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B KauecTBe nprmMepa OTKpoem AOCTYN K
Be6-nHTepdeiicy Zentyal usBHe, fobasus
ofHo npasuno B «MpaBuna ¢unbTpaunn 13
BHELUHMX CeTel Ha Zentyal».

PacnpeneneHve nonocbl NponycKkaHms Ha-
cTpavBaeTca B Gateway —> Traffic Shaping.
EctectBeHHO, 3TOT MoOAynb AOMXKeH OblTb
yXe ycTaHoBneH. [epBbiM Aenom B pa3gene
«CKopocTn nHTepderica» HaAO yKasaTb MaK-

ualinux.com

CUMasbHble BXOAALLYIO U NCXOAALLYI CKO-
pocTu cornacHo Balemy Tapudy. KoHtponb
3a CKOpOoCTbio 6a3npyeTca Ha cucteme dunb-
TpoB. L7. B pa3gene Application Protocols mbl
MOeM co3faBaTb 1 pefaKTMpOoBaTh rpynmnbl
NPOTOKOMOB. 3aTeM HeobxoaMMo f06aBUTbL
HY>KHble MpaBufia ANiA Kaxaoro n3 UHTep-
delicos, BbICTaBMB NpuoputeT 1 3agas Mno-
Kasatenu ckopocTtei. MOXHO, B 4aCTHOCTM,
33/]aTb OrpaHMyeHne AnA KaXKAoro u3 Kom-
nbloTepa B nokanbHol cetu. Npo ocoben-
HoCTM HacTponKku QoS y»ke pacckasblBanochb
B 3TOWN CTaTbe — PEKOMEeHAYeTCA NpounTaTh
HY>KHbI pa3gen.

Bonbwe yem USER v14.03(7)

23




Yana LINUX

servers

Ecnn y Bac ecTb HECKOMbKO BHELUHWX Ka-
HanoB Ans BbixoAa B VIHTepHeT (Hanpumep,
nBa wnmo3a uvnnm asa ADSL-mopgema, He-
0653aTefIbHO C OUHAKOBOW CKOPOCTbLID), TO
MOHO HacTpouUTb GanaHCMpPOBKY TpaduKa.

ualinux.com

B pa3spene «Cetb» —> «lUnto3bl» Kak pa3 u
NPOMNMCbIBAOTCA 3TU KaHanbl, a gna PPPOE
n DHCP oHn co3patotcs aBToMaTuyecku. Y
Ka)KOoro BHELWHEero COoeAMHEHUA MOXKHO
YKa3aTb BeC, TO eCTb daKTnyeckn npuopu-
TeT BblbOpa TOro UM UHOro KaHana. Ecnu
CKOPOCTW Y BHELUHWX KaHaNnoB O4MHAKOBbIe,
TO Beca ToXe AOJKHbI OblTb OfANUHaKoBbIe. B
NPOTMBHOM CJlyyae Yyem Bbllle HOMepP Npu-
opuTeTa (6onblue 1), a 3HAUMT U HIKE CKO-
pocTb, TeM pexe OyaeT natm obpatlieHve K
Hemy. HenocpepgcteeHHO 6anaHCMpPOBKa Oc-
HOBbIBAETCA Ha MpaBuiaX, B KOTOPbIX MOX-
HO yKas3aTb, Yepe3 KaKkoW LUI03 U Kakune aaH-
Hble 6yayT MATW. 34ecb Ham B oyepepdHou
pa3 NpUrogAaTCA OObEKTbI 1 CNYXKObI.
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Hanuuue cpasy HeCKONIbKMX LWITIO30B AAET
elé ogHO MpenMyLLecTBO — BO3MOXHOCTb
aBTOMATUYECKOro MepeKSIoYeHNa  MeXAay
HVMMW B Cllyyae, eClv OAVIH N3 HYX NepecTaéT
paboTtaTb. Ho npeasapuTenbHO HEMHOrO MNo-
3HaKOMMMCA C cucTemon cobbiTnin Zentyal.
Hac uHTepecyeT cobbitne «OTKa3oycTON-
ynBaa WAN», KoTopoe Hago BKOunUTb. Y
HeKoTOpbIX COOLITMI eCcTb HacTpavBaemble
napameTpbl, HanpuMep MOXHO YyKa3aTb B
npoueHTax o6béM CBOOOJHOrO MecTa Ha
MECTKOM ANCKe, NPY JOCTUMXKEHNN KOTOPOro
6yneT creHepupoBaHoO onoselyeHne. Ono-
BeLleHne 0 coObITMM MOXeT 6bITb fOCTaBsIe-
HO 10 aAMMHUCTPATOPa HECKOJbKNMM Cro-
cobamn — onA Hac akTyanbHbl Tonbko RSS
unn coobuieHne B Jabber. OgHoBpeMeHHO
BCe JIOrn coObITUIA 3aNnCbIBAlOTCA B »KypHa-
Nbl, KOTOPblE MOTOM MOXHO MPOCMOTPETb B
COOTBETCTBYIOLLEM pa3gerle.

ualinux.com

Tak BOT, nocne BKJIIOYEHMA OTKa30yCTON-
unson WAN ngém B pasgene «CeTb» B MYHKT,
KOTOpPbI Ha3blBaeTCA TOUYHO TaK Xe. 3aecb
Mbl fo6aBiAem npasuna NpoBepKm paboTo-
CNOCOBHOCTY KaXKAoro wWio3a NyTém «nuH-
ra» HemoCpPeACTBEHHO L33, KaKoro-nm6o
xocTa, HTTP-3anpoca unn 3anpoca DNS. Tyt
Xe jobaBnaemM MHTepBan 3anycka NpoBepKM
1 BbICTaBNAEM YMCNIO NOMbITOK. Ecnn wio3
He NPOXOAWUT MPOBEPKY, TO OH BPEMEHHO
OTKIIOYaeTCcA 10 BOCCTAHOBIEHUA €ro pa-
60TOCNOCOBHOCTY, a BCe 3amnpochl aBTOMa-
TUYECKM NepeHanpaBnAlTCA Ha gpyron(ne)
wo3(bl).
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[ononHuTenbHble HACTPOMKMN

Ecnu Bbl pewnnu obopmutb 6a3oByto noj-
M1CKY Ha cepsuchl Zentyal, To Bam Ha nouTty
JOJIXKHbI OblNM NPUATA NIOTUH WU Naposb.
MNepep Tem Kak NOAKNIOUNTL €€, Halo CreHe-
pupoBaTb cepTUdUKaThl (LnppoBble KNoUN)
B «LleHTpe cepTudumkaumm». OHU e B Aanb-
HellleM NOHaAZO6ATCA Ham AnA co3faHuA
VPN-nogknioueHun K cepsepy. [lna KopHe-
BOro ceptndurKata 4OCTaTOYHO YKas3aTb Ha-
3BaHVe opraHu3aunn 1 CPoK ero AencTBumA.
Mocne vero B pasgene «Mognucka» —>Server
Subscription goctatouHo BBECTV MpuUcniaH-
Hble JIOrVH 1 Naposib. OCO6EHHOro CMbICTa B
3TOM, EC/IN YECTHO, HET — MOXHO TOMbKO MO-
CMOTpPETb B AEMOPEXKUME Ha BO3MOXXHOCTH,
JOCTYNHble B MNaTHbIX BapMaHTax MOANUCKM
(pe3epBHOe KoMMpoOBaHMWe, YynpaBneHue
rpynnon cepBepoB, yaanéHHoe obGHOBne-
HVe 1 TaK ganee).

ualinux.com

B pa3spene «Cnctema» —> Import/Export
Configuration ecTb BO3MOXHOCTb COXpa-
HUTb U BOCCTAaHOBWTb TEKYLUMEe HaCTPOWKMN
cepBepa. Qann C HaCcTpoMKaMn pPeKOMeH-
JyeTca cKayaTb WM COXpaHUTb Ha Apyrom
MalnHe 1IN CbEMHOM HakonuTene. Takxe
MOXHO COXpaHUTb KOHdUrypauuwo B cep-
Buce Zentyal. 5To, noxanyi, eanHCTBEHHas
nonb3a OT Hero, Kpome BO3MOXHOCTU Mo-
cmoTpeTb, B CeTu nn cenyac cepsep, 1 aBTo-
MaTUYeCKOro yBelOM/EHNA NO NnouTe, ecnu
OH BAOPYT OTK/IOUUIICA.
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HakoHeu, nocnegHee, 4To pekoMmeHayeTca
cpenaTtb NpU NepBUYHOI HACTPOIKe, — 06-
HOBUTb cUCTeMy K3 pasfena «CucTemHble
0b6HOBNEHUSA», HaxaB Ha «CnNncok obHoBe-
HWUY», OTMETVB FanoykaMm Hy>KHble MakeTbl
1 NOTOM HakaB «O6HOoBNeHUe». ManeHbKUn
COBeT — Nyulle He BbIGUPATb BCE NaKeTbl
CKOMOM, a 0O6HOBNATL UX HEOONbLUMMM Nay-
KaMun. AnbTepHaTMBHbIN BapuaHT — MPOCTO
BbINoNHUTL B KoHconu (User Console) ase
KOMaH/ibl:
sudo apt-get update && sudo apt-
get upgrade

Hy 1 BkntounTb Hanocnegok asTomaTuye-
ckoe obHoBseHKe MO B HacTpoliKax.

ualinux.com

Ha 3ToMm, noxanyi, npepeémca. B cnepy-
foLLerl YacTn Mbl pa3bepém co3paHue rpynn
1 nonb3oBaTenei, HaCTPONKy danoobmeH-
HMKa, YCTaHOBKY TOPPEHT-KNMeHTa W pAafg
OpYyrux BeLyen.

o mamepuanam
3dnews.ru
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TpaHcnsaumnsa nsobpaxenus c IP-kamep

WHorga BO3HMKaeT 3afjaya opraHmsauum
TPAHCNAUMM BUAEONOTOKa C Beb-Kamepbl
B C€Tb. TeXHNYECKNX BAPUAHTOB peLUeHUsA
JAHHOWM 3ajaun CyulecTByeT MHOMECTBO.
PaccMoTprim HEKOTOpPbIE 13 HUX.

HayvanbHble ycnosus:

IBe IP-kamepbi hikvision 2CD7133E, koTo-
pble oTgatoT BugeonoTok no RTSP npoToko-
ny, 3aKoaupoBaHblil h264, mpeg, mjpeg;

Cepsep nog ynpasneHmem Ubuntu.

B KauecTBe cepBepa Aa TpaHCAALUKN No-
Toka wncnonbdyem Wowza Stream Server.
MpoayKT nnatHbIN, XOTA ecTb N JeMo-Bep-
cuns. [lockonbKy OH HanmcaH Ha java, To java-
MallvHa yxe [OoMmKHa ObiTb ycTaHOBJEHa.
YcTtaHaBnBaem cepBep:

sudo dpkg -i ~/wowzaMediaServer-
2.2.4.deb

Co3faem KaTanor NPUNoXXeHWsA:
sudo mkdir -p /usr/local/
wowzaMediaServer/conf/1live

Konupurpyem HacTponKu
cp -v /usr/local/
wowzaMediaServer/conf/
Application.xml /usr/local/
wowzaMediaServer/conf/1live/

Pefnaktupyem ckonvpoBaHHbI daiin:

HasHaubTe cBowcTBY Streams/StreamType
3HaueHue: live

HasHaubte cBomcTBY HTTPStreamers
3HayeHwue: cupertinostreaming,

ualinux.com

smoothstreaming, sanjosestreaming

HasHaubTe cBOMCTBY Streams/
LiveStreamPacketizers 3HaueHue:
cupertinostreamingpacketizer,
smoothstreamingpacketizer,
sanjosestreamingpacketizer

HazHaubte RTP/Authentication/
PlayMethod 3HaueHwne: none

NobasbTe cneayiolee CBOMCTBO B KOHTEN-
Hep MediaCaster/Properties:

forcelnterleaved

true

Boolean

Mcnonb3ya TeKCTOBbI pepakTop, COos3-
pante ¢ann /usr/local/WowzaMediaServer/
content/camera.stream

BBeguTte copepxmmoe B Buae MOSHOrO
nytn RTSP/RTP URL Kk Balwwewn kamepe, B 3a-
BUCMMOCTM OT KOJINYECTBa KaMep CO3[aem
COOTBETCTBEHHO cameral.stream, camera2.

streamu . g.
Ucnonb3ysa TEKCTOBbIN penak-
Top, oOTpepakTupynte daiin  /usr/local/

WowzaMediaServer/conf/admin.password
1 nob6aBbTe username (MMA NONb30BaTENA)
n password (naponb), KoTopble BymyT wc-
Monb30BaTbCA /s NyCKa U OCTaHOBA Ny6/m-
KaLuu BUAEO OT Kamepbl.

3anytute Wowza Media Server 2

OTkponTte 6pay3ep 1 BBeguTe B afpec-
HoW CTpOKe: http://ip.ad.re.ss:8086/
streammanager n BeeauTte Bawwu admin
username u password, KoTopble Bbl Ha3Ha-
ynnu B dparne admin.password
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KnukHnte no ccbuike [start-receiving-
stream] cpa3y nog pasgenom live application
folder

BbibepuTte MediaCaster Type: rtp

BeBegnte camera.stream B none Stream
Name

KnukHute OK
Tenepb y Bac 3anyLeHa TpaHCAALMA NOTOKa.

Mepexognm K pa3meLLeHnio Ha calTe.

Co3paém B DocumentRoot canmta pwu-
pektoputo flowplayer 1 ckauvBaem Tyga
flowplayer. Mocne 3Toro cosgaém dannbi
start.html, index.html, index1.html, flash.
html, flash1.html, html5.html, htmI51.html.

JlnctuHr start.html:
<tabTe width="640" height="240"
border="0" scrolling="no"
align="center" cellspacing="0"
cellpadding="0">
<tr height="240" valign="top">
<td width="320" height="240">
<iframe style="border: Opx;
padding:0px; width:320px;
height:240px !important;
position:absolute; z-index:1;
margin-top:0px; margin-right:0px;
border:0px;" scrolling="no"
align="middle" src="index.html"
></iframe>
</td>
<td width="320" height="240">
<iframe style="border: Opx;
padding:0px; width:320px;
height:240px !important;
position:absolute; margin-
top:0px; margin-left:-
9px !important; border:0px;
z-index:0" scrolling="no"
align="middle" src="indexl.html"
></iframe>
</td>
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</tr>
</table>

Jinctuur index.html:
<html><head>
<meta http-equiv="content-
type" content="text/html;
charset=UTF-8">
<script type="text/javascript"
src="flowplayer-3.2.6.min.js"></
script>
</head><body>

<div id="page">

<l--<a href="null" style="displa
y:block;width:320px;height:240px"
id="player"></a>-->

<script type="text/javascript">
var br = navigator.userAgent.
toLowercase() .indexof("safari");
var brl = navigator.userAgent.
toLowercase().indexof("chrome");

if (br !'= -1 && brl == -1)
{

Tocation="html5.html';

3

else

Tocation="flash.htm1"';
3

</script>

</div>
</body></html>

JNnctunr flash.html:
<html><head>
<meta http-equiv="content-
type" content="text/html;
charset=UTF-8">
<script type="text/javascript"
src="flowplayer-3.2.6.min.js"></
script>
</head><body>
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<div id="page">

<script>

var output = '<a href="null" ';
output += 'style="display:block;w
idth:320px;height:240px" ';
output += 'id="player'"></a>";
document.write(output);

flowplayer("player™, "flowpTayer-
3.2.7.swf",

{

clip: {

url: 'camera.stream',
live: true,

provider: 'rtmp'

1,

plugins: {

rtmp: {

url: '../flowplayer.rtmp-
3.2.3.swf",

netConnectionurl:
re.ss:1935/T11ive'
}

}

b

</script>

</div>
</body></html1>

"rtmp://ip.ad.

JuctuHr html5.htmil:
<html><head>
<meta http-equiv="content-
type" content="text/html;
charset=UTF-8">
</head><body>
<div 1id="page">
<script>
var output = '<video
controls="controls" wigth="515"
height="386">";
output += '<source src="http://
ip.ad.re.ss:1935/11ive/camera.
stream/playlist.m3u8">"
output += '</video>';
document.write(output);
</script>
</div>
</body></html1>
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@annbl index1.html, flash1.html, html51.
html otnnuatotca ot index.html, flash.html,
html5.html Tonbko nmeHem noToka: B opu-
rMHanbHbIX ¢arnax 3To camera.stream, a B
dainax c egMHMYKoOM - cameral.stream.

OcHoBHaA ugesn TyT B TOM, YUTOObI NOKa3bl-
BaTb PALOM KapTUHKY C [IByX Kamep 1 npu
3TOM B 3aBUCMMOCTM OT Opay3epa Ans noka-
3a BUAEO MCnonb3oBaTb TexHonoruio flash
unn htmls.

Mpun Takom pelleHUN Harpyska Ha npo-
Lueccop coctasnsana scero 7%.

B KakoW-TO MOMEHT 3aKa3uuK WU3bsBUN
KenaHue npocmaTprBaTb BUAEO C KaMep Ha
iPad. K coxaneHnuio Safari BoobLe He noga-
gepxunsaeT flash, a B cnyyae html5 He no-
3BONIAET OJHOBPEMEHHO MOKa3blBaTb Cpasy
[1Ba NoTOKa.

B Takon cutyaumu Bbi6op nan Ha motion,
KOTOPbI XOTA U ABMAETCA AETEKTOPOM ABU-
eHuA, ymeeT NPOCTO peTpaHCIMpPOoBaTh No-
TOK. XOTA NPULLIOCb NEPEHACTPOUTb Kame-
pbl UTOObI OHM OTAABaNM KapTUHKY B Jpeg.

YcTaHaBnmBaem motion:
apt-get install motion

Mepexoanm K KoHdurypmpoaHuio. OT-
KpblBaem ¢aiin /etc/motion/motion.conf n
NPUBOAMM K BUZY
daemon on
quiet on
width 640
height 480
framerate 10
quality 20
auto_brightness off
threshold 4500
noise_level 64
brightness 0
contrast O
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saturation 0

hue 0

ffmpeg_cap_new off

target_dir /var/lib/motion/
snapshots

webcam_Tlocalhost off

# MOXHO YBENUYUTb €C/IM HYXHO No-
BbICUTb KAuyeCTBO KapTUHKMU
webcam_quality 20
webcam_maxrate 10

output_all off

output_motion off

output_normal off

thread /etc/motion/thread2.conf
thread /etc/motion/threadl.conf

Cozpaém dainn /etc/motion/threadl.conf
C yKkasaHuem nyTu K html notoky ¢ kamepbl
1 MOpTY, Ha KOTOPOM OyaeT BeCTMUCb TPaHC-
nauus:
netcam_url http://ip.ad.
re.ss:port/streaming/channels/1/
preview
webcam_port 10000

[lns BTOpPOI KamMepbl OTAnuYMe TONbKO B
agpece 1 HoMepe nopra:
netcam_url http://ip.ad.
re.ss:port/streaming/channels/1/
preview
webcam_port 10001

Co3pgaém oannbl index.html, 251.html,
252,html:

JInctuHr index.html:
<table width="1030" height="386"
border="0" scrolling="no"
align="center" cellspacing="0"
cellpadding="0">
<tr height="386" valign="top">

<td width="515" height="386">
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<iframe style="border: Opx;
padding:0px; width:515px;
height:386px !important;
position:absolute; z-index:1;
margin-top:0px; margin-right:0px;
border:0px;" scrolling="no"
align="middle" src="252.html" ></
iframe>

</td>

<td width="515" height="386">
<iframe style="border: Opx;
padding:0px; width:515px;
height:386px !important;
position:absolute; margin-
top:0px; margin-left:-

9px !important; border:0px;
z-index:0" scrolling="no"
align="middle" src="251.htm1" ></
iframe></td>

</tr>

</table>

JInctuHr 251.html:
<script language="javascript'>
var BaseURL = "http://ip.ad.
re.ss:10001/";

var File = "stream.mjpg";
theDate = new Date();
output = '<IMG SRC="';

output += BaseURL;
output += File;
output += "" WIDTH="515">";
setInterval (document.
write(output),80);
</script>

®ann 252.html otnuuaetca ot 251.html
TOJIbKO HOMEPOM MopTa.

MockonbKy MOTOK oTAaétcA B dopmare
mjpeg To Janeko He Bce Gpay3epbl CMOryT
ero nokasarb. Ho firefox BnonHe moxert.

o mamepuanam
ylsoftware.com
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U3MeHseM pa3pelueHue 3KpaHa

Ha pHAx yctaHoBun cBoemy XopoLuemy
3Hakomomy Linux Mint. I Bce 6blI xopoLuo,
HO BOT MaKCUMasibHOe pa3pelleHne 3Kpa-
Ha, Ha ero 19-4OAIMOBOM MOHMTOPE, OblNo
1024 x 768 BmecTto 1440 x 900. Mpuwnocb
HeMHOro No6opoTbLCA C AaHHON NPobaemon.

PeweHunn a Hawen MHOro, HoO OCTaHOBUJI-
CA Ha [BYX CaMbIX pPacrnpocTpaHeHHbIX. B
OfHOM COBETOBaNN WM3MEHUTb CUCTEMHBIN
dann Xorg.conf, a B Apyrom — BOCMOsb30-
BaTbCA KOMaHZon xrandr. Mepsbin cnyyait
oTnasn nouTn cpasy, NoTomy Kak dpaina Xorg.
conf B cncteme He oKasanocb, a BOT CO3-
[aTb ero A Tak U He cmor. O no3sop MHel!
MosToMy A onuwy TOT cnocob, KOTOPbIN
cpaboTtan Ha Bce 100%.

Wtak B 601! BoinonHum B TepMmrHane KomaHay:
xrandr

Mocne 3Toro Bbl AOMKHbI YBULAETD BbIBOA
KOMaHfibl, B KOTOPOW JOMXHbl ObITb yKa3a-
Hbl NoAepKMBaeMble paspelleHus. B moem
Cflyyae HyXXHOroO paspelleHns A He yBugern,
N CKopee BCero, UTo Bbl ToXe He yBuauTe.

A BOT COGCTBEHHO 11 CaM BbIBOA;:
Screen 0: minimum 8 x 8, current
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1280 x 1024, maximum 16384 x
16384

DVI-I-0 disconnected (normal left
inverted right x axis y axis)
VGA-0 connected 1280x1024+0+0
(normal left inverted right x
axis y axis) 338mm x 270mm
1280x1024 60.0*+ 75.0

1280x960 60.0

1152x864 75.0

1024x768 75.0 70.1 60.0

800x600 75.0 72.2 60.3 56.2
640x480 75.0 72.8 59.9

DVI-I-1 disconnected (normal left
inverted right x axis y axis)
HDMI-0 disconnected (normal Teft
inverted right x axis y axis)

M3 3TOoro BbiBOAa KOMaHAbl MOHATHO, YTO
MOW MOHUTOP nofkstoyeH K VGA Bbixoay BU-
JeokapTbl (VGA-0), a He3agelCcTBOBaHHble
BbIXoAbl oka3zanucb Takme: DVI-I-1 n HDMI-0

MockonbKy  MOHMTOP  19-A10MMOBBIN,
TO MHe Hy)KHO 6blno pa3peleHne 1440
X 900. TouHoe pa3spelleHMe 3KpaHa A y3-
Han B WHTEpHeTe MO MOAeNnM MOHUTOopa.
[anee BbINOAHMM KOMaHAY:
cvt 1440 900 60
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fl nonyunn cnegytowmii BbiBog
# 1440x900 59.89 Hz (cvT 1.30MA)
hsync: 55.93 kHz; pclk: 106.50
MHZz
ModeTine «1440x900_60.000 106.50
1440 1528 1672 1904 900 903 909
934 -hsync +vsync

M3 BepxHero BbiBOJa KOMaHfbl, KOMMpPY-
€M TeKCT, KOTOPbI BblaeneH KpacHbIM LiBe-
TOM W BbIMOJIHAEM CllefyloWyo KOMaHzy,
KOTOpas CO3[acT HOBbIA PEXUM C HYXHbIM
HaM paspeLLeHnem:
xrandr --newmode "1440x900_60.00"
106.50 1440 1528 1672 1904 900
903 909 934 -hsync +vsync

Tenepb pobaByM ero B cuctemy:
xrandr --addmode VGAl
1440x900_60.00

3anycTyM HOBbIN PeXMM:
xrandr --output VGAl
--mode 1440x900_60.00

Mo npee y Bac gomkHO NomeHATbCA pas-
pelleHrie 3KpaHa Ha HYyXXHOe, y MeHA Mo
KpaliHein mepe OblNo MMeHHO Tak. Tenepo,
€Cnn Bce BbILWIIO KaK Haflo, HYXHO caenatb
TaK, 4YTOObl [aHHOe pa3pelleHne 3SKpaHa
3arpy»anocb BMeCTe C 3arpy3kon cucre-
Mbl. [ToTOMY, UTO ecnn 3Toro He caenatb, TO
n3mMeHeHHoe (HyXHoe Bam) paspelweHune
3KpaHa cbpocuTca cpasy Xe nocne nepe-
3arpyskm cuctembl. [nAa 3Toro cosfjagum
ckpunT. OTKpOemM TEKCTOBbIN peaakTop
Gedit, nn6o nibon papyron, K BNULWEM
cnepyoL i TeKCT:
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#!/bin/sh

xrandr --newmode "1440x900_60.00"
106.50 1440 1528 1672 1904 900
903 909 934 -hsync +vsync

xrandr --addmode VGAl
1440x900_60.00

xrandr --output VGAl --mode
1440x900_60.00

W COXpaHAeM, Hanpumep C Ha3BaHMEM
Display.sh B [domaluHiolo nanky. nasHoe,
yToGbl MOCne Ha3BaHWA CKpunTa, obA3a-
TesIbHO 6bIN0 OKOHYaHKe .sh. Tenepb HYXXHO
caenatb 3TOT CKPUMT MCMofiHAeMbIM. [na
3TOro NpPaBON KHOMKOW MbIWK MO 3TOMY
danny — Ceowictea —>paBa —> (cTaBuM ra-
nouky) —> Pa3pelwnTtb BbinosnHeHue dalina
Kak nporpammbl. Tenepb po6asBum 3TOT
cKpunT B ABTO3arpy3Ky cmctembl. Bce, nonx-
HO paboTatb!

o mamepuanam
softhelp.org.ua

34

Bonbwe yem USER v14.03(7)



http://softhelp.org.ua/?p=4430

user
And

LINUX

workstation

YcTaHaBnuBaeM gpaiiBepa npuHtepos Canon

B maHHOM cTaTbe A paccKaxy Kak ycTta-
HOBUTb ApanBepa ana npuHtepos Canon,
Mapok PIXUS, MX, MP, IP n MG B Ubuntu 1
4.04/13.10/13.04/12.10/12.04, a Tak*e Linux
Mint 16/15/14/13.

Ecnn mopenb Bawero npuHTepa Canon
€CTb B CMMCKE, KOTOPbI NPefCcTaBNeH HIXe,
TO Bbl 6€3 Npob6siemM CMOXeTe ero yCTaHOBMTD.

Canon PIXUS 550 Canon MP140 Canon iP1900
Canon PIXUS 560 Canon MP160 Canon iP2200
Canon PIXUS 850 Canon MP190 Canon iP2500
Canon PIXUS 860 Canon MP210 Canon iP2600
Canon PIXUS 865 Canon MP240 Canon iP2700
Canon PIXUS 950 Canon MP490 Canon iP3300
Canon PIXUS 990 Canon MP500 Canon iP3500
Canon MP510 Canon iP3600
Canon MP520 Canon iP4200
Canon MX320 Canon MP540 Canon iP4500
Canon MX330 Canon MP550 Canon iP4700
Canon MX350 Canon MP560 Canon iP4800
Canon MX360 Canon MP600 Canon iP5200
Canon MX410 Canon MP610 Canon iP6600
Canon MX420 Canon MP630 Canon iP7500
Canon MX420 Canon iP100 Canon MG5100
Canon MX860 Canon iP1800 Canon MG5200
Canon MX870 Canon iP1000 Canon MG6100
Canon MX880 Canon iP1500 Canon MG8100

[lna 3TOro Hy»XXHO [06aBUTb HYXHbIA pe-
MO3UTOPUA 1N OBGHOBWTb CMMCOK MaKeToB

ualinux.com

cMcTemMbl KOMaHdamu B TepmuHane
sudo add-apt-repository
ppa:michael-gruz/canon-trunk
sudo apt-get update

Hy a Tenepb Hy»HO BNrcaTb MMEHHO BaLly
Mofenb npuHTepa B KOMaHay ANnA YycTa-
HOBKM pApaliBepa. KomaHga Oymetr umetb
cnegyowmmn Bug
sudo apt-get install cnijfilter-
ipl00series

W TakK:
sudo apt-get install cnijfilter-
mpl40series

nmbo BOT TaK:
sudo apt-get install cnijfilter-
mx320series

Hapelocb y Bac Bce monyuntbCA M Ball
NPUHTEpP 3apaboTaeT Kak yacbl. Yaauu!

o mamepuanam
softhelp.org.ua
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NMNoapo6bHee 0 KOMaHAAX apXUBUPOBAHUA U
okKaTus B cucrteMme Linux

MoTpebHOCTb ynakoBblBaTb W CKUMATb
dannbl B BMAe OOHOrO apxvBa BO3HUKNA
NPUMepPHO B TO e camMoe Bpems, Korpa
KOMMbIOTEPbI BNEpBble MONYUYNSIN XKecTKue
OUCKM, 1 3Ta NOTpebHOCTb He ncyesna o
ceropHAwHero AHA. Kaxaplh feHb B Buge
apXMBOB 3arpy»aeTcsA Ha CalTbl N CKauuBa-
eTCA C CaiTOB BCe, HAUMHaA OT JOKYMEHTOB
n doTorpaduii n 3aKaH4YMBaA Nporpammamm
1N ApanBepamn YCTPOWCTB. bonbwmnHCTBO
nonb3oBaTeneli 3HakoMbl ¢ dannamun .zip,
O[HaKO eCTb ropa3fo 60sbLUe apX1MBaTOpPOB,
KOTOpble He Tak U3BeCTHbI, KakK .zip. B aTom
PYyKOBOACTBE Mbl PacCKa)em Bam O pasnuny-
Hble KOMaHfZax, KoTopble ecTb B Linux, n o
TOM, KaK MPaBuUIbHO X NCMONb30BaTh.

Tar n gzip

NcTopuueckn cnoXxmnoch Tak, 4To MHCTPY-
MEHTOM apXMBMPOBaHWA, WCMONb3yeMbIM
B Linux no ymonuaHuio, ABnaeTcA KomaHaa
tar. NepBoHayanbHO OHa o3Hauyana «Tape
Archive» («ApxuB Ha MarHuUTHOWM JieHTe»),
HO 3TO 6bII0 TOrAda, KOrpa NeHTbl Obiny oc-
HOBHbIM HOCUTENEM [N NepeHoca AaHHbIX.
KomaHpa tar sBnAeTca oyeHb rmbKoin 1 oHa
MOXeT co3faBaTb, CKMMaTb, OBGHOBNATD,
pacnakoBbiBaTb M TeCTUPOBaTb apXMBHbIE
dannbl. Mo ymonyaHuio pacliMpeHnem ana
HeckaToro apxmea tar (nHorga Ha3biBaembiM
dannom tar unm apxusom tarball) asnaer-
CA pacwmpeHue .tar, Toraa Kak ana okaTbix
apxMBOB tar valle BCero UCMosnb3yloT pac-
lmpeHwne .tgz (o3Havatollee, 4yTo apxms tar
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oXKat ¢ nomolbto KomaHabl GNU zip). B gein-
CTBMTENIbHOCTM B apxmBax tar npepnaraetca
HeCKOJSIbKO Pa3finyHbIX MEeTOAOB CXaTus, B
ToMm umncne bzip2, zip, LZW n LZMA.

UTobbl co3patb HecxkaTblii apxus tarball
Bcex Galnos, MmeloWwnca B Katanore, uc-

Nonb3ynTe CNeayoLWYy0 KOMaHAay:
tar cvf somefiles.tar

C O3Hauaet create (co3paTb), v pacwud-
poBbiBaeTCA Kak verbose (o3Hauvaloulee,
YTO KOMaHAa tar BbiBefeT CnMCoK ¢alnsios,
KoTopble OHa apxusupyeT), a f roBoput o
TOM, YTO CnepylowWmnin napameTp ABNAETCA
umeHem danna apxuBa, B JaHHOM cCllyyae
somefiles.tar. CUMBOJ * TOUHO TaKXe, KaK 11 B
60NbLUNHCTBE KOMaHL KOMaHaHo o6osou-
Ku Linux, 0603HauaeT Bce dpaiinbl B KaTanore.

Apxuns somefiles.tar cozgaerca B TekyLem
KaTanore. Tenepb €ro MOXHO CXaTb C MOMO-
b0 TaKMX MHCTPYMEHTaJIbHbIX CPefCTB Kak
gzip, zip, compress unu bzip2.

Hanpumep:
gzip somefiles.tar

Komaga gzip coxmeTr apxvB 1 [06aBWT
pacwmpeHne .gz. Tenepb B TeKyllem KaTa-
nore Bmecto ¢anna somefiles.tar Gyget Ha-
xoamutbca dann somefiles.tar.gz.

ITOT ABYXLIAroBbIVi MPOLEeCC, Koraa cos-
[AETCA apXVB MU OH CKMMAETCHA, MOXET ObITb
CBEQlEH K OJHOMY Lary ¢ MoMOLLblo onepa-
Lnu tar, BCTPOEHHOW B KOMaHZy CKaTus:
tar cvzf somefiles.tgz
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JTa KOMaHAa Co3[acT CKaTblli apXxvB
gzip (apxus tarball), koTOpbIN Ha3blBaeT-
ca somefiles.tgz. [lononHutenbHbIN napa-
METpP Z yKa3blBaeT KoMaHfe tar, uto cKatme
6ynet ocywectBnAatbca B tarball. Bmecto
napameTpa z MOXHO WCMONb30BaTb Napa-
MeTpbl j, J unn Z, Kotopble COOTBETCTBEH-
HO YKa3blBaloT KOMaHfe tar mcnonb3oBaTb
anropuTtmbl cxatma bzip2, xz n LZW. C no-
MOLLUbIO MapameTpa Xz YyKa3blBaeTcA WuC-
nonb3oBaHMA anroputma cxatma LZMA2,
KOTOPbIV NpefcTaBnAeT cobo TOUHO TaKow
e anroputMm, Kak 1 nonynsapHasa B cucteme
Windows nporpamma 7-Zip.

7-Zip
C nomoLlbio KOMaHAbl 7zf MOXHO CO3-
faTb ¢aln, COBMECTUMbIA C anropuTMOMm
oKatma 7-Zip. Ytobbl co3paTtb apxuB .7z,

ncnonb3yliTe cnefyoLLyio KOMaHAay:
7zr a somefiles.7z

MapameTp a o3HayaeT add (go6aBunTb),
T. . 06aBUTb BCE NOKasNbHble daitnibl B ap-
xmB somefiles.7z. 3atem 3TOT ¢ain Mox-
HO OTNpPaBWTb MONb30BATENO CUCTEMDI
Windows 1 OH CMOXeT 13BNeUYb COpEepPKU-
Moe apxmBa 6e3 Kaknx-n1mbo npobnem.

B cucteme Linux He pekomeHgyeTca uc-
nosib3oBaTb KOMaHAy 7zr AnA pe3epBHOro
KOMMpPOBaHWA, MOCKONbKY B TaKWX apxu-
Bax 7-zip He coxpaHseTca MHbopmauma o
Bnagenbue/rpynne danna. KomaHgy 7zr
MOXHO MCNONb30BaTb ANA CO3[aHUA apXu-
Ba tarball (B KoTopom coxpaHaeTca nHpop-
Mauma o Bnagenbue ¢anna). Bol moxeTe
cgenatb 3TO C Momolbio KoHBerepa Unix

cnepyowmm obpasom:
tar cvf - * | 7zr a -si somefiles.
tar.7z
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CvmBon pedurca nocne napametpa f co-
obuaeT KomaHfe tar o Tom, YTO pesynbraTt
HY><HO NMOCbINaTb B CTaHAAPTHbIN BbIXOAHOM
notok Unix — B stdout, a He B ¢arn. lMo-
CKOJIbKY KaK Mbl MCMOMb3yem KOHBeIep, Bbl-
XOHOW MOTOK KOMaHfbl tar 6yaeT Hanpas-
neH B KOMaHgy 7zr, KoTopasa OyaeTt oxugatb
BBOJA [aHHbIX N3 CTaHAAPTHOrO BXOAHOTO
MOTOKa, MOCKOMNbKY YKa3aH napameTp -si. 3a-
TeM KOMaHAa 7zr co3hacT apXuB C MMEHEM
somefiles.tar, B kKoTopom 6yaeT HaxoauTbcA
apxumB tarball, B kKoTopom, B cBOIO ouepesb,
6yayT HaxogmTbca dannbl. Ecnn Bbl He 3Ha-
KOMbI C CNOJSIb30BaHMEM KOHBelepa, TO Bbl
MOXeTe B [IBa dTana MOXeTe CO3AaTb CTaH-
JapTHbI apxumB tarball, a 3aTem ckaTb ero ¢
NMOMOLLIbIO KOMaHAbI 7zr:
tar -cvf somefiles.tar
7zr a somefiles.tar.7z somefiles.
tar

NsBneueHne faHHbIX
M3BneyeHne ¢annoB U3 3TUX pasnnu-
HbIX apXMBOB TaK)Ke OCYLUeCTBAAET A0CTa-
TOYHO MNPOCTO; HMXKEe NpuBeAeHa KpaTkan
Wwnapranka anAa u3snevyeHna ¢dannos wu3
Pa3nNnYHbIX apPXMBOB, CO3AAaHHDBIX BbILLE.
Ytobbl n3Bneub npocton apxus tarball,

NCNonb3yiTe KOMaHAy:
tar xvf somefiles.tar

[oe napameTp x eXtract
(n3BneueHwue).
Ytobbl n3Bneub cxkaTbl apxus tarball,

nCcnonb3yinTe KOMaHay:
tar xvzf somefiles.tgz

O3Ha4yaeT

I'IapameTp Z YKa3blBaeT KomaHpe tar o Tom,
UYTO AN1A CKaTnAa MNCXOAHOro apxumea 6bina
ncnonb3oBaHa KOMaHAa 92|p
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Bmecto napameTpa z Bbl MOXeTe B 3a-
BMCUMOCT/ OT TOrO, KakoW NpuMeHANca
anropuTM CKaTMA MNpW CO3haHUM apxuBa,
yKasaTtb napamertp j, J nnu Z.

Ytobbl n3sneub dannbl us danna 7-Zip,

NCMONb3yTe KOMaHAy:
7zr e somefiles.tar.7z

3aknioueHne
B cucteme Linux npegnaraetca wwu-
POKUI CMeKTp KOMaHA apXvBMpPOBaHMWA

1 okatus. MonpobyiiTe NoO3KCNepUMEHTH-
pOBaTb C KOMaHAAMMU Zip U XZ; OHU paboTatoT
OUEHb MOXOXE Ha APYrve KOMaHAbI, yXKe yro-
MsAHYTble 3aecb. ECin y Bac BO3HUKHYT npo-
6nembl, TO 3a AOMNONHUTENIbHOI NOACKA3KOM
BaM cniegyeT obpaTUTbCA K OMUCaHUI0 Ha
CTpaHuLax man, HanprMep, man xz.

o mamepuanam
rus-linux.net

TepMmuHan Linux.
KoMmaHabl HaBUraymMm B TepMuHane

Y10 13 ce6Aa NnpeacTaBnAeT KOpHeBas
dannoBas cucrtema Linux?

Mpexpe yem NPUCTYNUTb K KOMaHAam B
TepMrHane, NoroBopMM O AUPEKTOPUAX B
Linux. 3pecb HeT gucka C:\\ D:\\ 1 npouux.

Korga A HaumHan ceow nyTb B Linux, ana
MeHSA 3TO ObiNo Hanbonee HenoHATHO. lMo-
3TOMY XOUY MPOACHUTb 3TOT MOMEHT.

He Ba)XHO Ha CKOJMIbKO Bbl pa3obbeTe pas-
[enoB Ball KeCTKui Auck. B cucteme byaer:

"/" - KOpHeBasa gupeKTopua

3aTeMm yxe nayT BCe OCTallbHble KaTasnory,
KOTOopble ciy»KaT s Yero-To.

Ounpektopus /home - xpaHWT KaTanoru
nosib3oBaTesieil, B KOTOPbIX MOXKHO, KaK npa-

ualinux.com

Yacme 1

BUNO, BbIMOAHATb OGOMbLIMHCTBO AENCTBUN
6e3 napona agMMHUCTpaTopa. Baw gomau-
HWIA KaTanor HaxoauTcA no agpecy - /home/
Bawe Vmsa_nonb3oBaTens.

Oupektopun /mnt n /media - BoT 37O
BaXHO, B 3TW KaTasiorm MOHTUPYIOT-
cA  ppyrue ¢usmyeckne aucku, dnew-
KM W npoume HocuTenu uHbopmMauunn.
B Ubuntu B katanor /media MoHTUpytoTCA
AVCKN, rewkun, To ecTb B 3TOM KaTtanore
CO3/4aeTcA nanka c Ha3BaHWeM BaLLero 3JiekK-
TPOHHOro HOCUTENA.

OcTanbHble KaTafiorn CMCTeMHble M pac-
CKasy O HUX CTOUT BbIAENNTb LeNyto CTaTbio.
Mepengem K KOMaHAam B TepMUHae.

Bonblwe yem USER v14.03(7) 3



http://rus-linux.net/MyLDP/consol/depthlook.html

user
And

LINUX

console

KomaHAbl HaBUrayum B TepMnHane
Korga Bbl OTKpblBaeTe TepMUHan B
Ubuntu. To Bbl HaxoguTecb B CBOEM
JloMalliHeM KaTasore:

3HauyokK ~ (TunbAa) - 03Ha4YaeT JOMaLUHUN
KaTanor TekyLero nonb3osatens. Ytobbl y3-
HaTb TeKyLlylo ANPEKTOpUIo, B TepMUHane
[OCTaTO4YHO HabpaTb KoMmaHay: pwd. Bbinon-
HeHVe JaHHOW KOMaHAbl NpeAcTaBfieHO Ha
CKPVHLLOTE BblLLE.

[lnA HaBWraumm B TepMIMHase NCnonb3yeT-
cA KomaHaa "cd". CHavyana 3anucbiBaeTca Ko-
MaHpfa cd, 3aTeM NyTb, KyZia HyXHa nepenTu.
Bbirnagut Tak:

[aHHOI KOMaHZOW nepexognm B Katanor
/home cd /home. Ho 370 He BCE, UToO MOXHO
Jenatb C MOMOLLbi0 KOMaHAbl cd:

cd
BblLLe

cd ./. nepentn B AUPEKTOPUIO [BYMSA
YPOBHAMU BbilLE

. MepenTn B JUPEKTOPUIO YPOBHEM

ualinux.com

cd ~ nepeinT B AOMALLHIO ANPEKTOPUIO

cd - nepentm B AUPEKTOPUIO, B KO-
TOpOW HaxoAWnWCb [0 nepexoda B
TeKyLLyto ANPEKTOPUIO

CnegytoLian KoMaHAa MCMosib3yemas B Ha-
Buraummn "Is". Ecnm BBectu Is, To oTob6pasutca
COOEPKUMOE TeKYLLEN ANpPEKTOPUN:

Is -F  oTo6pa3utb cogepxmmoe TekyLuen
AnpekTopum c fobaBeHNeM K UMeHaM CUM-
BOJIOB, XPaKTepU3yoLmx Tun

Is -l nokasaTtb geTanusnpoBaHoe npeg-
cTaBneHve GannoB U JUPEKTOPUIA B TEKY-
Len gupeKktTopumn

Is-a noka3saTb cKpbITble dalnbl 1 gnpekx-
TOpWK B TeKyLLEN AUPEKTOPUM

BaxHo! Korpa Bbl BBOgUTE KOMaHay cd, Bam
He 06A3aTeNlbHO BBOAWTb MOMHOCTBIO MMSA
OVPEKTOPUN, OCTaTOUHO Ha)<aTb KnaBuLLy
"TAB', nponsongeT aBTOAOMNONIHEHE Ha3Ba-
HUA KaTanora. Ecnn nma He 3anonHMNOChH,
3HAUMT, eCTb elle OAMH KaTasNior C TakKUM Ha-
3BaHMeM. Haxas gaxpabl knasuwy "TAB',
BbIBEAETCA CMUCOK C KaTanoramu, Kotopble
MMeIoT B CBOEM MMEHW HauvanbHble OYKBbl,
KOTOpble Bbl BBENM.

JT0 KacaeTca He Tonbko "cd”, HO N gpyrux
KomaHa. Hanpumep, korga Bbl xoTuTe OT-
pefakTMpoBaTb Kakon-To ¢arin. Bol Bbinon-
HunuKomaHgy s, ysupenu, uto y danna nma
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cocTouT 13 30 3HaKOB, TO OCTaTOYHO BBECTU
nepsble OYKBbl €ro UMeHN 1 HaXaTb KnaBu-
wy "TAB" n npon3onget aBTo4OMNONHEHME.

KomaHgbl yaaneHus,
KONVpPOBaHNA B TepMUMHane
WTak ¢ HaBuraumen pasobpanncb, Tenepb
HayuMMCs YAansaTb U KOMMPOBaTb KaTanoru
1 dalnbl B TepMuHane
Co3gaHne KaTasioroB BbIMOJIHAETCA KO-
maHgon "mkdir":

mkdir dir1
Hem 'dirl’

mkdir dir1 dir2 co3patb aBe AgupeKTOpUn
OAHOBPEMEHHO

mkdir -p /dir1/dir2
pekTopui

[lnAa yaaneHna oupeKTopuin MCnonb3yeTca
komaHga "rmdir":

co3aaTb ANPEKTOPUIO C NMe-

co3paTh AepeBo au-

[na ypaneHuna ¢ainoB ncnonb3yeTca Ko-
MaHga "rm". PaboTaeT oyeHb NPOCTO, NuLLe-

ualinux.com

Te KOMaHAy 1 Ha3BaHue darna:

rm file1 yganutb dpaiin c umeHem 'file1'

Ho "rm" no3sondeT He TONbKO YyAanATb
dannbl, Ho 1 KaTanoru:

rm -r dirl yaanutb AUPeKTopurio C UMEHEM
'dir1' n peKypcmBHO BCE eé coepxrmoe

rm -r dirl dir2 yganutb ABe gnpektTopumn n
PEeKYPCMBHO MX CoflepKnumoe

Tak e mcnonb3yetca napametp -f, 310

O3HauvaeT, uTo Npu yganeHun He byaeT 3a-
npaLwnBaTbCA NOABEPXKAEHME Ha yaaneHue,
KomaHga 6yzeT BbirnageTb Tak:
rm -f filel
rm -rf dirl

Ona nepemelieHna 1N nepenmmeHoOBbIBa-
HUA ¢a|7|n0|3 N KaTanoroB NCnonb3yeTcAa KO-
MaHOa mv:

Bcé npocTo, uTo6bl NepenmeHoBaTb daiin,
3anncbiBaeM KOMaHay:

mv Ha3BaHWe_daiina HoBoe_Ha3BaHue

Y1o6bl NepemecTnTb dainn:

Bonbwe yem USER v14.03(7)
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mv Ha3BaHue_darina nyTb/

Hy n octanocb konuposaHue. ina Konu-
poBaHMA NCNob3yeTca KomaHga "cp™

cp file1 file2 ckonupoBatb daiin file1 n Ha-
3BaTb ero file2

ualinux.com

cp -a dir1/ dir2/ - konnpoBaTb AnpeKTO-
puto dir1 B gupekToputo dir2

cp file1 dir1/ - konuposaTtb dain c UMeHeM
file1 B gupekTopuio c umeHem dir1

BoT ocHOBHble KOMaHAbl HaBUraLWK B Tep-
MuHane Linux.

BaxkHo! Y Kaxpgon KomaHAbl MPUCYTCTBY-
€T MHOXeCTBO MapameTpoB, UTOObI y3HaTb
nX, NPOCTO HabepuTe KOMaHAy 1 NapameTp
--help

Hanpumep: rm --help

o mamepuanam
linuxrussia.com
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Haxoaka ana WWTtupnuua
NN YPoK Kpuntorpagum

WNHorga Hy»XXHO CKpbITb AaHHbIE OT YyXKX
rna3. Hanpumep, npu nepegauye TanHoOro
3MIeKTPOHHOIO MWCbMAa HYXHO rapaHTu-
poBaTb, UTOObl €ro MOr MnpoYuTaTb TOMb-
KO nosnyyatenb M 6onblie HUKTO APYrom.
Maponu TakXe BepHee XpaHWUTb 3awund-
POBaHHbIMK, a KoY MpATaTb OTAENbHO!
Ona 3Toro cywecTtByloT KpunTtorpaduue-
CKMe nporpaMmHble cpefcTBa, HO AaBaiTe
HanuLwem YTo-TO CBOe.

Y1o6bl pacwmndpoBatb AaHHble ObINO He-
BO3MOXHO, laXke eCiy U3BEeCTEH aJiropuUTM,
npy  WUPPOBaHNN UCMOMb3YIT Maposb
(kntou). Knouom MOXET CnyXuTb CNOBO,
¢dpasza, Habop CUMBOJIOB, TEKCTOBLIN dalis.
HapexHbl Knoy JomkeH 6bITb JJIVMHHBIM 1
COCTOATb U3 3HAKOB, NTULUEHHBIX CMbIC/a.

Ona wndposaHuma 6aiToB AaHHbIX byaem
MCMONb30BaThb JIOrMYecKyto NobrToByto one-
paumio xor — “nckniovatowiee nnm”. Cxema
3TOW onepauun Takas:

0AN0=0;0A1=1;1A0=1;171=0

Onepauunto xor B A3blke C/C++ BbINoOJ-
HaeT onepatop A. C Mbl 1 UCMNONb3yeM Ans
HanycaHWsA NPorpaMmbl.

Ona wudpoBaHna onepauma xor ypnob6-
Has TemM 4TO OHa obpaTtumasn. Ecnn ectb
ypaBHeHue A =B A C, rge nepemeHHble A, B,
C - 570 6alTbl, TO TaKXKe BEPHO ypaBHEeHMe
B=AAC.

Anroputmbl WM$POBaHUA OblBalOT pas-
Hble. Bygem wucnonb3oBaTb NPOCTON Me-
Toh. Ero cytb B TOM, UTO6HI NOOYEpPEHO

ualinux.com

0b6pabaTbiBaTb Kaxkabll 6anT BxogHoro dai-
na n 6ant Knoya. Hag satmmmu 6antamm Bbl-
nonHaeTcA onepaumsa A 1 6anT pesynbrata
3anuncbiBaeTCcA B BbIXOAHOW 3awndpoBaH-
HbIn pann. Mocne o6paboTKN NocnegHero
6aliTa K/o4ya, B anroputm LWKNGPOBaHUS
MocTynaeT nepsbll 6alT Koya, MOTOM BTO-
poi n Tak no Kpyry. Hanpumep, dain ¢ Tek-
CTOM «MfaHeTa 3emnsA» OygeT 3awmndpoBaH
KJIIOYOM ZyX MO CXeMe:

nnaHeTa 3emns

ANNANANNNNNNNNNAN

ZYXZYXZYXZYXZ

Kak 1 camasa xor, Takon anroputm obpa-
TUM: ero BbIMOJIHEHVE Hafg 3alndpoBaH-
HbiMn Gantamm npu TOM XKE knioue pact
paclundpoBky.

O dopmarte 3awmdppoBaHHoro daiina

3awndpoBaHHble dannbl 6ygyT UMETb
ocobeHHble pacwmpeHus - xef. Mepsbin
6ant 3awwndposBaHHOro dainna  ykKasbl-
BAaeT Ha [/UHY OPWrMHaNbHOIO paclim-
peHMA. 3TO HYXXHO AN TOro 4ToObl MOX-
HO O6bIO onpefenuTb rge HaxopaTcs
6alTbl OPUTMHANBHOIO paclIMpeHns, a rae
3alndpOBaHHbIE JaHHbIE.

Cnegytowe 6alTbl — 3TO OpUrMHaNbHOE
pacwmpeHune danna. MNocne HWX 3anvcaHbl
3alnPpPOBaHHble JaHHbIE.

A Tenepb K paborte. Co3maem TEKCTOBbIN
dann xor_encoding.c n nvwem Tyga cnegyto-
LYt MpOorpamMmy:
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#include <stdio.h> // gna printf, getchar n pannosbix GyHKLMNA
#include <string.h> // pna strcmpi, strcpy, strcat, strlen, strrchr
#include <time.h> // pnsa clock

// B komnunsaTopax nog JINHyKc MOXeT He 6bITb GyHKLUK strcmpi.
// Ecnu strcmpi He onpegeneHa, onpefensem ee Kak strcemp:
#ifndef strcmpi

#define strcmpi strcemp

#endif

// Pa3Huua strcmpi ot strcmp B TOM, UTO strcmpi

// cpaBHMBaET CTPOKM He3 yueTa perucrpa.

// Pazamep 6ydepa ans uteHus, wWndpoBaHns, 1 3anuncy B BbIxogHou daiin.
#define BUFER_SIZE 32768 // 32 kbant

// Maponb ana wudposaHus/gewmndpoBaHus:
const char password[] = "vgx2ef9kjr34p56-fwét5u2fr5tej%f1422";

int main(int argc, char* argvl]) {
// Deknapupyem nepemeHHble:
unsigned char bufer[BUFER_SIZE]; FILE *f_in, *f_out;
unsigned int i; int pc, last_pc =-1, is_encoding;
unsigned long processed_bytes = 0, file_size; size_t n;
char szOutFileName[512], szOriginalExt[256];
const char *p = &password[0]; char *pDot; unsigned char orig_ext_len;
clock_t start_time, end_time;
// p — yKa3saTesnib Ha TEKYLLUI CUMBOM NapOon.

if (argc < 2) {// ecnv He 3agaH BXoaHoW daiin
printf("Input file was not specified.\n");
return 1; // BbIxog 13 Nporpammbl

// argv[1] - 3To NepBbI apryMeHT NPOorpamMmbl: UMA BXOAHOro danny.
// 2-i aprymeHT o¢yHKUMM fopen — 3TO pexum OTKPbITUA: r — Ha UTeHMe;
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// W — Ha 3anucb; b — ABOUYHbBIN peXnMm.
// OTKpbIBaem BXoAHOW dalin Ha UTeHue:
f_in =fopen(argv[1], "rb");
if (f_in == NULL) { // owun6Ka oTKpbITMA
printf("Cannot open input file \"%s\"\n",
argv[1]);
return 2; // BbIxog U3 Nporpammbl

// B file_size nonyuaem pa3smep daiina:

fseek(f_in, 0, SEEK_END); // naem Ha koHeLl ¢aiina
file_size = ftell(f_in); // ftel BepHeT TekyLlyto no3uuuio
fseek(f_in, 0, SEEK_SET); // nnem Ha Hauano

// BeiBognm pasmep BxogHoro daina:

printf("Input file size: %lu bytes.\n", file_size);

// BolBogMM ums BxogHoro daina:

printf("Input file: \"%s\"\n", argv[1]);

// B szOutFileName konvpyem nmsa BxogHoro darnna:
strcpy(szOutFileName, argv[1]);

// TloncK Toukn cnpaBa-Haneso B szOutFileName:
pDot = strrchr(szOutFileName, %);
// Ecnn TouKa ecTb 1 Nocse TOUKM CTOUTb CTPoKa Xef:
if (pDot && (strcmpi(pDot, "xef") == 0) ) {
is_encoding = 0; // daiin 6yaem paclumdpoBbiBaTh
*pDot ="\0'; // pacwupeHnus xef y BbixogHOM daiine He byneT

// C nepBoro 6aiTa YnTaem ANVHY OPUTMHAIbHOMO PacCLIVPEHUS:
orig_ext_len = fgetc(f_in);
if (orig_ext_len) {// ecnn ecTb opurnHanbHoe pacwmpeHme
// Yutaem ero B szOriginalExt:
fgets(szOriginalExt, orig_ext_len + 1, f_in);
// NobaBnsaem pacliMpeHmne 00 UMEHM BbIXOAHOTO dalina:
strcat(szOutFileName, "");
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strcat(szOutFileName, szOriginalExt);

}

processed_bytes = (1 + orig_ext_len);

} else { // BxogHoI daiin oObIKHOBEHHbIN, ero bygem wudposaTb

is_encoding =1;

if (pDot) { // ecnu ecTb paclumpeHne
// 3anommnHaem opurmHanbHoe pacllimpeHume:
strcpy(szOriginalExt, pDot + 1);
// C imeHn daiina yganaem opurnHanbHOe paclupeHme:
*pDot ="\0

} else // daiin 6e3 paswmpeHus
szOriginalExt[0] = "\0'; // pacwmpeHmne nyctoe

// o umeHn BxoHoro ¢ainy fobasum .xef - 310 6yfeT BbIxogHON daiin:
strcat(szOutFileName, "xef");

// BbiBOAMM UM#A BbIXOAHOrO dpalina:

printf("Output file: \"%s\"\n", szOutFileName);

// CoobLiaem 4To MPOMCXOAUTL: LWNdPOBaHNE UK pacldpoBbIBaHUE:
printf("\t%s...\n" is_encoding ? "Encoding" : "Decoding");

// TlpoBepAeM: CyLecTBYET NN YXKe BbIXOAHOW pali:

// TipobyeM OTKpbITb BbIXOLHON dalin Ha YTeHue:

f_out = fopen(szOutFileName, "rb");

if (f_out) {// ecnn ¢aiin oTKpbINK, 3HAYUTb OH CyLLeCTBYET
fclose(f_in); // 3akpbiBaem BxogHom dainn
fclose(f_out); // 3akpbiBaem BbixogHoW dain
// BolBOAMM NpepynpexaeHme:
printf("Output file \"%s\" already exists.\nPress enter to exit.\n",

szOutFileName);

getchar(); // penaem nay3y fo Tex NOp NOKa He HaXMyT enter
return 3; // BbIxoZ U3 NporpaMmmbl

}// kKoHey 6nokKa if (f_out)
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// OTKpbIBaem BbIxofHOM daln Ha 3anuch:
f_out = fopen(szOutFileName, "wb");
if (f_out == NULL) {// owunbKa oTKpbITUA
fclose(f_in); // 3akpbiBaem BxogHoW dainn
printf("Cannot open output file \"%s\" for writing.\n",
szOutFileName);
return 4; // BbIxoZ U3 Nporpammbl

if (is_encoding) { // ecnn wndpposaHne
// B 1-n 6anT daina f_out nuiwem cCKonbKo CUMBOJIOB B PacLUUPEHUNN:
fputc( (unsigned char)strlen(szOriginalExt), f_out );
fputs(szOriginalExt, f_out); // nuwem pacwmnperue

start_time = clock(); // pukcmpyem Bpems Hauana

for (;) { // aToT uukn for 3akoHUMTCA Nocne Bbi3oBa break
// n - ckonbKko 6aNToB peanbHO NpoynTaHo 13 darna.
// Vi3 BxogHoro dawnna f_in noitaemca
// untatb BUFER_SIZE 6ainToB B Maccus bufer:
n = fread(bufer, sizeof(char), BUFER_SIZE, f_in);

// Ecnn 6anT He npounTaH, 3aBepaem umkn for (;;):

if (n == 0) break;

// CkaHnpyeMm Kaxkaplin 6anT B Mmaccuse bufer i wndpyem(unm pacwmdpo-
BblBaeMm):
for (i=0;i<n;i++) {
// BeinonHsiem onepauuio A Hag 6aiiTom buferli] n Tekywym 6aitom napons:
bufer[i] = ( bufer[i] A (unsigned char)*p );
// YKa3aTenb Ha TeKyLUIN CMMBOA NaponA NepeBOAUM Ha clieayoLnii CUMBOJ:
p++;
// Ecnn ykasaTtenb p Bbllles Ha KOHeL, Napons, CTaBUM ero Ha Hayano:
if (*p) =="\0") p = &password[0];
} // koHey Tena yukna for (i=0; i < n; i++)

// 3anncbiBaem 3awnppPOBaHHBIN(UAN pPaClIMPPOBAHHBIN) $parmeHT B
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¢dann f_out:
fwrite(bufer, sizeof(char), n, f_out);

processed_bytes += n; // npnpocT KonuuectBa 06paboTaHHbIX 6ATOB

// B pc BblUMCAAEM TEKYLLMIA NPOLIEHT Nporpecca:

pc = (int)

(((double)processed_bytes) / ((double)file_size) * 100.0 );

if (pc = last_pc) { // ecnn npoueHT nameHunca
// BblBOAMM CKOMbKO 6aliToB 06paboTaHo 1 NPOLIEHT:
printf("Processed bytes: %lu ( %d %% )\r',

processed_bytes, pc);

last_pc = pc; // 3anomuHaem npoueHT

}// koHel 6noka if

}// KoHey Tena umkna for (;;)

end_time = clock(); // dpukcupyem Bpems 3aBepLueHus
// BbIBOQUM CKOJIbKO CEKYH[, 3aTpauyeHo Ha onepaumio:
printf("\nDone. Elapsed time: %f seconds\nPress enter to exit.\n",
((float)(end_time - start_time) ) / (float)CLOCKS_PER_SEC);
fclose(f_in); // 3akpbiBaem BxogHom dainn
fclose(f_out); // 3akpbiBaem BbixogHoW dain
getchar();
return O;
}// koHeL, Tena GyHKLUM main

OyHkuus clock Bo3BpallyaeT ckosibko Bpe-  CKOMOWAUPYEM MPOrpammy U 3amnycTum
MeHM (cnevuuanbHasi BeAIMUYMHA) MPOLLSIO MO-  ee yKa3aB UMsA Kakoro-Hubyab ¢aina B Ka-
Cfle 3anycka nporpammbl. YToObl MoayumTb 4YecTBE NEPBOro apryMeHTa.
3HaueHMe B CEKYHOAX, HY>KHO 3Ty BennuuHy  Hacnagumca spdekTtom.
nogenuTb Ha KoHcTaHTy CLOCKS_PER_SEC. Cepeeli Bogk.

grayvovk@meta.ua
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TexHuka onpeaeneHns RSA-knouen
yepe3 aHaJIu3 U3MeHeHUs WymMa
OT KOMMNblOTEpa

MNpencrtaBneH HOBbIM BbINYCK MakeTa
GnuPG 1.4.16 (GNU Privacy Guard) B KoToO-
pom fobaBneHa 3almTa OT UHTEPECHON TeX-
HuKu aTtakn (CVE-2013-4576), no3Bonsioulein
BOCCTAHOBMUTb UCMONb3yeMblii ana windpo-
BaHMA RSA-Knio4 Ha OCHOBaHWW aHanusa
M3MEHEeHNA 3BYKOBOTO ¢OHa, MCXofsALlero
OT KOMMbloTEPA B mpoLecce pacwundpos-
Kn gaHHbiX. Betka GnuPG 2.0 yka3saHHOWM
npobneme He NoABepXKeHa.

MNpwn BbINOAHEHNA Pa3NUYHbBIX Oonepaumin
MHOTVEe KOMIMbIOTEPDI U3[AI0T XapaKTEPHbIN
WyM, BO3HMKalOWMiA B pe3ynbTate Bubpa-
LN HEKOTOPbIX SJIEKTPOHHbIX KOMMOHEH-
TOB B 0JIOKE PErynnmpoBaHUs HanpsXeHUs
(koHAeHcaToOpbI N KaTyLWKN UHAYKTUBHOCTK),
KOTOPbIV MbITAaeTCA NoadepKmBatb NOCTO-
AHHOE HaMnpsXXeHVe B YCNOBUAX KoebaHni
SHepronoTpebneHns, BO3HMKAOWUX NpPW
BbINOSIHEHUN pa3nnyHbIx onepauuin CPU. B
nTore, pasHole RSA-KMOUM MOXHO OTNINYNTD
Nno pa3HOMyY XapaKTepy 3ByKa B npouecce nx
1CMNONb30BaHUA.

3BYKM B MOMELEHUN U LWYM OT MeXaHu-
YeCKMX YacTerl KOMMbIOTEPA He MeLaioT
npoBefdeHnIo aTaky, Tak Kak Takow Lym B
OCHOBHOM NEXUT B AnanasoHe Hmke 10KHz,
B TO BpeMA Kak Mpu aTake aHanu3upyoTca
BbICOKOYACTOTHbIE 3BYKOBble KoJsiebaHus.
BbIMONHEHME HECKONMbKMX 3afay B cucteme
TakXe He BNMAET Ha BO3MOKHOCTb MpoBe-
JeHVA aTaku, Tak Kak pa3Hble 3agayun MoryT
ObITb CBA3AHbI C PA3HbIMU AKYCTUYECKMMU
CUrHaTypamu.

ualinux.com

ATaka NpoBOAWTCA cieayiowymM ob6pasom.
B HenocpencTBeHHow 6nm3octn (okono 30
CM) OT LieNIeBO CUCTEMbBI Pa3MELLAeTCA CeH-
COp, B KaUeCcTBe KOTOPOro MOXET BbICTynaTb
06bIUHbIN CMApPTPOH. [Ana ycnewHon ataku
TpebyeTcs MHULMMPOBaHVWE aBTOMaTMye-
CKOWM pacmdpPOBKMU MPOM3BOJIbHBIX CO06-
WEeHWI Ha NPOCNYLINBAEMOWN CUCTEME, Ha-
npumMep, JOJIKEH ObITb 3anyLieH NMoYTOBbIV
KNMEHT, aBTOMaTNYeCKN paclumdpoBbiBato-
Wwuin coobeHna. CMapThoH nepuoanyeckin
OTNpaBAAeT Ha JaHHYK CUCTEMY HEMHOro
N3MeHEHHbIe CO0bLLIeHNA, 3anppPOBaHHbIE
ny6AMYHO AOCTYMHBIM KJIOUOM, U KOHTPO-
NUPYeT M3MeHeHNe aKyCTMYecKuUx Koseba-
HUIN, NCXOJALMX OT LieNIEBON CUCTEMDBI.

Ha ocHOBaHMM WU3MeHeHMA XapaKTepa
WwymMa 6UT 3a GUTOM PEKOHCTPYMpPYeTCA 3a-
KPbITbIN KNIOY (XxapaKTep BXOAHOro NOTOKa
NOCTEMNEHHO NPUBOAUTCA K 3BYKOBOW CUTHa-
Type uckomoro RSA-kntoua). Ha onpegene-
Hue 4096-6utoBoro RSA-Kntoua, ncnonbsy-
€MOro Ha HOYTOyKe, yXoauT NPUMEPHO Yac.
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B kauecTtBe ceHcopa MOXeT 6blTb UCMOSb-
30BaH BbICOKOYYBCTBUTENbHbIN HanpaBnieH-
HbIli MUKPODOH ¢ napabonmueckum oTpa-
XaTtenem, B 3TOM CJlyyae YCnellHasa aTaka
6blna NPOAEMOHCTPUPOBaHa NP YAANIEHUN
OT LeNleBON CUCTEeMbl Ha 4eTbipe MeTpa.
Be3 napabonuueckoro oTpaxatend, aTtaky
YAANoCb COBEPLNTb C PACCTOAHUA B OfMH
meTp. CoobliaeTcs, YTO aHaNoOrMuHble aTa-
KW MOTyT OblTb BbIMOSIHEHbI Yepe3 usmepe-
HVe SNeKTPUYeCKOro NoTeHLmana, KoTopbii
TakXe MeHAeTCA B 3aBMCUMOCTY OT BbIMNoO-
HAEMbIX BbIYMCNEHUI (JOCTaTOYHble AnA
NpoBeAeHUA aTaku AaHHble MOXKHO CHATb
yepes yaanéHHble KOHLbl kabenein VGA, USB
unn Ethernet nnn npocTo npukocHyBWKCH
pyKoW K Kopnycy).

o mamepuanam
opennet.ru

ualinux.com
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Bbibupaem OpenSource peweHue ans
opraHv3auum KOpnopaTUuBHbIX
BMAeOKOH(epeHLnin

PasnuuHoro popa coBellaHus ABNAIOTCA
HeoTbeMJIEMOI YacTbio NpoLecca ynpaene-
HWA B KOMMNaHumM ntoboro pasmepa. Ho ogHo
Jeno, Koraa COTPYAHUKM HaxopsaTcsa B Of-
HOM 3[aHuUK, APYroe, Korga nx NpuxXoanuTcs
cobupatb 13 pasHbIX FTOPOAOB 1 AaXe CTPaH.
MimeHHO noaToMy cerogHsa Bce 6onee nomny-
NAPHBIMW CTAHOBATCA BUAEOKOHdepeHLmn,
nosgonsowWwmne MoBbiCcUTb 3PPEKTUBHOCTb
06LLLEHNS N CIKOHOMMWTb Ha KOMaHAVPOBKaX.

Apache OpenMeetings

B HacToswee Bpema cyulectByeT 6ofb-
LOe KOMNYECTBO peLleHWin AnA opraHu3a-
UM BMAeOKOHbepeHLMI, OTINYAOLWMNXCA
Mo Ha3HauyeHWo: BHYTPEHHee, BHeLllHee
MCMNoNb30BaHWe, BellaHWe, TUMy: Mepco-
HanbHble VAW TrpynnoBble (KOMHaTHblE),
BMAY: TOUKA-TOUKa 1 MHOFOTOYeYHble, pea-
nu3aunun: annapatHble A NPorpammHble,
MCMOoMb3yeMbIM NPOTOKOMaM, CTOUMOCTYU
M Tak Aanee. PblHOYHaA LeHa Kommepue-
CKMX 1 OCOBEHHO annapaTHbIX peLleHui
[OBOJIbHO BbICOKA, OAHAKO MNpUMeHeHune
cBob6ogHoro MO noMoXKeT CHU3UTb 3aTpaThl.
Cncrema Be6-KOHpepeHUUi Apache
OpenMeetings no3BondeT opraHU3oBaTb
nposefeHne ayano- 1 BUAEOCOBELLAHWI B
MHOFOTOUYEYHOM peXuMme, Korja K cepse-
py MOAKIMIOUEHO HECKONbKO [EeCATKOB ue-
NoBeK. 3a HeCKONIbKO NeT MPOEKT CMeHUN

HeCKOJbKO KOMaHA 1 IMLIEH3WIA, B TOM Yncie
6b1n B Google Code (nog nuueHsumen Eclipse
Public License). MNocnegHAs ero amMcnoka-
uma — uHkybatop Apache, cootBeTcTBEH-
HO, MOMeHsAnacb ¥ nuueH3us, Ha Apache
License 2.0. NocnegHsa opuymnanbHan Bep-
cna 2.0 Bbiwna B KoHuUe utona 2012 ropa.
[MaBHbIN NAOC B TOM, YTO [/1A BUAEOCOBeLLa-
HMA He TpebyeTca ycTaHOBKa ONOHUTENb-
Horo MO - gocTtaTtouHo Be6-6pay3epa c nna-
r’MHOM AnA MOoAAEePXKM TexHonorum Flash.
MpegycMoTpeHa BO3MOXHOCTb 3anucu 1
nocneayLLero NPourpbIBaHMA CoBeLaHni
1 akcnopTa B AVI/FLV dain, umnopT B KOH-
depeHumo fokymeHToB H6onee yem 20 dop-
MaToOB M M306paKeHWin. YUYacTHUKN MOryT
CKavaTb 3arpy»KeHHbll Galin U1 COBMECTHO
penakTnpoBaTb, BBOAA TEKCT MOBEPX Opu-
rMHana, pucoBaTtb 1 NoMevaTb UHTepecHble
mecTa. CaMu KoHbepeHLMn MoryT 6bITb OT-
KpbITbIMM U YacTHbIMU. [ogaepxunBaetcs
[Ba pexunma:

« CoBellyaHne — 40 16 y4aCTHUKOB, KaXkabli
MOXeT nepefaBaTb ayAno- 1 BUAEOHAHHbIE;

« lekuum — 0o 200 y4acTHNKOB, Nepeaaya ay-
[0 1 BULEO TONbKO Y MofiepaTopa/neKTopa.

MpenycMoTpeH TakXe OOMeH TeKCTOBbI-
MU COObLIEeHNAMN B OKHe YaTa uiv npusat-
HbIMK (MCNoNb3yeTcs BCTPOeHHbIn Jabber
cepBuc). Hactpomknm no3BonAlT co3faTtb
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onpoc. MopgepaTtop, OpraHu3yLWmMNA KOH-
depeHUMIo, OTNpaBRAET BCEM Yy4acTHMKaM
npurnalleHne, cogepatliee nNpAMyo CCbll-
Ky, OH e ynpaBnsaeT BCEMU AOCTYMHbIMU UM
BO3MOXHOCTAMU. Y Kax<Joro 3aperucTpupo-
BaHHOrO Nob30BaTeNA NMEeTCA KaleHJapb
CoObITUI C HAaMOMUHaHNEM O COObITUAX (Ye-
pe3 3n1eKTPoHHyto nouty unw iCal). Mpw noga-
KMoueHnn BbIGUpaeTca BapuaHT ydyacTus
(BMpeo+ayano, TONbKO BMAEO WU ayawuo,
PVCYHKM), pa3pelleHne U ycTponcTeo. Ha-
CTPOWIKM B KOMHATEe NPOCTbI U MOHATHbI KaX-
LOMy, Monb30oBaTeNb, BMepBble BOCMOJb-
30BaBLUMINCA CEPBUCOM, ObICTPO OCBOMUTCA.
Bo3moxkHa wuHTerpauyua OpenMeetings ¢
ApyrMmn npopyktamu - cepsepom VolP
Asterisk, cuctemon ynpaeneHus obyueHus
Moodle, Drupal, Joomla, SugarCRM un Heko-
TOPbIMY LPYTMU.

CosmecmHas paboma c 00KyMeHmMom 8
Openmeetings
PeannsoBaHO Tpu ypoBHA pocTyna -
nonb3oBaTenb, MOAepaTop M aAMUHUCTpPa-
Top cepBepa. [na ayTeHTUdMKauum BO3-
MOKHO MCMoNib30BaHWe BHYTpeHHel 6asbl
unn cepseuca LDAP/ Active Directory (B
SRED5_HOME/webapps/openmeetings/

ualinux.com

conf MOXHO HaWTK roTOBble LWAGMOHBI
Ana  nofkntoyeHusa). Bo3moxHa pabo-
Ta Heckonbkux cepsepoB OpenMeeting
B KfacTepe, oflHa YCTaHOBKa MOXeT 06-
cnykuBaTb ~ HECKOSIbKO  OopraHv3auuii.
NHTepdeiic Openmeetings nepesefeH Ha
HEeCKONbKO A3bIKOB, Cpean KOTOPbIX ecTb
pycckun. BcTpoeHHbI pefakTop nokanu-
30BaHHbIX coobueHunin  (LanguageEditor)

no3BosifeT Mpu HeobGXOAUMOCTU  CKOp-
peKkTupoBaTb nNepeBod. BHewHwit BuA
MOXHO W3MEHUTb MpU MOMOWK TeM.

MoctpoeH Openmeetings ¢ ncnonb3oBaHM-
em TexHonorun Java n XML. inA opraHusa-
UMM cepBepa 3aAencTByloTcA: Beb-cepsep
Apache Tomcat, Open Source Flash/RTMP
Server Red5, OpenOffice.org/LibreOffice.
B kauectBe 6a3bl faHHbIX MOXeT ObITb WC-
nonb3oBaHa MySQL, PostgreSQL, Oracle,
DB2 unu Apache Derby. CoegnHeHune c
CepBEpPOM OCYLIEeCTBAAETCA MO MNPOTOKO-
nam http (nopt 5080), rtmp (nopt 1935),
rtmpt (nopt 8088). BcTpoeHHbI MeHen-
Xep Co3haHUA pe3epBHbIX KOMWIA ynpo-
WaeT onepauuy MO pe3epBUPOBaHUIO U
BOCCTaHOBJIEHUIO paboTocnocobHocTH
cepBepa W MepeHoCy B APYrylo cucTemy.
KomMnoHeHTbl MynbTUNNAaTGOPMEHHbIE,
nostomy cepsep Oyger paboTtaTb Ha Jio-
6o *nix cucteme unm Windows. YcTa-
HoBKy Openmeetings cnoxHow Ha3BaTb
Henb34, NpoLecc NPocTo TpebyeT JoMKHOM
BHUMATENIbHOCTY, B MOC/eAylolWeM 3KC-
nnyataumsa ocobbix XMOMOT He Bbi3blBaeT.
TpeboBaHMA K 060OpPynOBaHWIO HEBbLICOKMU,
MWHVManbHble, KOTOPble YKa3aHHbI Ha cali-
Te — KomnbtoTep ¢ npoueccopom 1 MMy CPU
n 116 O3Y. Ho B cnyyae KOHBePTUPOBaHUA
LOKYMEHTOB, 3arpy3ku ¢annos v 3anucu Bu-
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[eo, 3TON MOLLHOCTU He XBaTuT. B KauecTBe
peKkoMeHAyeMbIX yKa3aH KOMMbloTep 2x/4x 2
My (32/64 61T) 1 4 6 O3Y. ins opraHnzauymmn
100 coefnHeHWIn JOCTAaTOMHO KOMMbloTepa
Knacca Pentium 4 c 26 O3Y.

Boi6op ycmpoticmea npu coeOuHeHUU K
KoHghepeHyuu 8 Openmeetings

Kak paccuntatb
MNPONYCKHYI0 CNOCOGHOCTbL?

MpakTuyeckn nONoOBUHaA BCEX MOMbITOK
BHEpeHU cuctem BuaeokoHdepeHUui
NpoBaNMBaeTCA WM3-3a HEroToBHOCTU ce-
TeBON UHpPaAcTPYKTYpbl. Mo3TOMy ewle Ha
3Tane BbIOOpa NOCTaBLLYMKA HY>KHO OLEHUTb
BO3MOXHOCTM CBOel ceTu 1 TpeboBaHMA K
NPonycKHOM cnocobHOCTH. BO3MOXHO, OHYK
noTpebyoT MofgepHM3aLUN ANA NOALEPKKN
QoS Ha ypoBHe, fOCTaTOYHOM A NpoBefe-
HUA BuAeOKOHbepeHLMA. Kaxkabii npowns-
BoauTesb 0ObIYHO fJaeT NpubnusmTenbHble
pacueTbl AnA OAHOro KaHana. Hanpumep,
ana Apache OpenMeetings Kakpoe nog-
KIoueHue K cepBepy Tpebyet 256 K6uTt/cek.
XoTA KNMeHT MoXeT BblIbpaTh NoAKNoueHre
C MEHbLLUMM KauyeCcTBOM, yMeHbLIasa TpeboBsa-
Hue o 160 k6uT/cek. B ntore ana cepeepa Hy»-

ualinux.com

Ho obecneunTb (N — KONNMYECTBO YYaCTHUKOB):

- BXoAAWMin KaHan — (256 x N) kout/c;

« ncxogAwmn KaHan — (256 x Nx (N - 1)) kbut/c.
[na KNMeHTCKOW CUCTEMDI:

- BXoAAWMMN KaHan — (256 x (N — 1)) kbut/c;

« UCXOAALWNIA KaHan — 256 KouT/c.
OtgenbHbin notok B BBB Tpebyer 30-

50 «kb6awnt/cek. [NpubnusmtenbHble pac-

yeTbl gnA BBB moxHo Hantu B FAQ - goo.

gl/Pii7Y. B Tom xe Skype OnAa BUOEOKOH-

depeHunii pekomeHayeTca 6Honee ww-

pokMin KaHan - 4 Mo6wut/cek (npuem)

512k6ut/cek (Nepenauva).

BigBlueButton

MNepBas Bepcnsa BigBlueButton
(bigbluebutton.org) 6bina HanucaHa 2007
rogy ofjHUM M3 COTPYAHUKOB KapnToHcKoro
yHuBepcuteTa . OtTaBa, KaHaga (Carleton
University), npu nopaepxKe nporpammbl
Pa3BUTUA WMHHOBALMOHHbIX TEXHOMNOMWA 1
ynpaBneHua. V3HauanbHO NPOAYKT HOCWN
1nma Blindside, Ho no3e Ha3BaHMe 6bINO U3-
MeHeHo Ha BigBlueButton, uTo6bl O0Tpa3uTb
NPOCTOTY B UCMOMb30BaHNM — Af1A Havana
KOHbEpEeHLUMN HYXHO BCEro Nullb HaxaTb
CUMBOJIMYECKYIO CUHIOW KHOMKY. VMIMeHHO
B npocToTe BBB npeBocxogut 6onee ¢yHk-
LUMOHANbHbBIN M OCHALLEHHbIN, @ 3HAYNUT U1
uyTb 6onee cnoxHbii OpenMeetings. Mpo-
eKT HeKoTOopoe BpeMs MCKaN CBOe MecTo U
cerofHA OPVEHTUPOBaH Ha opraHv3auuy,
npegnarawowue ycnyrm AUCTaHUMOHHOIO
obpa3oBaHMA, MNO3BONAA NPOBOAUTbL 00-
yueHne uyepe3 uHTepHeT. Ocobylo ponb
B 3TOM Mpolecce OTBOAWUTCA OAHOW U3
byHKUMA — BUaeokoHdpepeHuun. Ho BBB
C TaKMM e YCMeXom MOXeT ObITb UCNonb-
30BaH AnAa npocToro obueHuns, nposefe-
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HUA 6pudnHros n sebrHapos. B 2009 roay
6bina opraHu3oBaHa KomnaHusA Blindside
Networks gna okaszaHuA nnaTHON Noaaep-
KW nonb3oBaTenam npogykta. Hanbonee
cepbesHbIi TONYOK B pa3paboTke NpoayKTa
nponsowen B 2010 rogy nocne yyactns B
Google Summer of Code. imeHHO Torga 6bin
jobasneH APl, no3sonsowuin nogknoyaTb
CTOPOHHWE NPUNOXKEHUSA, 1 CErOAHA BCTPO-
ntb BBB moxHo B Sakai, WordPress, Moodle,
Joomla, Redmine, Drupal, Matterhorn, LAMS
N HeKOoTopble Apyrue. 3Ta BO3MOXHOCTb 60-
nee Bcero BocTpe6oBaHa Nonb3oBaTenAMM
BBB, nostomy n3 HacTpoek cepsepa 6bin
ybpaH uHTepdenc agmumHuUCTpaTopa: pas-
paboTuMKM NPOCTO He BUAAT CMbIC/IA ero
pa3BuMBaTb, TaK KaK yrnpaBrieH/e NIOXMTCA Ha
naeyn TOro, KTo BCTPaMBaeT NPUIOXKEHME.

B cnyuae oTgenbHoOro cepsepa BCe YycCTa-
HOBKM MOXHO 6e3 npobnem npomssecTu
npu nomowm KoHbUrypaumoHHbix daii-
nos BigBlueButton 1 Bo3MOXHOCTel Beb-
cepBepa. [lpoeKT HaxogWTcA Ha CTaguu
aKTUBHOWM pa3paboTky, npuyem cnegyet
OTMETUTb OCOOBYI0 LIEeNeTUSIbHOCTb B 3TOM
Bonpoce. Hanpumep, Bbixogy Bepcun 0.8
Bailetti npepwectsoBanu 4 6etbl n 3 RC.
HepaBHo npoekT npucoegmHunca kK 6ms-
Hec-MHKyb6aTopy [nA OTKPbITbIX NpOekK-
ToB WebFWD («Web Forward»), KoTopbii
noaaepxmeaet Mozilla.

BigBlueButton o6ecneunsaeT MHOronosnb-
30BaTeNbCKMe ayamo- M BULEeOKOHbepeH-
LK, 4aT 1 06MeH NTNYHbIMY coobLeHUAMM (B
KauecTBe K/IMeHTa MoAAep1BaETCATONbKO
Cco6CTBeHHbIN Java-annnet BigBlueButton),
3anucb nekumn (cnampgbl, ayamo m yat) ana
JanbHenwero BOCMpoOu3BeAeHUsa (MCnonb-
3yetca HTML 5, nogpepuBaetca noka FF un

BigBlueButton no3sonsem opzaHu3osams
KOH@hepeHUuUto Haxamuem 00HOU KHONKU

Chrome), npenocrtaBneHve obuiero goctyna
K pabouemy cTony Ans NpakTUYecKoro noka-
3a paboTbl ¢ npunoxeHuamu n OC, 3arpysky
npeseHtayun B ¢dopmate PDF (n nobom
apyrom, noagepxusaembim  OpenOffice.
org/LibreOffice), ¢yHKUMM pucoBaHna u
BMPTYanbHyl0 yKa3ky. PeanusoBaH aBTO-
MaTUJYeckuii nepesos npu obLieHUN B
yaTe nonb3oBaTenen Ha pPasHbIX A3blKax.
[lnAa nogknioyeHns K cepsepy Nosnb3oBaTe-
N0 JOCTAaTOYHO MCMOJNb30BaTh BEG-6pay3ep
c noggepxkon Adobe Flash, To ectb 310
MOXeT ObITb NobOoI KomMbloTep, paboTalo-
wuin nog ynpasneHnem Windows, *nix unu
Mac OS X. Bepetca paspaboTka KiveHTa
ana Android. KoHdepeHunn moryTt 6biTb
OABYX BWJOB: OTKpbITble (MOXeT NoAKIo-
ynTbCA NoOOI 3aperncTPMPOBaHHbIV NOMb-
30BaTeNb) U 3aKpbITble. B cnyyae npusaTHOM
KOH®bI CMUCOK AoMyuleHHbIX GopMupyeT
caM BbICTYMaloLWWA, BbiCbIaa MM JAaHHble
ana poctyna. Nonb3oBatenn B KoHbepeH-
UMM MoryT ObiTb B POSIM BbICTYMalOLLErO,
mMogfepaTtopa (Mo ymonuaHmio nosiyyaeT Co3-
Jatenb KoHbepeHUun) 1 cnywaTtens. PaboTa
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BMIPTYasibHOro NIeKTopa Mano oT/imyaeTca ot
peanbHOro: Kpome BUAEeO, OH 3arpy»aeT Jo-
KYMEHTbI, UCNOJIb3yA YKa3Ky, akueHTupyet
BHMMaHMe Ha Ba>KHbIX MOMEHTaXx, BK/louaeT
ayano BblbpaHHoOro cnylwatensa. Mogepatop
MOXeT Ha3HaumTb noboro nonb3oBaTens
BbICTyMaloLWMM, TOT4a BCe BHMMaHue Oypet
nepektoYeHo Ha Hero. HTepdelic nonb3o-
BaTenA Mo3BonsAeT NpubAN3UTL OTaeNbHbIe
dparmeHTbl, UTOOBI JyyLle PAacCMOTPETL UX,
npuBieYb BHMMAHME «MOAHAB PYKy», 06-
LaThCA B rPynnoBOM WM MPUBaTHOM yvaTe.
MopepaTop MOMHOCTbIO  KOHTponupyet
BO3MOMHOCTN NPUCYTCTBYIOWMX, NPY HEOb-
XOAMMOCTM OTKIloYaeT nosib3oBaTena uam
NepeBOAUT B PEXMM «TONIbKO MPOCMOTPY.
MNogpeprkmBaetca paspeleHne 320x240,
640x480, 1280x720, Ha KONM4eCTBO MNOA-
KntoueHnii BBB Kakumx-nnbo orpaHmyeHui
He HaknagpblBaer.

B cBoeln pabote BBB wucnonb3yetr 60-
nee pecAtka OpenSource NPUNOXKEHUI:
FreeSWITCH, Nginx, Flash mepnacepsep
Red5, MySQL, ActiveMQ, Tomcat, Redis,
Grails, Xuggler, OpenOffice.org, Image
Magick, SWFTools n gpyrve. PaHee B 3ToM
cnuncke 6bin Asterisk, HO npu peanusauun
bYyHKUMM 3anncu pa3paboTumKky CTONKHY-
NNCb C TEM, YTO 3Ta GyHKLMA B FreeSWITCH He
TpebyeT AOMONHUTENbHbIX YCUAUNA, 1 NOTO-
My OTKa3sanucb ot Asterisk/app_konference.
Be6-mHTepperic BBB  nepeBefeH  Ha
40 A3bIKOB, B 3TOM CMUCKe eCTb N pycC-
ckun.  na paboTbl BigBlueButton
pekomeHpayeTca cepsep ¢ CPU Dual Core 2.6
My, 2 6 O3Y 1 MecTo Ha XeCcTKOM ANCKe C
yyeToM 3anucy TpaHciAauuin. Konuyectso
nonb3oBaTenel, KOTopble CMOryT OfjHOBpe-
MEHHO 06LaTbCA Ha cepBepe, 3aBUCUT OT
MOLUHOCT 0060opyAOBaHWA U MPOMYCKHOMN

ualinux.com

OyHKYUA mMpaxcaayuu pabo4ezo cmona 8
BigBlueButton

crnocobHocT KaHana. OTaenbHbI MOTOK
Tpebyet 30-50 kbait/cek. Mpnbnusntens-
Hble pacueTbl MOXHO HaiTu B FAQ (goo.gl/
Pii7Y), Tam e npuBOAATCA faHHble CTpecc-
Tecta. [AnAa nogKknouyeHUs KANEHTOB MO
YMOJYaHMNIO NCNOSb3yeTcA cTaHdapTHbIN 80
MOPT, KOTOPbIN He AOMKEH ObITb 3aHAT ApY-
rUm npunoxeHvem. B npaesunax 6paHgmayas-
pa AoMKHbI 6bITb OTKPbITbI NOpTbl 80 (HTTP),
935 (RTMP) 1 9123 (06wuin pabounin cton).
[ocTyneH unCxopHbIl KOA, MO3BONAKLWNN
ycTaHoBUTb BBB Ha nob6oi KommbioTep,
paboTalowmin nog ynpasneHuem Linux,
FreeBSD, Mac OS X wunn Windows. [na
Ubuntu n CentOS ecTb rotosble nakeTbl U
peno3sutapun. Cepeep BBB moxeT pabo-
TaTb B 06nayHon cpege Bpoae Amazon EC2.
JokymeHTauusA Ha cante  npoekTa
BeCbMa NoApo6Ha, B HEM MOXHO HaWTU OT-
BETbl MPAKTUYECKM Ha BCe BO3HMKalowWwume
BOMPOCbl — MO YCTaHOBKe (eCTb roToBble
KOHUrum), KoHdurypmposaHuto, API, noka-
nn3aunKn, HacTponKe OTAEeNbHbIX KOMMO-
HeHTOB (VOIP, nginx 1 T.N.) 1 Npounm Mmo-
MeHTam. CBOM BOMPOCHI MOXHO 3ajaTb B
CMMCKe paccbifiky, NpeasiaraeTca HECKObKO
BuaeopykoBoacTe. JoctyneH ob6pa3 VM u
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JemocepBep, No3BonALMe NO3HAKOMUTb-
CcA C OCHOBHbIMW BO3MOXHOCTAMK BBB,
He yCTaHaBNMBasA CUCTEMY.

A uTo Asterisk?

B nonynspHom VoIP cepBepe Asterisk
KOHQEpPEeHUNIo  MOXHO  OpraHn3oBaTb
npyv MOMOLYM CTAaHZAPTHOIO MPUSIOXKEHNA
MeetMe(app_meetme.so), noagepxuvBato-
Wero AMHaMmU4yeckoe cosfaHne KoHodepeH-
UUR, 3aWmUTy naponem, pasgeneHme ponewu,
3anuncb 1 MHOroe gpyroe. YnpasfieHne npo-
M3BOAUTCA MPU MOMOLLM FONOCOBOIO MEHIHO.

ualinux.com

HokauecTtBoCBA3MHeBCerganpuemnemoe. Kpo-
Me TOro IOCTYMHO HECKOJBKO aNbTePHATUBHbIX
peweHnnn - ConfBridge(nepepaboTaHHblii
MeetMe), app_conference (appkonference.
sf.net) n ero popk app_konference. Tak app_
conference no3BonseT opraHM30BaTh aygmo
N BUOEOKOHQEPEHUMIO C HECKONbKUMU
nosib30BaTENAMY B NMPUEMIIEMOM KayecTse.
Mpy 3TOM OH He MUKLWKMPYET BMAEOMNOTOKMU
OT YYacTHMKOB (TONMIbKO ayamo), a MpocTo
nepecbifiaeT HyXHblM aboHeHTam (ayauo
npw 3TOM MUKLLUPYeTCA). YTO CyLlecTBEHHO
CHVXaeT TpeboBaHue K 060pyfoBaHNI0.

o mamepuanam
tux.in.ua
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MHCTpYMEHTbI ANA UCC/iefoBaHuA ceTen
C nHTEep(denCcoM KOMaHAHOMU CTPOKMU

Mocne paccmompeHus npoepamm ping, telnet u dig, npodomxum

0630p UHCMpPYyMeHmMo8 01a ucciedo8aHua cemel ¢ uHmepgelicom

KOMAHOHOU CMpOKuU.

Traceroute

MNporpamma traceroute ABnAeTCA UHCTPY-
MEHTOM AN1A OonpefenieHna MapLlpyTta cre-
[OBaHMSA MaKeToOB B CeTsX, paboTaowwmx no
mexceTeBoMy npoTokony (Internet Protocol
(IP)). Take pocTyneH BapuaHT MNporpam-
Mbl Ans paboTbl no npoTtokony IPv6 ¢
Ha3BaHVeMm traceroute6.

MNporpamma traceroute gocTynHa npak-
Tuyecku Bo Bcex UNIX-nono6HbIx onepauu-
OHHbIX CMCTeMax. Takxe CyLlecTBYyIOT aHa-
NOTU CO CXOOHBbIMU QYHKLMAMM, TaKne, Kak
tracepath B coBpemeHHbIX ANCTPUOYTUBaX
Linux n tracert B onepaynoHHbIX cucTemax
Microsoft Windows. OnepauuoHHble cu-
ctembl Ha ocHoBe Windows NT Takxe nme-
10T B CBOeM cocTaBe ytunuty PingPath c
AHANOrMYHOW PYHKLMOHANTbHOCTBIO.

Tracerute oTnpaBnAeT nocnegoBaTesb-
HOCTb MAKeTOB MPOTOKOMAa MEXCETEBbIX
yrNpaBAsAlWMX COOOWeEHMI MO  agpecy
ydaneHHoro ysna. OnpegeneHve agpecos
NPOMEXYTOUHbIX MapLLIPYTU3aTOPOB, npe-
Of0NeBaeMbIX MakeTamu, TECHO CBA3aHO C
ynpasJjieHneM NapaMeTpoOM BPeMEH U XN3HN
naketa (TTL) B pamkKax MeXceTeBoro npo-
Tokona. MapuwpyTtnsaTtopbl Npu nepecblike
nakeTa ymeHbLLAIOT 3TO 3HaYeHue Ha eawu-
HULY 1 OTOPACHIBAOT NMaKeT KOrfa 3HaueHve
TTL cTaHOBUTCA paBHbIM HYJIO, BO3BpaLlas
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Yacme 2
coobuieHne 06 owwunbke ICMP (owmnbke
ncreyeHna BpemeHn ICMP (ICMP Time

Exceeded)) oTnpaBumBLLEMY MAKET Y311y.

B xone pabotbl traceroute NoBbILIAET 3Ha-
yeHne TTL gnA Kaxpow ycnewHo oTnpas-
NeHHOW rpynnbl NakeToB.. [epBble Tpy nake-
Ta OTNPaBAAITCA C 3HavyeHnem TTL paBHbIM
efnHu1Le, MNO3TOMY OXWAAETCA, YTO NepBbIn
MapLUpyTr3aToOp He OyLeT MPOoM3BOAUTb Ne-
pecbiky naketos. Cnegyiowme Tpu naketa
nmeltoT 3HayeHne TTL paBHOe ABYM, MO3TOMY
BTOPOW MapLIPyTU3aTOP OTNPaBMT OLINOKY
OTNpaBMBLLEMY MaKeTbl y31y. DTO Npoaon-
»KaeTca Jo Tex nop, NoKa nakeTbl He JOCTuIr-
HYT y3/1a Ha3HAaYeHUA N OH He OTMNPaBUT CO-
obLeHne o npreme B Buge 3xo-oteeta ICMP
(ICMP Echo Reply).

Traceroute wncnonb3yet BO3Bpallaemble
naketbl ¢ coobuweHnamn ICMP gna co3pga-
HUA CMMCKa Y310B, KOTOpble NpeodonesaoT
nakeTbl C JAHHbIMW MO NYTU K Y31y Ha3Have-
HuA. Tpu 3HayeHMA BpemMeHn, BO3BpaLlae-
Mble 418 KaXAoro y3na no nyTu cnegoBaHnsA
NakeToB ABMAIOTCA 3HAYEHUAMU 3afepkek
(BpemMeHn oXxngaHns) n 06bIYHO N3MEPAIOT-
CA B MUINIMCEKYHIAX AN1A KaXKAOro nakera ns
nocsiegoBaTeslbHOCTU.

ba3oBbIl CMHTaKCUC:
traceroute <ueneesou y3sen>
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Mpumep ncnonb3oBaHuA:
traceroute www.google.it
traceroute to www.google.it
(72.14.234.104), 30 hops max,
byte packets
1 192.168.0.1 (192.168.0.1) 1.905
ms 5.552 ms 9.496 ms
2 E
3 host141-189-static.38-88-b.
business.telecomitalia.it
(88.38.189.141) 50.136 ms 53.519
ms 55.674 ms
4 r-bo83-v119.opb.interbusiness.
it (80.21.70.162) 58.609 ms
63.730 ms 66.937 ms
5 172.17.5.69 (172.17.5.69)
74.281 ms 76.749 ms 79.629 ms
6 172.17.8.165 (172.17.8.165)
91.052 ms 42.074 ms 42.009 ms
7 172.17.5.241 (172.17.5.241)
49.091 ms 50.790 ms 53.211 ms
8 tel-9-1-0.miTano50.mi1.seabone.
net (93.186.128.165) 54.800 ms
56.805 ms 59.189 ms
9 te3-2.milano53.mil.seabone.net
(195.22.205.227) 60.866 ms 63.446
ms 65.927 ms
72.14.198.233
.039 ms 70.902
209.85.249.54 (209.85.249.54)
.359 ms 78.234 ms 80.581 ms
72.14.232.63 (72.14.232.63)
.714 ms 40.862 ms 41.676 ms
mil101s07-in-f104.1e100.net
(72.14.234.104) 46.361 ms 49.293
ms 52.165 ms

60

(72.14.198.233)
ms 73.316 ms

Whois

WHOIS (npounsHocuTcsa Kak ppasa "whois’,
B NepeBofe O3Havatwas "KTo 310") AsnaeT-
CA MPOTOKOSIOM 3amnpocoB U OTBETOB, LWW-
POKO UCMOMb3yeMbIM Af1A OCYLeCTBNEHNA
3anpocoB K 6a3am JaHHbIX, XPaHALWMUM Crn-
CKM 3aperncTpupoBaHHbIX MOJSib30BaTesNeN
UNU NpepacTaBuTeNen NHTePHET-PecypCos,

ualinux.com

LLOMEHHbIX MMeH, 6nokoB IP-agpecos nnu aB-
TOHOMHbIX CUCTEM, NPY STOM NPOTOKOJ TaK-
e ucnonb3yetca 1 Ana nonydveHus 6onee
WMpoKoro Kpyra uHdopmauun. Mpotokon
OMMCbIBAeT XpaHeHMe 1 JOCTaBKY COAEPKN-
Moro 6a3bl aHHbIX B GOpMe, NPUroaHon ana
yteHuA yenosekom. MpoTtokon Whois onu-
caH B cneundukaumm RFC 3912, ncnonb3osa-
HMe NPOTOKONAa MOXET OCYLLEeCTBAATLCA NP
NOMOLLY OQHOVIMEHHOW NPOrpamMmmbl.
ba3oBbIl CMHTaKCUC:
whois <aomeH>

Mprmep ncnonb3oBaHUA:
whois wikipedia.com
Registrant: wikimedia Foundation,
Inc. 149 New Montgomery Street
Third Floor San Francisco,
california 94105 United States
Registered through: Gobaddy.com,
Inc. (http://www.godaddy.com)
Domain Name: WIKIPEDIA.COM
Created on: 12-Jan-01
Expires on: 10-Jan-15
Last Updated on: 01-Mar-06
Administrative Contact: Admin,
DNS dns-admin@wikimedia.org
wikimedia Foundation, Inc. 149
New Montgomery Street Third Floor
San Francisco, California 94105
United States +1.4158396885 Fax
-- +1.4158820495
Technical Contact: Admin,
DNS dns-admin@wikimedia.org
wikimedia Foundation, Inc. 149
New Montgomery Street Third Floor
San Francisco, California 94105
United States +1.4158396885 Fax
-- +1.4158820495
Domain servers in listed order:
NSO.WIKIMEDIA.ORG NS1.WIKIMEDIA.
ORG NS2.WIKIMEDIA.ORG
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Netstat

Ha KomnbloTepax nopj ynpaBneHvem
GNU/Linux nporpamma netstat nossons-
eT yBUJeTb COCTOAHME OTKPbITbIX CEeTeBbIX
coejuiHEeHWI.

Mpw 3anycke nporpammbl 6€3 NapameTpos
KOMaHZHOW CTPOKW, ByaeT BbiBeleH CNUCOK
AKTMBHbIX COKETOB B CMCTEME, Hanpumep
kaos@kaos:~$ netstat
Active Internet connections (w/o
servers)

Proto Recv-Q Send-Q Local Address
Foreign Address State

tcp 0 O proxy.surfnet.iac:33297
mg-in-f125. :xmpp-client
ESTABLISHED

tcp 0 O proxy.surfnet.iac:33995
bylmsg5176516.phx.:1863
ESTABLISHED Active

UNIX domain sockets (w/o servers)
Proto RefCnt Flags Type State
I-Node Path unix 3 [ ]

DGRAM 13826 /dev/Tog unix 2 [ ]
DGRAM 5109 @/org/kernel/udev/
udevd unix 2 [ ]

DGRAM 10443 @/org/freedesktop/
hal/udev_event unix 3 [ ]

STREAM CONNECTED 34721 /
tmp/orbit-kaos/1inc-4876-0-
ebf915e300c0 unix 3 [ ] STREAM
CONNECTED 34720

MapameTpbl KOMAaHAHOW CTPOKU LOJXKHbI
cnepoBatb nocse geduca (-), a He cnewa (/).
Haunbonee ncnonb3yemble napameTpbl Ko-
MaHAHOW CTPOKM:

« -a: [lokasatb Bce aKTuBHble TCP-
coeguHeHunsa n Bce TCP- n UDP-noptbl, Ha
KOTOpPbIX MPUHVMAIOTCA COeANHEHNA

« -e:[loKazaTb CTaTUCTUKY PabOTbl SIOKasb-
Hown cetn (no TexHonorun Ethernet), Bknio-
yaroLLyio B ceba KONMUYECTBO OTMNPaBIIEHHbIX
W NPUHATBIX 6aiT 1 NakeToB. MapameTp mo-
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eT KOMOUHNPOBATLCA C NAaPaAMETPOM -S.

« -g: MokasaTb MHPOpMaLUIO O uneH-
CTBe B rpynnax MHOroagpecHow nepepauu
HJaHHbiX (Multicast) pna npotokonos IPv4
1 IPv6 (BOmKHO ObITb JOCTYMHO TONbKO Ha
COBPEMEHHbIX ONePaLMOHHBIX CUCTEMAX).

« -i: MokaszaTb CNNCOK CeTeBbIX MHTepdeli-
COB 1 CTaTUCTMKY X NCNOJIb30BaHMA.

« -n:Moka3aTb akTuBHble TCP-coegnHeHuns,
npy 3TOM agpeca U Homepa nopTtos Oy-
OyT npefcTaBnieHbl B YMCIOBOM BuAe U
He OyaeT npou3BOAUTLCA YCTaHOBNEHMWe
MMeH pecypcoB.

+ -p: MNokasaTb Ha3BaHMA NPOLLECCOB, UC-
nonb3yLmx cokeTbl (paboTaeT TONbKO B
Linux npy Hanuuuu npae nonb3oBaTens
root; ana Windows aHanornmyHas 3agava Bbl-
NosHAETCA NPW NOMOLLM NapameTpa -b).

« -r: okasaTb copepxnmoe TabnauLbl
MapLupyTM3auun (3KBMBaNEHTHO BbIBOAY
KomaHgbl route print B Windows).

« -u: [MokaszaTb coctoAHne UDP-cokeToB.

« -t:Moka3zatb coctosHne TCP-cokeToB.

Mprmepbl ncnonb3oBaHNUA
netstat -tlnp

BblBOAWT CNUCOK BCEX MOPTOB, Ha KOTO-
PbIX NPUHUMAIOTCA COEMHEHUA N COOTBET-
CTBYIOLLMI KaxXLOMy U3 HUX naeHTudunkatop
npouecca (PID). MpeHTudukatop npouec-
ca Oyget BbiBefileH TONbKO B TOM Cilyuvae,
Korga nonb3oBaTenb MMeeT NpuBUNEruv
cyneprnonb3oBaTens.
netstat -an | grep ESTABLISHED |
awk '{print $5}' | awk -F:
"{print $1}' | sort | uniq -c |
awk '"{ printf("%st%st",$2,%1) ;
for (i =0; i < $1; i++)
{printf("*")3}; print "" }'
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BbiBoguT rpaduk B ASClI-npeactaBneHuu,
oTobpakaloWwmii  KONMYeCTBO  YCTaHOB-
NEHHbIX COeAWHEHUN C pasnnyHbiMKu IP-
agpecamu. Mpumep BbiBOAA:
10.100.0.22 1 *
10.100.0.23 2
10.100.1.51 3
120.116.18.134 1
87.11.50.125 4 #¥**x*

netstat -ant | awk '{print $NF}'
| grep -v '[a-z]' | sort | unigq
-C

BbiBOOAUT KONMUYECTBO COEAMHEHUN U UX

cocTosnHme. NprMep BbIBOAA:
1 CLOSE_WAIT

11 ESTABLISHED

63 LISTEN

21 TIME_WAIT

Mtr

MNporpamma mtr ABRNAETCA WHCTPYMEH-
TOM ONA OWArHOCTUKMA CeTU U KOMOUHU-
pyeT B cebe BO3MOXHOCTA NpOrpamm
traceroute u ping.

Mocne 3anycka mtr nponsBogMT mccne-
[JOBaHMe coeAvHeHNA Mexay Y3foM, Ha
KOTOPOM OHa 3anyLieHa 1 LiefieBbIM Y3/10M,
3aflaHHbIM NapaMeTPOM KOMaHAHOWN CTPOKM
nyTem OTMPaBKM NaKeTOB CO cCneuuasbHO
YCTAHOBAEHHbIMA  HU3KUMW  3HaYeHUAMM
napametpa TTL. MNocne sToro otnpaeka na-
KETOB C HU3KMM 3HayeHnem napametpa TTL
npopAonXaeTca, napannenbHO BedeTca 3a-
N1cb BPEMEHN NpuemMa OTBETHbIX coobLue-
HUIN OT MPOMEXYTOUHbIX MapLUPYTN3aTOPOB.
STo no3BondAeT mtr NoAcYMTaTb M BbIBECTU
NPOLEHT MPUHATbIX OTBETOB U BpemMAa OT-
BEeTa MapLUpyTU3aToOpoB MO NyTW cnefoBa-
HUA NakeTOB [0 LieNieBOro ysna. BHesanHoe
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MOBbILLIEHNE KOIMYECTBA NOTEPAHHbIX NaKe-
TOB VN BPEMEHM OXKMAAHMA OTBETa 0ObIYHO
rOBOPUT O MJIOXOM KayecTse (UIv NpocTo o
neperpyske) ceTu.

ba3oBbIl CMHTaKCUC:
mtr <uma ysna>

BoiBog KomaHabl "mtr google.com™

mtr --report --report-cycles
10 www.google.com > google_net_
report.txt

JTa KOMaHZa no3BosfeT NMoMecTUTb OT-
yeT, COCTaBNAEMbIV NPorpamMmmon mtr, B Tek-
cToBbIi dann. B pexnme cosgaHma oTyeta
mtr BbIBOAUT pe3ynbTaThl paboTbl B Buae
0oTdOPMaTMPOBAHHOTO TEKCTa, BK/IOYasA B
Hero onucaHme HeobXOAMMOro KonuyecTsa
MUHI-LMKNOB, Tpebylowmxca Ana BbiNonaHe-
HMA KOMaH[bl. D TOT TEKCTOBbI OTYET MOXKET
6bITb BnocneacTBUM 6e3 Tpyaa NpuKpenneH
K COOBLLEHMIO 3NIEKTPOHHOW NOYTbI.

o mamepuanam
rus-linux.net
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Mpoctoinn WiFi-aHanu3saTtop

MNpuv opraHu3auumn coeanHeHNA Mexay He-
CKOMbKMMU KOMMbIOTEPaMM NOCPEeACTBOM
Wi-Fi vacto BO3HMKaeT Heobxo4uMOCTb
OLEeHNTb KayecTBO Npuéma B Pas3fMUHbIX
TOUKax nomeLlleHnsa. A ecnm rosoputb o6
opranusaunn Wi-Fi-mocTta n/vnu Hactporike
HanpaBneHHbIX aHTEHH TO HEOBXOAUMO eLLé
yuuTbiBaTb cocefHue Wi-Fi-Toukn.

MonHoueHHOe uccnegosaHue s¢urpa Tpe-
6yeT JOCTaTOUYHO BbICOKMX 3aTpaT, KoTopble
06bIYHO He onpaspaHbl. Yalle Bcero npocTo
HYy>KeH cKaHep 3durpa, KOTOpbI NOKa3biBaeT
JOCTYMNHblE TOUYKN U KayecTBO MX CUrHana
Ona cmapTPOHOB TaKMX NPUSIOKEHUI CY-
LecTByeT BeNnKoe MHOXEeCTBO, a BOT nop
Linux kpome rpomosgkoro Kismet Huuero
noaxoAdALero HamtTu He yaanocb. B wtore
OKa3asnocb NpoLLe HanmcaTb CBOM NHCTPYMEHT.

OcHoBHaA npaeAa nNpu HanucaHWW CBOEro
WHCTPYMEHTa 3aKstoyanacb B TOM, YTO BCA
Heobxoaumaa UHGOPMALMA COOEPKMTCA B
BbIBOAe KOMaHfbI:
iwlist wlan0 scan

Ho BbIBOZ 3TOW KOMaHAbl He yaobeH ans
BOCNPUATMA. B utore 6b110 pelleHo Hanu-
caTb CKPWMT, KOTOPbIN B GECKOHEYHOM Lu-
Krne 6yaeT 3anyckaTb 3Ty KOMaHZy, Napcutb
€€ BbIBOJ 1 0OTOOpakaTb pe3ynbTat. JIMCTUHT

NoNy4YeHHOro CKpunTa:
#!/usr/bin/perl

use strict;
use warnings;
use diagnostics;

use Math::Round;

# ECAM 4yuCno aprymMeHTOB He paBHO
eanHunue
if (@ARGV != 1) {

# NeyaTaeM KpaTKyw CnpaB-

Ky
print "Usage:\n";
print " $0 ifname\n\n";
# 3aBepuwaem paboTy
exit;

h

# BYAeM MUCNONb30BaTb MOJyYeHHble
JaHHble AN OYMCTKU 3KpaHa B Aad/ib-
HenweM

my $clear_screen = "clear ;
# Nonyyaem uma mHTepdenca
my $ifname = shift;

while (1) {
# CkaHupyem 3¢up
my $scan_result =
scan ;
# Mony4yaem Koa owubku
my $error_code = $7?;
# 3aBepwaem paboTy ecnu
YTO-TO He TakK
exit if $error_code;
# Ha cKoOpyw pyKy pa3bu-
BaeM pe3ynbTaT CKaHWPOBAHUA Ha
31eMeHThbl
my @scan_results_tmp =
split /cell \d+/is, $scan_result;
# HauyMHaem NOJTHOLEHHbIN

iwlist
$ifname

pa3bop
my @scan_results =
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# NMepebupaem 31eMeHTH
foreach my $hotspot_line
(@scan_results_tmp) {
# ECnnM HeT HoMepa
KaHana 3Ha4yuT 3TO MyCOp, KOTOpbIM
HaAo MponycTUTb

next if $hotspot_

I~ m{Channel\:}is;
# CTpOUM 3J1eMeHT
my %hotspot = ();
# Homep KaHana

Tine

$hotspot{'Channel'} = $hotspot_
Tine;

$hotspot{'Channel'} =~
s{A.+Channel\: (\d+) .+$}{$1}1s;

# SSID

$hotspot{'ssSiD'}
= $hotspot_line;

$hotspot{'ssSiD'}
=~ S{A.+ESSID\:"((.+?)?)".+$}{$1}
is;

# Hanunumne wmnppo-
BaHUN

f$hotspot{'Crypted'} = $hotspot_
Tine;

$hotspot{'Crypted'} =~
s{A.+Encryption key: (\w+?)\s.+$}
{$1}is;

# YpoBeHb CUIHa-

na. W cpasy nepesoiuM e€ro B Mpo-
LLEeHThI

my $ql =
$hotspot_1line;

$ql1 =~
s{A.+Quality=(\d+) /\d+.+$}{$1}is;

my $g2 =
$hotspot_1line;

$92 =~

s{A.+Quality=\d+/(\d+) .+$}{$1}is;
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$hotspot{'Quality'} = round($ql *
100 / $q2);
push @scan_

results, \%hotspot;

}

# CopTupyem

@scan_results = sort {
sprintf("%02d", $a->{Channel})
cmp sprintf("%02d",
$b->{Cchannel}) } @scan_results;

# Ouuwaem 3KpaH

print $clear_screen;

# MeyaTaem JAaHHble

print sprintf(" % 2.2s
[% 9.95] [% 32.32s] [% 7.7s]\n",
""ch", "Quah'ty" , ''SSID",
"Crypt");

print sprintf('%1$s'x61 .
"\n", "-");

foreach my $hotspot (@
scan_results) {

print sprintf("

%02d [% 8d%%] [% 32.32s] [%

7.7s]\n",
$hotspot-
>{Channel},
$hotspot-
>{qQuality},
$hotspot-
>{SSiD},
$hotspot-
>{Crypted});
3
# [Jenaem naysy
sleep 1;
3

CKpuWNT NPUHMMAET OAMH e[MHCTBEHHDIN Na-
pameTp — nMsA HTepdelca, Ha KOTOPOM Hao
OCYLLEeCTBNATb MOHUTOPUHT. Hanpumep Tak:
./wifiscan.p1l wlan2
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BbiBog CKpunTa BbIMAAUT NPUMEPHO TakK:

Cch [ qQuality] [
SSib] [ Crypt]

01 [ 93%] [
Yuldash House] [ on]

02 [ 94%] [
serr_dom] [ on]

04 [ 94%] [
home-of-moose] [ on]

06 [ 93%] [
wifi.tattele.com] [ off]

06 [ 93%] [
KEENETIC 4G] [ on]

06 [ 94%] [ MTS_
telefon_2-65-60-30] [ on]
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06 [ 94%] [
home.net] [ on]

08 [ 93%] [
YOTA] [ on]

10 [ 93%] [
Estucador] [ on]

10 [ 93%] [

DIR-300NRUB6] [ on]

Ecnn HyXHbl 6yayT Kakme-To Apyrve na-
PameTpbl TO X NonyyeHne mn OTO6pa)KeHl/Ie
JIErko gonncatb B CKPUNT. ABTOp Ncnonb3o-
Ban 3TOT CKPUNT MPU 3KCNepumMeHTax C ba-
HOYHbIMWN aHTE@HHaM1 1 C NMOMOLLbIO 3TOro
cKpunTta cMmor HanTn HY>KHO€ HanpaBneHne
Ha Heo6xonmmy}o TOYKY.

o mamepuanam
ylsoftware.com
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CyberCrime

Linux-63ka0p, opraHM3yrowmm
CKPbITbIW KaHa/ CBA3MU
B JIGSrUTUMHOM CeTEeBOM Tpacduke

KomnaHus Symantec B pe3synbTate pas-
60pa aTaky Ha OOHOrO 13 KPYMHbIX XOCTUHT-
npoBagepoB BblsBUSIA HOBbIN B 63K40pa
ana GNU/Linux. bakgop BbinonHeH B dopme
pasgensemon 6ubnnoTeKkun, nepexeaTbiBato-
Weln paj CTaHOAPTHbIX BbI3OBOB, TaKMX Kak
read, EVP_Cipherlnit, fork n ioctl. Bubnuo-
Teka CBA3blBaeTCcA C paboTawwmymy Ha cu-
CcTemMe CeTeBbIMM MpoLeccamu, TakuMK Kak
sshd, 6epét Ha ceba 06pPabOTKy yKazaHHbIX
BbI3OBOB M NOJlyYaeT KOHTPOb Hag Tpadu-
KOM MOpPaxEHHbIX CEPBEPHbIX NPUSTOXKEHWIA.

Mpu pabote 63kOOp He coxpaHseT dain-
NOB, He CO3AaET COKETOB U He MHUUUnpyeT
ceTeBble COefIMHEHMSA, MPUKPbIBAACb B CBO-
e aKTUBHOCTU MOPaXEHHbIM CepPBEPHbIM
MpOLLeCcCoM, UTO 3aTPYAHAET ero o6Hapyxe-
HVe. YnpaBnsLme KoMaHbl nepeaarTca B
cocTaBe LUTaTHOro ceTeBOro TpadukKa, yepes
WHTerpaLunio noactaBHbiX 65nokoB. bakaop
OTC/IEXKMBAET NOABJIEHNE B HOPMasibHOM, He
BbI3blBalOLLEM Mofo3peHne, Tpadurke MacKy
"1;', Nnpn obHapyXeHUn KOTOpPOI AeKoanpy-
eT cnepyoLWmii 3a Heli 6ok faHHbIX. JaHHble
3aWwndpoBaHbl C MCNONb30BaHMEM Wndpa
Blowfish n cnepytot B popmate Base64.

Yepes 3akopumpoBaHHble 610KK, Npume-
WaHHble B 0OblYHbIN TpadurK, MOryT nepe-
[aBaTbCA ynpasnAllMe KOMaHabl AnA

BbINONIHEHWA Npon3BOnbHON shell-komaHApbl
WUNN OTMPABKU B OTBET HaKOMMEHHbIX 63K-
LOpPOM HaHHbIX. OCHOBHOW GyHKUMeNn 63k-
[opa fABNAETCA rfnepexBaT W HaKomnjieHue
KOHOMAEHUMANbHBIX AAHHbIX, TaKMX KaK Na-
ponu, Knoun wndpoBaHusa 1 email-agpeca.
B uvacTtHOCTM, noppepxrBaeTca nepexsat
naponen n SSH-knouen nonb3oBaTtenen,
NOACOeAVHALLNXCA K NOPaXKEHHON cucTeme.

B kauecTBe MeTOf0OB BbiiBNEHUA 63Kg0pa
MOXeT WCNOoSb30BaTbCA aHannM3 Hanuuma
Mackm """ B Tpaduke. Ho 3T1OoT MeTon He
3¢deKTNBEH, TaK KakK O3KOOp MOXeT anu-
TeflbHOe Bpems He nposBnATb cebsa. bonee
HafléXHbIM BapyvaHTOM ABMAETCA COXpaHe-
HVe famna namAaTy paboTalollero npowecca
sshd 1 nonck B HEM cneunduuHbIX gna 63k-
[lopa CTPOKOBbIX [JaHHbIX, Takux Kak "key=",
"dhost=", "hbt=3600", "sp=", "sk=" n "dip="
MopgpobHocT 06 aTake, B pesynbrate Ko-
Topol 6bin ycTaHOBMIeH 63KA0p, He Co06-
watotcA. Kak npaBuno, NpoHWKHOBEHVE B
CUCTEMY OCYLLEeCTBNAETCA yepe3 nepexsaT
naponsa afMUHUCTpaTOpa WM 3KChyaTa-
UM HEeWCrnpaB/ieHHbIX YA3BUMOCTEN, Ha-
npumMep, B NaHenAX yrpasieHnsa XOCTUHIOM.

o mamepunam
opennet.ru
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AHanus 6e30nacHOCTH
KOMIMbIOTEPHbIX ceTen

Ettercap — Heb6oMblUaA KOHCONMbHAA yTUN-
Ta, metowan GTK rpaduyecknin nuHtepdenc
(GUI), npeaHasHauyeHHaa Ona aHanmsa 6es-
OMACHOCTW KOMMbIOTEPHbIX CETEN.

OcHoBHOe npepHasHauyeHne Ettercap
nposegeHne MITM atakm (ataka "uyeno-
BEK MocepeauHe"), UMeeT BO3MOXHOCTb
aHanu3a ceTeBOro Tpaduka, dunbTpaumn
KOHTEHTa Ha NIeTy M MHOXEeCTBO JApPYrux
WNHTEPECHbIX BO3MOXHOCTEN...

ualinux.com

Ettercap nogpepmBaeT Kak aKTuMBHble,
TaKk U MacCMBHble BCKPbITMA MNPOTOKONOB
(noppepxnBaet npoTokonbl Telnet, FTP,
POP3, IMAP, SMB, HTTP n mHorue gpyrue),
BK/toUaeT Gonbloe KONMyecTBo QGYHKLUMIA
OnA aHanm3sa ceTn 1 y3na.
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Ocobylo nonynApHocTb  yTunuWTa no-
fyymna 3a BO3MOXHOCTb  BbIMONHATb

Ettercap vmeeT MHOXecTBO OYHKUUIA 1 .
ARP-spoofing (TexHMKa ceTeBOI aTaKw).

pacwmpsaeTca 3a CYET GOMbLLIOrO Kosnye-
CTBa MNarvHoB, Ans paboTtbl TpebyeT npas
agMUHUCTpaTopa (root), nonyyeHHble B pe-
3ynbTaTe BbINOMHEHWA aTaku log-daiinbl mo-
ryT ObITb Cpa3y NPOCMOTPeHbl (Hanpumep
€C/In B Xofe nepexeaTa, B Tpaduke Obinn 3a-
MeuUeHbl Naponu, OHU 6yayT NoKasaHsbl), Ha-
cTponka Ettercap npowussoguTtca npaBKown
KOoHdUrypauvoHHoro daina:
/etc/ettercap.conf

llo mamepuanam
zenway.ru
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KubepaTtakm B noapobHoOCTAX:
CNYO®UHI NAKETOB

Mol Hauanu ceputo cmameli 0 Haubosiee U3BeCMHbIX MUNAx KUbepamak, Komopule oKa-
3vlealom go30elicmgue Ha IT-uHgpacmpykmypy opeaHusayul ¢ 0emasnbHo20 ONUCAHUA
amak omkasa 8 obc/lyxusdaHuu. B smom pas mel pdccMompum amaky, ocywecmsnisemyio
nNpu NoMowu cnyguHaa Nakemos, Komopds Ae/18emcs 00HoU U3 II06UMbIX AMAkK 83/10MWU-
KO8 U WUPOKO UCNob3yemcsa 0/18 3KCnyamayuu yszgumocmeli cemeli. Takxe Mol paccmo-
mpum 06cmoamMenbCMad, NPU KOMOPbIX 3Ma amaka Moxem 3ampoHyme Linux-cucmemesl u

06cyoum cnocobel ee cOepXUBAHUA.

CnyouHr no onpegeneHunio ABnAeTCA
MucTUduKaumen nam obMaHOM Koro-nmbo
(cnoBo NpoucxoanT OT aHIMUINCKOro C/loBa
"spoof', B NnepeBofe 03HayaloLWero MUCTU-
dukayms). nAa noHnMaHMA MexaHn3ma ocy-
LeCTBMIEHMA aTaky Npu nomMowm cnyduHra
nakeToB, HaM HeobXoAMMO MccnefoBaTb B
nogpobHocTax cTpyKTypy IP-naketa. MHo-
rme Knbepartakum OCHOBbIBAOTCA Ha Aedek-
Tax, [OMNYLEHHbIX MPX MNPOEKTMPOBaHWM
byHOaMeHTanbHbIX MexaHn3mMoB OyHKLMO-
HUPOBaHUA ceTel U CNyQUHT He ABnAeTCA
NcKnoveHnem. PaccmoTpute prcyHok 1.

PucyHok 1: CtpykTtypa Ethernet-ppeiima n IP-naketa

Kak wn3BecTHO, cTaHpapTHbIn Ethernet-
dpenm npeactasnaeT n3 cebsa obnactb AaH-
HbIX C Pa3fIMYHbIMU 3afaHHbIMK MONAMMU,
Takumu, Kak MAC-agpeca NCTOUYHUKA N Ha-
3HayeHus, NoNie KOHTPOJIbHOW CyMMbI, MONA
CUHXpOHK3auun (preambles) n gpyrue nons.
B cnyuae npotokona TCP/IP, TCP-nakeT go-
nonHset IP-genTarpamMmmy 1 OHV HaxXO[ATCA B
cTaHpapTHoM Ethernet-dppeiime. TCP-naket
copepXnT MHGopMaLMo O MOCTOAHHOM CO-
eIHeHUN, B TO BpeMms, Kak IP-nakeT copep-
KUT MHOOPMALMIO O UCXOQHOM U LieSIeBOM
appece n nopte. 3agayelt pasNnNyHbIX YPOB-
Hen OS| aBnaeTca o6begnHeHne AaHHbIX U3
3TUX NaKeTOoB.

Kak Mbl ynomMuHanu B MPOLWWION CTaTbe,
coeanHeHwne B TCP/IP ycTaHaBnvBaeTca npu
nomoLm TpexatanHoro pykonoxatua (SYN,
SYN-ACK, ACK). 310 pykonoxatue CnyXuT
ONA  YCTaHOBNEHWA COedVHEHUA MeXay
[ABYMSA CETEBbIMU KapTaMu, KOTOpble 3aTeM
MCMONb3YIOT NOCNeA0BaTENbHOCTM MaKeToOB
N NOATBEP)KAEHNA O AOCTaBKe MAKeTOB AnA
OTNPaBKM WNW MONYYEHUA [AaHHbIX. JTOT
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npouecc obmeHa AaHHbIMU 0ObIYHO 3aKaH-
unBaetca pykonoxatrem FIN/FIN-ACK.

Mona c IP-agpecamn oTnpasutena u Le-
NeBON CUCTEMbI YCTaHaBMBAOT TO, Kakue
CUCTEMbI YYaCTBYIOT B OOMeHe AaHHbIMY,
a nona C HoMepamu MOPTOB yKa3bliBaKOT Ha
TO, KaKue NPUIOXKeHUa yyacTByloT B obme-
He gaHHbiMu. [MNona IP-agpecos B IP-naketax
3aMOJIHAIOTCA aBTOMATMUYECKN NPU NMOMOLLM
Kofa peanu3auuu BblCLUMX YPOBHeN ceTe-
BOrO CTeKa, TEM He MeHee, 3/I0HAMEPEHHO
HAaCTPOEHHble MOJSiIb30BaTeNM C MOMOLLbIO
cneumanbHOro MporpammHoro obecrneve-
HUA MOTYT N3MEHWTb AaHHble B 3TVX MONAX;
npy NOMOLLM STUX ENCTBUN 1 NPON3BOANT-
CA aTaka, OCHOBaHHaA Ha cnyduHre nake-
TOB, MpPOLIECC ee OCYLIeCTBNEHNA MOKa3aH
Ha PUCYHKe 2.

PricyHok 2: ATaka npu nomouuy cnyduHra
nakeToB

B cnyuae npocrenien aTaku, OCHOBaHHOM
Ha cnydurHre NakeTos, B3JIOMLLMK reHepupy-
et IP-nakeTbl C agpecom LiefieBoln CUCTEMBI,
a none IP-agpeca ncrouHnka mogmounumpy-
eTcsl Takum obpasom, uto BmecTo IP-agpeca
oTnpaBuTeNa 3afaeTca agpec y3na, KOoTopbli
MO>KeT UCMOJIb30BaTbCA AnsA cObopa AaHHbIX
06 aTaKyeMol cmcTeme WM Ha HEM MOXeT
paboTtatb cHuddep.

TCP/IP cTek Ha aTakyemom cucteme Cnpo-
€KTMPOBaH TakM 06pa3oM, UTO OH JOSIKeH

ualinux.com

OTBETUTb OTMNPaBMTESIO NaKkeTa Npu ero npu-
eme. [ocne aToro y3en co cHudppepom npw-
HVMMaeT MakeT, oTnpaBneHHbI B oTBeT. CTo-
T YNOMAHYTb O TOM, YTO €C/IN Ha aTaKyeMoM
y3/ie ycTaHOBMIeH CHUdep nakeTos, OH Mo-
Ka>KeT, UTo NaKeTbl MPUXOAAT C KOMMblOTEPa,
KOTOPbIN B3IOMLUMK KUCNonb3yeT ana cbopa
JaHHbIX, YTO He COOTBETCTBYeT AeNCTBU-
TeNIbHOCTU. TaknM 06pa3sMm, 3710yMbILLIEHHU-
Ky C ycnexom yaaeTca CKpbiTb CBOW agpec 1
B TO e BpeMsA cobpaTb MHGopmaLmio o na-
KeTaX, BblAaHHYI0 CHUPPEpPOM, MOCKOSNbKY
ero peanbHbIn IP-agpec He packpbiBaeTcA B
npouecce aTaku.

Tenepb paBanTe pasbepemca B NpUUnHaX,
MO KOTOPbIM 3/10YMbILLNIEHHUKN NPeAnoYu-
TaloT MCMOMb30BaTb CMYPUHT. XOTA COKPbI-
Te nHGopmaumm o cebe ABIAETCA NPUOPU-
TeTHOW 3apjayen, CTPeM/leHVA B3NOMLLMKA
pacnpocTpaHsatoTca wupe. Cobupan nHdpop-
MaLMIo O MakeTax Mpu nomowm cHudpdepa
Ha BbleIeHHOM ANA 3TOro y3/1e, B3/IOMLUUNKN
MOTYT nonyumnTb 6onbLiol 06bem MHPopMa-
umm ob aTakyemow cucteme. BaxxHasa nHdop-
MauuA, Takaa, Kak OTKpbITble MOPTbl, TUM
OMnepaLVioOHHON CUCTEMbI, CeTeBble MPWOo-
»eHuA yposHA 7 OSI, ncnonblyembie Tunbl
KpunTorpadpuyeckmx anroputMoB 1 MHorve
Apyrve paHHble mMoryT ObiTb cobpaHbl 6e3
pacKpbITVA agpeca 3N10yMblLLIEHHMKA.

B kauecTtBe npumepa cb6opa nHdopmauun
MOXHO MPWBECTWN CUTYyaLMIo, KOraa B3/IOM-
WWK OTNpaBnAeT nakeT C MOAMEHEHHbIMU
AaHHbIMU ANiA TOro, YTobbl Y3HaTh, paboTa-
et nn Web-cepBep Ha aTakyeMoW cucTeme.
Kak Tonbko nHdopmauma o ncnonb3yembix
cnyx6amy nopTax M3BieKaeTca Npw Nomo-
wy cHuddepa, cnepytollaa cepna NakeTos
C MOAMEHEHHBIMU AAHHBIMW OTMNPaBJAET-
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CA aTaKyemoWn cucteme ANA yCTaHOBJIEHUA
ceccun telnet 1 nonyyeHna 3aronoBKOB OT
Web-cepBepa, oTkyga moxeT ObiTb mony-
yeHa nHbopmauua ob ncnonblyemon one-
paunoHHol cucteme, Tne Web-cepeepa n
cucteMax 6e30MacHOCTM, NCMOMb3yeMblX Ha
aTakyemom cucreme.

CnepyeT 3HaTb, YTO ANA B3/IOMLIMKOB HeT
Heo6xoAMMOCTY B MOCTOAHHOM [OCTyre K
y3J1y C YCTAaHOBNEHHbIM CHUPPepom; bakTu-
YecCKM MCNOoNb30BaHMe MOLLHbIX NPOrpamm
ANA NccnefoBaHMA NaKeToB MOXET MOMOYb
aTaKylolLLemMy B MCNOJIb30BaHUM TOJSIbKO CBO-
ero KoMmnbloTepa AnA OTNPaBKU MakeToB C
NOAMEHEHHBIMU AaHHbIMYK, cbope AaHHbIX
Ha 3TOM e KOMMbloTepe U COXPaHATb Npwu
STOM HEBUAMMOCTb Af1A aTaKyeMOW CUCTEMbI.

OnbITHbIE B3/IOMLWMKA MOTYT WCMNONb30-
BaTb CNydUHI MNAKETOB TaKXe W Ans Mosny-
YyeHNA UHGOPMALMN O COCTOAHUM MeXce-
TEBOro 3KpaHa. Kak Mbl 3Haem, MeXXceTeBou
3KpaH OCyLLeCcTBAAET NOCTOAHHbBIN npouecc
bunbTpaunMM NakeToB Ha OCHOBAHWM W3-
MEeHAEMbIX MPaBWJ, YTO B KOHEYHOM uTOre
CBOAMTCA K PeLUeHMIO: KaKune nakeTbl [OJXK-
Hbl ObITb NMpPOMNyLLEHbl, a Kakune - oTbpolLue-
Hbl. Korga ogvH y3en coeguHAETCA C Apyrum
Y310M, 3alULLEHHBIM MeXCeTeBbIM 3Kpa-
HOM, MepBbIN y3en cHavana nposoaunt TCP-
PYyKOMoXaTtune C MexceTeBblM SKPaHOM.

Ecnn coegnHeHue paspeluaetca npaBu-
NnamMu, MeXCeTeBOW dKpaH CaMOCTOATENbHO
yCTaHaBNMBaeT Apyroe coeguHeHne C yaa-
NEHHBbIM Y3/IOM Y OO6MEH AaHHbIMU MeXay
y3naMu MPOUCXOAUT MPU yvyacTUn Mexce-
TEBOrO 3KpaHa B KayecTBe MNPOMEXYTou-
HOro 3BeHa. TakXe, Korga yganeHHbIn y3en
nbiTaeTcA OTNPaBUTb MNOATBEP)KAEHME O
npueme AaHHbIX Y31y, UHULUUPOBABLLEMY
coefilHEHMe, MEXCETEeBOW 3KpaH [OJIXKeH
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nepexBaTUTb €ro 1 NPOBEPUTb, OXKMUZAET NN
y3en 3TO NoATBEPXKAEHNE, a eCNN He OXKuAa-
eT - oTbpocuTb NakeT. Bce 310 oTHOCUTCA K
COBpPEMEHHbIM MeXCETEBbIM SKpaHaMm, HO He
OTHOCUTCA K YCTapeBLUMM HeJOPOrnUM MeX-
ceTeBbIM 3KpaHaM, OOMbLUMHCTBO M3 KOTO-
pbix nponyckatoT ACK-nakeTbl, npegocTas-
NAA BO3MOXKHOCTW ANA aTak Nnpu MomMoLuum
cnyduHra.

CyLiecTBYIOT TPU MPUUUHBI, MO KOTOPbIM
CeTn ABNAKOTCA YA3BMMbIMK K aTakaM, OCy-
WecTBASEeMbIM Mpyu  noMowm  cnydurHra
nakeToB. llepBadA nNpuymMHa COCTOWT B TOM,
UTO CofepXMMoe nakeTa MOXeT ObiTb Mo-
AndULUMPOBaHO 6e3 JINLIHUX CIOXKHOCTEN
Npu NOMOLLN AOCTYMHbIX LWWPOKOMY Kpyry
nonb3oBaTteneln cBOO6OAHbIX yTUNUT. Bropoii
NPUYMHON ABNAETCA TO, UTO MHOXECTBO
NPUNOXEeHUN [a)ke CerofHA BCe elle WUC-
MONb3ylT KOMOMHALMI0O MCXOLHOMO U Ue-
neBoro IP-agpeca Kak 6e3omacHblii MeTof
ayTeHTMUKaL MK NakeTa.

B KauecTBe nprvMepa MOXHO NpPMBECTU
Web-cepBepa, nossondwlwme unM He no-
3gonawwme ocyuwectsnAatb HTTP-3anpocobl
Ha OCHOBaHUM W3MeHAemMoro cnmcka IP-
appecoB. Takme cuctembl CTaHOBATCA bec-
Mone3HbIMMN B TOM CJlyyae, eCiiu UCXOAHbIN
afpec B nNakeTe NOAMEHEH Ha agpec 13 cnu-
CKa paspelleHHbIX. TpeTben NPUUYMHON AB-
nsAeTca To 06CTOATENIbCTBO, YTO MAPLIPYTU-
3aTOpbl OCYLLECTBAAT MepecbUiky MnakeTa
OCHOBbIBaACb TOMbKO Ha LIeNIeBOM agpece
M MO YMOJIYaHUIO He o6palLaloT HUKAKOro
BHMMaHVA Ha agpec OTrnpaBuUTens.

Tunbl aTak c NpUMeHeHnemM
cny¢$uHra nakeTos
3Has OCHOBbI OCYLIECTBEeHUA cnyduHra
NaKkeToB, faBaliTe NogpobHee PaccMOTPUM

Bonbwe yem USER v14.03(7)

69



Yana LINUX

CyberCrime

MeTOAbl OCyL|ecTBieHNA aTak. Ha TexHu-
YeCcKOM ypOBHe CyLIeCTBYIOT [iBa TiMa Crny-
duHra "cnenoin” cnyduHr ("blind" spofing) n
"Hecnenon" cnyouHr ("non-blind" spoofing).
Kak Mbl obcygunu paHee, nopagkoBble
HOMepa MakeToB WM HOMepa MOATBepKAe-
HUA nexaT B OCHOBe nepefaun [aHHbIX,
NMo3TOMy WX MOAMEHa ABNAETCA BaMHbIM
TpeboBaHMeM Npu OCyLLeCTBIEHNM aTaK.

Mpu atake, OCHOBaHHOW Ha cnenom crny-
buHre, aTakyLWMIN OTNPaBAAET MHOXECTBO
MakeToB LieNeBON CUCTeMe ANA yCTaHoBIe-
HMA NOPALKOBbIX HOMEPOB NAKEeTOB 1 HOMe-
poB noaTBepxAeHUn. Kak Tonbko Homepa
YCTaHOB/EHbI, aTaKyloleMy He cocTaBnsert
TpyZa NOAroToBMTb HOBbIM Habop un3me-
HeHHbIX MakeToB AnA cbopa nepegaBaemMbix
JaHHbIX. B cnyyae aTaku, OCHOBaHHOW Ha
Hecnenom crnyouHre, aTakylowWwmii QOMKeEH
HaXxoAUTbCA B OAHOWN NoACeT C LieneBom cu-
cTemol AnA Toro, Ytobbl 6e3 NULIHKX CII0X-
HOCTel y3HaTb MOpALKOBble HOMepa Mnake-
TOB 1 HOMepa noaTBepxaeHni. Kak Tonbko
3TV HOMepa YCTaHOBJEHbI, aTaKyloLWuWi Mo-
eT pa3opBaTb CyLlecTByloLLee COeAUHEHNE
LieneBol c1cTembl C APYrM Y3/10M 1 nepe-
YCTaHOBWTb €ro Npu NOMOLLM NogMeHbI No-
PALKOBbIX HOMEPOB NMakeToB Ha CBOEM Yy3/e.

PaclwimpeHHon Bepcren 3Ton aTtakn ABNA-
eTcA aTaka nepexsaTa C y4acTMeM YyenoBeka
(man-in-the-middle), npn koTopoi nepe-
XBaTbIBalOTCA [aHHble BCEN ceccun ana umx
pacndpPOBKY 1 MOXMLLEHMA.

Tenepb paBaiTe paccMOTPMM BOMPOC O
TOM, Kak 6a3oBble MOHATWA, OTHOCALWMeECA
K cnydurHry nakeTos, NPUMEHAIOTCA B3JIOM-
WMKamMu AnA BMellaTenbCcTBa B paboTy ceTe-
BbIX cny»k6, paboTatowmx no npotokony TCP.

MNoameHa HoMepoB NOPTOB
(IP port spoofing)

Mpn 3ToM TNe aTakm HOMEpP UCXOAHOro
nopta moguduumpyeTca C uUenbio BBECTU
B 3abnyxxpeHune yctporictea NAT u mexce-
TeBble 3KpaHbl, a TaKkKe CKPbITb CBOE Npu-
cyTcTBME B CceT. MexceTeBble 3KpaHbl, He
obcnyxnBaemble [OMKHbIM 06pa3om Mo-
ryT WUCMoNb30BaTb YCTapeBlUMe MpaBuna,
COrNacHO KOTOPbIM MOryT ObiTb OTKPbITbI
onpefeneHHble MOPTbl Ha Yy3/ax C M3BeCT-
HoiMn IP-agpecamn. [aHHbIn BUA aTaku
ncrnonb3yeT 3T0 06CTOATENbCTBO.

OJTa [JOCTaTOYHO cepbe3Hasa aTaka, Tak
KaK 3/T0yMbILUNEHHUK MOXET HaXoaMTbCA 3a
npegenamu ceTv 1 Npu 3ToM UMeTb JOCTYM K
BHYyTpeHHeMy TpaduKy.

MopmeHa 3anncen ARP
(ARP spoofing)

MockonbKy cnyduHr nogpasymeBaer Mo-
AndurKauuio Nnmn co3gaHne nakeToB, COBpe-
MEHHbIE B3/IOMLUMKM He OrpaHMuYMBaloTCA
TONbKo noameHown IP-nonen. B atom Tune
aTaku, Takxke 13BeCcTHOM Kak ARP poisoning,
aTaKkylowwmin oTnpasnaeT nameHeHHbole ARP-
MakeTbl B JNOKasbHYl ceTb AjiA accouua-
umm MAC-agpeca cBoen ceTeBOW KapTbl C
IP-agpecom LeneBow cucrembl.

Ncxona ns atoro, Tpaduk, npegHasHayeH-
HbI ANA LeneBoi cuctembl, Tenepb Oyaert
HanpaBnATbCA Ha CETEBYIO KapTy 3/10YMbiLL-
neHHukKa bnarogapa ceasu mexgy IP- u MAC-
agpecom. Taknm ob6pa3om 3Ta aTaka ABNAET-
CA aTaKol nepexBata C y4yacTnem yesioBeka.
ATakyloLWwmin MoXeT CKpbiTb GakT nposefe-
HWA aTaKy, OTNPaBNAAA BCe NPUHATble AaH-
Hble Ha afipec peanbHOro noayyaTtens u, no-
CKOJNIbKY B 3TOM MpoLiecce noTtepu AaHHbIX

ualinux.com Bonbwe yem USER v14.03(7)



user
And

LINUX

CyberCrime

He NPONCXOANT, MPAKTUYECKN HEBO3MOXHO
onpeaennTb y3en, NOXMLLALWNA AaHHbIe.

MoameHa 3anucenn DNS
(DNS spoofing)

DTa aTaka Takxe um3BecTHa Kak DNS
poisoning 1 oHa npuBoAMT K Gonee ce-
pbe3HbIM nocneacTBusAM. B gaHHOM cnydae
cepBep [AOMEHHbIX VMEH nopaBepraeTcs
BO3JEeNCTBMIO, MPUBOAALLEMY K U3MEHEHMIO
3anuceil, COOTBETCTBYWOLMX KMMEHaM [o-
MEHOB C Liefiblo NepeHanpasfieHna Ha y3en
3/10yMbILUNIEHHUKA C 3afaHHbIM IP-agpecom.
3710 npuoant K Tomy, uto Web- 1 email-
TpaduK OTNpaBNAETCA Ha Y3en 3/10yMblL-
NeHHUKa. JTa aTaka npoBoauUTCA nyTem
CO3aHNA HECKONbKMX MaKEeTOB C U3MEHEH-
HbIMW 3HauYeHnAMK nonen IP-agpeca, nopTa
W TUNa cny»<6bl.

MocnepacTBnA 3STOM aTakum MOryT ObiTb

OYeHb MJAYeBHbIMK, HaMpuUmep, Mo-
eT OblTb 3aMeHeHa T[flaBHaA CTpaHu-
Ua canlta wWanm MOXULLEHbl CcoobuleHus

3NEeKTPOHHOM NOYTbI.

Atakun Ha Email- n Web-cnyx6bi
(Email and Web spoofing)

loBopa o 7 ypoBHe OSI, cnegyeT ynoms-
HYTb, UTO aHaNIOMMYHaA TEXHMKa NPUMeHSAET-
CA TaKXe 1 ANA co3haHunA nofaenbHbIX agpe-
COB 3neKTpOoHHON noutbl, Web-3anpocos
1 runepccbinok. O6bIYHO 3TO AenaeTca C
Lenbto B6poca 1 pacnpocTpaHeHnsa Bpeao-
HOCHOrO MporpammMHoro obecnevyeHus (Bu-
pycoB M TPOAHOB) Cpefu Monb3oBaTeneu.
MomMHWTe, YTO CNyOUHT MPUMEHAETCA Mpw
opraHvM3auMm aTak OTKasa B 06cnyxuBa-
HWW, TaK KaK 3/10yMbILLINIEHHUK BCeraa xouyeT
0CTaTbCA HE3aMeUYEHHbIM.

ualinux.com

3awmTa ccTemM, OCHOBAHHbIX
Ha cBo6ogHOM
nporpaMmmMHoOM obecneyeHnmn

XoTA aTaKy, OCHOBaHHyl0 Ha cnyduHre
MakeToB [OBOJIbHO CJ/IOXKHO CAEP’KUBATD,
cylecTByeT psAf NPEBEHTUBHbIX Mep, KOTO-
pble aAMUHUCTPATOPbI CeTel AOMKHbI Npu-
MEHUTb B pamKax cBoel MHbPaCTPYKTypbl.
Tak Kak aTaku, OCHOBaHHble Ha cnyduHre
MakeToB, HAUMHAIOT CBOK PaboTy Ha ypoB-
He 2 OSI, peanbHasa 3awmTa OT HUX MOXKET
6bITb peann3oBaHa B KPUTUYECKUX KOMMO-
HeHTax CeTu, Takux, Kak MapLupyTu3aTopbl,
MeXXceTeBble dKPaHbl, CBUTYMN 1 APYTUX.

PasBepTbiBaHNE COBPEMEHHOIO  MeX-
CETEBOrO dKpaHa W aKTUBM3aLMA ero BO3-
MOXHOCTe anAa 6opbbbl co cnyduHrom
MakeToB MOXeT OblTb MEPBbIM YPOBHEM
3aWmnThl. B KauecTBe exegHeBHoOW pabo-
Tbl aAMWHNCTPATOP AOJIKEH WCCNeaoBaTb
npy NOMOLWM CUEHapus CUCTEMHbIE XKyp-
Hanbl MeXCeTeBblX 3KPaHOB, MapLIpyTu-
3aTOPOB 1 CBUTYEN B MOMCKAX MHOXeCTBa
ay6nukatos ACK-nakeTos.

TakXe HeobbluHO 60Mblloe KONMMYeCcTBO
SYN-nakeToB, ocTaBlwMxXcA 6e3 oTBeTa Mo-
XeT roBopuTb O MpPUMEHeHMU criydurHra
nakeToB. [efCTBUTENIbHO paboTaowmm me-
XaHU3MOM onpefeNieHNss Hanuuma aTtaku
npu nomolym cnyduHra ABnAeTcsa Nnposepka
cepun NakeToB ANA 3alaHHOrO MHOXeCTBa
NCXoAHbIX 1 ueneBbix IP-agpecoB u onpe-
[eneHne Toro, HeT NN Ccpean HUX CTOPOH-
Hux IP-agpecoB B paMKax AaHHOW ceccum
obmeHa JaHHbIMU.

OTa 3ajjlaya AOCTAaTOUYHO C/IOXHa ANA Bbl-
MOJTHEHNA C MOMOLLbIO CLieHapUs 0600UKY,
Mo3TOMYy A/ CNOXHbIX KOHUrypauuin ce-
Tell pa3BepTblBaHME CMCTEMbI YCTPaHeHUA
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CyberCrime

NPOHNKHOBEHWI MOXET OKa3aTb 3HauUTeNb-
Hyto MomMoLb agMuHucTpaTopy. CylecTsyeTt
npaswo Npu NCCeloBaHNM NAaKeToB, KOTO-
poe dopmynupyetca cnegyowm obpasom:
ecnu IP-agpec uHtepderica N3 BHyTpeHHel
CeTN MOABNAETCA B CUCTEMHOM XXYypHane,
roe ¢oukcnpylotca faHHble 06 obpallyeHu-
AX K BHeLWHeMy UHTepdelicy, TO 3TO YeTKO
YKa3blBaeT Ha Hannuune npobdnembi.

CBobopHble cucTemMbl Ha OcHoBe Linux
MOCTaBIAIOTCA CO BCTPOEHHOM, HO Mano n3-
BECTHOW BO3MOXHOCTbIO, Ha3blBaeMol Npo-
BepKoW ncxogHoro agpeca (source address
verification). 310 ¢yHKUMA Agpa, KoTopas
npu BKIOYEHUU Mo3BonAeT oTOpacbiBaTb
nakeTbl, KOTOpble BbIFAAAT TakK, Kak 6yaTto
NPULWAN U3 BHYTPEHHEIN CeTH, HO Ha CaMOM
Jene 3To He TakK. [ocnegHune Bepcun Agpa,
nocTaB/ifsieMble B COCTaBe Takux AUCTpuOy-
TMBOB, Kak Ubuntu n CentOS, nogaepxusa-
0T 3TY BO3MOXHOCTb, @ B TOM CJly4ae, ecsiu
BaW AUCTpMOYTMB He nopdep)KuBaeT 3Ty
BO3MOXHOCTb, MPULLIO Bpemsa 06HOBUTLCA.
Mogaundukauma ¢aina hosts.conf n gobas-
neHve B Hero napameTpa nospoof on ABnsA-
eTcA eLle OAHMM YPOBHEM 3aLLKTbI, KOTOPbI
cnepyet nonpo6oBaTh NPUMEHUTD.

B nnaHe onpepgeneHna HanuuuAa aTaku
ana Hebonblwunx ceTelr Ha oOcHoBe Linux
cylecTByeT OTNNYHAA yTUNTa NOJ Ha3Ba-
Huem arpwatch, KoTopasa oueHb nonesHa.

OHa otcnexusaet IP 1 MAC-agpeca, 3anu-
CbIBAET BCE U3MEHEHMNA 1 MOXKET NUCMOJb30-
BaTbCA CO CUeHapuAMU ANA yBeAoOMIeHUsA
aAMVHNCTPATOPOB O BO3MOXHOW aTake.
CueHapy MOTyT MCMONb30BaTbCA TaKXe
ANA MNcCnefoBaHNA CUCTEMHOMO >KypHana
N NMoucKa aHOManui B NnnaHe M3MeHeHHbIX
NCXOAHbIX apPeCcoB.

3aknioueHne

ATaku Ha ocHoBe crnydurHra nakeToB ABNSA-
l0TCA aTakaMu, KOTOpble CIIOXHO HelTpanu-
30BaTb. OHM MOTYT MPUBECTU K CEPbE3HbIM
NnoTepAM AaHHbIX, NPU 3TOM CyLeCcTBYOT
nyTn onpepeneHna U MNpPOTUBOLENCTBUA
3TVM aTakaM. HacTpolika mexceTeBblX 3Kpa-
HOB, CBUTYEN 1 MapLLPYTN3aTOPOB ABNAETCA
BaXKHbIM LIAroM AnA 3aluTbl CeTel OT aTak
Ha ocHoBe crnydurHra 1 CUCTeEMHble aAMUHK-
CTpaTopbl AOMKHbI 3HaTb 06 3TOM.

KomnaHun, paboTalowme ¢ ¢urHaHcamm
ABNATCA Hamnbonee uvacTbiMU >KepTBamMu
aTak Takoro TvMna u uUx KomaHgbl ynpasne-
HUA IT-nHOPaCTPYKTYpPON AOMKHbI npeg-
npuHMMaTb  Heobxogumble warn  AnA
npegoTBpalleHma  GUHAHCOBBLIX  MOTepb
W HeponyuweHWAa npuumMHeHua yuwepba nx
penyTauumn. YcTaHOBKa cucteM ObGHapy»e-
HMA MNPOHMKHOBEHUA 6e3 COMHeHuA Mo-
MoraeT B KOHTpone 6e30nacHOCT/ ceTeBow

[T-nHbpacTpyKTypbI.

o mamepuanam
rus-linux.net
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