





Yana LINUX OT peaakuuu

No6pbIin AeHb, yBaXKaeMble ynTaTenm!

Becb Haw KonnekTus No3apasnsAeT Bac C npoLes-
wumn Poxgectsom n Hosbim fogom u Xenaet Bcero
camoro fiyywiero u npuaTHoro. Hageemca yto B npo-
LUSIOM rofly Mbl He 06MaHyM BalLUX OXKUAAHWIA.

Mbl nprBeTCTBYEM Bac B NEPBOM HOMEpPE Hallero
KypHana B 2014 rogy.

CerogHa OyoyT matepurianbl Ha pasfnyHble TEMbI
— TYT 1 CO3[aHne CBOEro CO6CTBEHHOro 061a4yHOro
cepBuca, n BebG-nHTepdenc ana cuctembl BUPTyanu-
3auun, 1 ctaTbsl 06 OKOHHOM MeHemxepe DWM un
MHOroe gpyroe.

OpHako ocobeHHO xoTenlocb Obl OOpaTWTh Balle
BHUMaHVe Ha cTatblo «[lonyyaem obpa3 onepaTus-
HOM NamATW». B Mmpe cywiectByeT MHOro ucTpuby-
TUBOB N NPOrpaMm NpefHa3HauYeHHbIX AN KOHTPONA
IT- 6e30NacHOCTM U pacciefOBaHNIO COOTBETCTBYHO-
WX UHUMAEHTOB. Ha 3TOT pa3 mbl pagbl cOOOWMTb,
YTO NOAOG6HbIE Pa3pPabOTKM ecTb 1 Y Hac B YKpauHe.
3pecb 6yner paccmoTpeH aunctpubytme Ubuntu-
CyberPack 1, ecTecTBeHHO, HEKOTOpbIE €ro BO3MOX-
HOCTMW.

OcTaBaiTecb ¢ Hamu. Cnegyowe Homepa 6yayT
He MeHee NHTEePeCHbIMM.

C yBaxkeHueMm,
Aknmuyk Ceprein

HAL BbITTYCKOM PABOTAJIN:

AkmMmuyK Ceprei 3BeHUropoackaa AHacrtacusa
Nonos Banagumup Knpunbuyk Buktop

LWapan Uropb be3pykos Mapk
PoccowaHckumn AHapen
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O6nako B Linux CBOMMM pyKaMm

MHozue noduU nosb3yroMca MAxkumMu cepsucamu xpadeHus adnos, kak Dropbox,
Ubuntu One u 0p. Ho HamHo20 uHMepecHee co30ams c8OUMU pyKamu cobcmeeHHoe Xpa-
Hunuwe. Mpoekm Owncloud no3eonum 3a HeCKO/IbKO MUHYM YCMAHO8UMb U HACMPO-

umeo obs1ako.

OcHoOBHble Bo3mMoXXHocTu Owncloud

« HaMune KIMEHTCKMX Mporpamm pns
Windows, Mac u Linux;

« lWWMdpOBaHME Ha CTOPOHe cepBepa (0co-
6eHHO yao6HO, eci XOCTUHT NpefoCTaBns-
eT TpeTbA CTOPOHA, a dannbl Tpebyetca aep-
aTb B CeKkpeTe);

* CUCTEMA KOHTPOA BepCUi (MOXKHO OTKa-
TUTbCA Ha Npefbiaywne BEPCUN XpaHUMbIX
dannos);

« npocmoTp ODF- 1 PDF-daiinos npamo B
OKHe bpay3epa;

« MOAKNI0YEHNE CTOPOHHMX CEPBUCOB Xpa-
HeHuA (Dropbox, GDrive 1 T.n.) Kak AnpPeKTOo-
pUKN BHYTPY BaLLErO XPaHUNLLA;

« poctyn uepe3 WebDAV;

+ BO3MOXHOCTb MOAKMIOUYEHNA K XPaHU-
AUy My3blKaNbHbIX MpourpbiBaTenei no
npotokony Ampache.

YctaHoBka Owncloud
[lna ycTaHOBKM BBeMTE C TEpMUHANA Cle-

Jyiolme KomaHabl:
cd

apt-get update && apt-get -y
install apache2 php5 php-pear
php-xml-parser php5-sqlite php5-
json sqlite php5-mysql mp3info
curT Tibcurl13 Tibcurl3-dev php5-
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curl zip php5-gd

wget http://download.owncloud.
org/releases/owncloud-4.0.2.tar.
bz2 && tar xjf owncloud-
4.0.2.tar.bz2 && cp -r owncloud
/var/www/ && chown -R www-
data:www-data /var/www/owncloud
/etc/init.d/apache2 restart

Tenepb noTpebyeTcs HacTpouTb 6a3y AaH-
Hbix MySQL:
$ mysgl -u adminusername -p
Enter password:
welcome to the MySQL monitor.
Commands end with ; or \g.
Your MySQL connection id is 5340
to server version: 3.23.54

Type ‘help;’ or ‘\h’ for help.
Type ‘\c’ to clear the buffer.

mysq1>CREATE DATABASE owncloud;
Query OK, 1 row affected (0.00
sec)

mysql> GRANT ALL

PRIVILEGES ON owncloud.* TO
"mycloud"@"localhost"
IDENTIFIED BY "mypassword";
Query OK, 0 rows affected (0.00
sec)

mysql> FLUSH PRIVILEGES;

Query OK, 0 rows affected (0.01

Bonbwe yem USER v14.02(6) 5




user
And

LINUX

servers

sec)

mysql> EXIT
Bye
$

Ha satom paboTta B TepmuHane 3akaHuu-
BaeTcA U fanbHellune HacTPOMKM BbIMON-
HAOTCA Jepe3 ynobHbIi web-nHTepdeic.
Habepute B 6pay3epe http://[uma-Baluero-
xocTtal/owncloud. Bac nonpocAT 3anonHnTb
uHpopmMaumio ana nogknoyeHusa K 6Oase
[aHHbIX U yKa3aTb MMA M Naposib afMUHU-
CTPaTOPCKOro aKKayHTa, KOTopbl OyneT
co3faH.

Mocne 3Toro Bac oOXugaeT MPOCTON U
yooOHbIN  web-uHTepdenc ana 3arpysku
dainnos:

Kak yxe 6bino cKazaHo, MOMUMO PaboTbl
yepes Gpay3ep MMeEETCA BO3MOXHOCTb UC-
Monb30BaTb KIIMEHTbI Nof pa3Hble nnatdop-
Mbl. CKauaTb KX MOXHO C 0odUUMANBHOIO
cavta npoekTta Owncloud.

o mamepuanam catima:
liberatum.ru

phpVirtualBox - GUI ans VirtualBox

CylecTByeT MHOXECTBO CUCTEM BUPTY-
anusaumm, HekoTopble PaboTaloT TONbKO B
KOHCOJ HEKOTOPblE NOAAEPXKMBAIOT rpadu-
yeckoe ynpasneHue Hanpumep VirtualBox.

A yTo genatb ecnu oxota VirtualBox HO Ha
cepBepe HeT rpadukun. MoxHO 13 KOHCoNW,
HO MOXHO uepe3 web nHTepdelc, Takom Kak
phpVirtualBox Tem 6onee UTo OH pPeKOMeH-
[l0BaH Ha opuLIManbHOM CaiiTe rMnepBr3opa.

ualinux.com

N Tak HauHem. Ckaumaem phpVirtualBox
Ha CBOW cepBepe B nanky /var/www , pacna-
KOBbIBaeM 1 JlaeM COOTBETCTBYIOLLME NPaBa.

Pepaktupyem daiin config.php
/* Username / Password for system
user that runs VirtualBox */
var $username = ‘vbox’;
var $password = ‘pass’;

/* SOAP URL of vboxwebsrv (not
phpvirtualBox’s URL) */
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var $location =
‘http://127.0.0.1:18083/’;

JlormH naponb Ballero t3epa 1 agpec ¢
NnopToM cepBepa, rae pabotaert virtualbox.

Hanee co3pagnm Ha cepBepe ¢ann /etc/
default/virtualbox c Takum cofepxaHnem:
VBOXWEB_USER=vbox
VBOXWEB_HOST=0.0.0.0
VBOXWEB_PORT=18083
VBOXWEB_TIMEOUT=300
VBOXWEB_CHECK_INTERVAL=5
VBOXWEB_THREADS=100
VBOXWEB_KEEPALIVE=100
VBOXWEB_LOGFILE=»/var/log/
vboxwebservice.log»
INSTALL_DIR=/usr/Tib/virtualbox

TYT BCE NPeAenbHO ACHO, KOMY HeT — Ha
canTe eCTb NOACHEHWA

ualinux.com

MocnegHwn war:
/etc/init.d/vboxweb-service
restart

Bce roToBo, Be6 MopAa rotoBa, 3aXoaumM
http://IP/phpvirtualbox/ nornH naponb
admin admin, ecnu He noaxoAnT — NPaBUM
¢dann config.php 1 3axoaum 6e3 aBTopU3a-
Lun, 3aTem BO3BpalLaem aBTopu3auuio, 3a-
xoaum onsatb admin admin n cospgaem ceoe-
ro nosnb3oBaTensi Beb HTepoerica.

phpVirtualBox noctosaHHO o6HOBRAETCS,
eCTb Bepcum Ha Bce Bepcum VirtualBox-cos.
PekomeHpaylo nepeoguyeckym OOGHOBIATD,
T.K. 106aBNAOTCA HOBble GUUM 1 He TpebyT
pecTapTa cepBepa.

Mo mamepuanam catima:
linuxcenter.kz
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Bbinyck Xpra 0.10,

dHaJiora YTUJinTbli

screen ansg rpadpuyecKkux nporpaMmm

MNpepnctaBneH HOBbIA BbIMYCK  YTUAUTDI
Xpra 0.10, no3Bonstowen obecneynTb Bbl-
nosiHeHWe rpaduyeckux npunoxeHui 6es
NPUBA3KN K TeKyllemy X-ceaHcy. Xpra fiB-
NAETCA aHasoromM KOHCOJIbHbIX OKOHHbIX
MeHea»KepoB tmux M screen, HaueNIeHHbIM
Ha paboty c X11. B yacTHoCTH, Xpra no3Bo-
nAeT BbINOAHWUTL rpaduryeckoe npusoxe-
HUe Ha yAanéHHOM XOCTe C TpaHcnAauuven
uHTepdelica Ha TeKyllylo MalluHy, 3aTem,
He 3aBepLuas BbINOJIHEHNE NPOrpammbl, OT-
coefVHUTb eé OT TeKyllero ceaHca, yepes
Kakoe-TO BpeMsA MOAKIIYUTbCA K YAanéH-
HOMY XOCTY C ApYroro Komnbtotepa u npo-
JonxuTb paboTy c nporpammoit. Hanpumep,
MO>KHO HauaTb paboTy C Nporpammon Ha ofi-
HOW MaLVHe 1 MPOAOIKUTb Ha APYrON.

B HOBOW Bepcun 3HAaUNTENBHO yBeNMYeHa
NPOV3BOAUTENBHOCTb KOAA Ha CTOPOHE KK~
eHTa 1 cepBepa, obecrneyeHa nopfepxka
MHOrOMNOTOYHOrO KOAMPOBaHMA C UCMOSb-
30BaHMeM X264, N0 YyMONYaHUIO BKITOYEH
pPeXUM peHAepuriHra Ha CTOPOHe KIMeHTa C
ncnonb3oBaHuem OpenGL. lobaBneHa nog-
JeprKKa Npo3payHOCTM OKOH. Bo3MoXHOCTb
3afaHNA NPOU3BOJIbHON OKOHHOW pacKnag-
Ku (--window-layout). NogpepxkKa nepexona
B MOMIHO3KPaHHbIN pexum. HoBbi 3Kcne-
PVIMEHTaNIbHbIN KJINEHT, HaNUCaHHbIN C UC-
nonb3oBaHuem 6ubnunoteku Qt.

OnAa ynpolweHna wncnonb3oBaHWA Xpra
pa3BMBaETCA CreumanbHbIl rpadpuueckunin
¢poHTaHA Winswitch, KoTopbli  Kpome
Xpra nopgep)kuaet paboTy No nNpoToko-
nam VNC, NX n RDP. ina Xpra, NX n VNC

ualinux.com

B Winswitch peanusoBaHa WHTepecHas
byHKUMA KNOHMPOBaHMWA, NO3BONALLAA Op-
raHM30BaTb COBMECTHbIA JOCTYN HEeCKOMb-
KUX Nonb3oBaTenen K OQHOMY NPUIOXKEHWIO
(B TOM uncne u MynbTUMeaNAHOMY) OLHO-
BPEMEHHO C pa3HbiX KOMMNboTepos. [pyrom
npumeyvaTtesibHo ocobeHHocTbio Winswitch
ABNAETCA aBTOMaTU4YeCcKoe onpeaeneHue
[eCKToN-CNCTeM B NIOKaNIbHOM CeTW Npw no-
Mol npoTtokona ZeroConf, yto nossonsaet
obecneunTb B3aMMOJENCTBME KOMMblOTE-
poB, Ha KoTopbix 3anyweH Winswitch, 6e3
npenBapuTenbHON KoHUrypaumu.
Bo3MOXHO Mcnonb3oBaHMe xpra n N3 Ko-
MaHAHON CTPOKW. Ha yganéHHoM XxocTe, Ha

KOTOPOM Heobxoaumo 3amnycTuTb Npuso-

XeHue (B npumepe 3anyckaeTca xterm), Bbl-

nosnHsAem:

xpra start :100 --start-child=xterm
rnocne yero nofcoeauMHsemca C Apyrou

MaLLUUHbI K CO34aHHOMY CeaHcy

xpra attach ssh:uma_cepeepa:100

o mamepuanam catima:
opennet.ru
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BHeapeHne oAUHAMUYECKOro
OKOHHOIo MeHemxepa dwm gns
MCMNoOJ1b30BaHUSA Ha paboumnx craHUmax

Paccmampusaemcs npoyecc HacmpoUKu, pa3zeopaqyueaHus u ucnosb308aHuUs OUHA-
MUYecKo20 OKOHHO20 MeHedxepa DWM Ha pabouux cmaHyusx nod ynpasneHuem OC

Ubuntu 10.04.2 LTS.

B HacToswwee Bpems BCE HonbLuee nprme-
HeHne HaxopAaT ¢penmoBble (UM MO3auny-
Hble) OKOHHble MeHeaXepbl [1] - meHepxe-
pbl okoH X Window System, pa36usatowuin
paboyee NPOCTPAHCTBO 3KpPaHa Ha B3anMMHO
HerepeceKalolmeca NPAMOYrosibHble obna-
CcTn — dperimbl, Ncnonb3yemble ANA BbIBOAA
UHPopMaLMM OTAENbHbIM MPUIIOXKEHWEM.
MprumeHeHne GpPEMOBbIX OKOHHbIX Me-
He[PKepoB MUHUMM3NPYET NCMONb30BaHVe
MbILWY (NMPUMEHASA KaBnaTypHble KOMOGUHa-
Linn), yMeHblUasA BPeMs BbINONHEHUA PYTUH-
HbIX onepaumi, nosbiwaa 3$GpdeKTNBHOCTb
paboTbl, MOMHOCTbIO MCMONb3yA BCE BMAW-
Moe npocTpaHCcTBO. OfHMM 13 TaKNX MeHes-
xepos asnaetca DWM [2, 3] - guHamuye-
CKUIN GperiMOBbI OKOHHbIV MeHeaKep AnA
X11. OcobeHHOCTbIO ABNAETCA CMNOCOO KOH-
burypmpoBaHua - OCHOBHble HaCTPOWKU
MO>KHO U3MEHMTb B 3aroJIoBOYHOM darine.

Heobxoaumo  BbIMONHUTL — chepylowme
Lwaru Aast yCTaHOBKM U HAaCTPOWKK pabouei
cpenbl nog ynpasneHnem DWM [4-71:

1. CkayaTb dwm ¢ oduLManbHOro canTta
[3] no ccoinke http://dl.suckless.org/dwm/
dwm-5.9.tar.gz. PacnakoBaTb B yA06HYy'0 Ana
JanbHelwen paboTbl nanky (Hampumep,
~/dwm-5.9). YcTaHOBUTb AOMNONHUTENIbHOE

ualinux.com

nporpaMmmMHoe obecneyeHne KOMaHAOoM
sudo apt-get install halevt
xloadimage, rae halevt — npemoH aBTOMOH-
TUpOBaHUA ToMoB, xloadimage - ycTaHOBKa
n306paxkeHnsi pabouero ctona. Momumo
3Toro TpebyeTcs yCTaHOB/EHHas cpefa pas-
pabotkn GCC c HeobxogMmbIMK dainamu
ana cbopkm dwm.

2. Co3patb dawnn ~/xinitrc (touch ~/ xinitrc
&& chmod 755 ~/ xinitrc) co cnegyrowum co-
OEePKUMbIM:

#!/bin/sh

pgrep halevt >> /dev/null ||
halevt

xloadimage -fullscreen -onroot /
home/nyTb_K_kapTuHke{.png, .jpg}
test -x /usr/bin/uxterm && /usr/
bin/uxterm &

test -x /usr/bin/google-chrome &&
/usr/bin/google-chrome &

test -x /usr/bin/ooffice && /usr/
bin/ooffice &

test -x /usr/bin/k3b && /usr/bin/
k3b &

test -x /home/username/
virtualbox.sh && /home/username/
virtualbox.sh &

test -x /usr/local/netbeans-7.0/
bin/netbeans && /usr/local/
netbeans-7.0/bin/netbeans &

test -x /usr/bin/wxmaxima && /

Bonble yem USER v14.02(6) 9
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usr/bin/wxmaxima &
while true
do
LOCALTIME=$(date +%e/%b/%Y\
%a\ %k :%M)
xsetroot -name «$LOCALTIME»
sleep 20s
done &
exec dwm
exit O

[aHHbIN CKPUNT NPOM3BOAUT 3anyck ge-
MOHa aBTOMOHTMPOBaHWA, YyCTaHaBNMBaeT
PUCYHOK paboyero cTona, 3anyckaeT He-
obxoanmMble NpuUKNagHble MNporpamMmbl, B
6ecKoOHeYHOM UuKNie GpopmMupyeT TEKCT 3a-
rofioBKa rMaBHOro OKHa (daTa, Bpems), U,
CoB6CTBEHHO, 3amnyckaeT dwm.

3. Co3patb dann /usr/share/xsessions/
dwm.desktop (sudo touch /usr/share/
xsessions/dwm.desktop) co cneayto-
MM copepXrMbim (TpebytoTcst npaBa root):
[Desktop Entryl]

Encoding=UTF-8

Name=dwm

Comment=Use this session to run
dwm as your desktop environment
Exec=/home/username/.xinitrc
Icon=

Type=Application

DTO NO3BOMUT MPOM3BECTM BXOL uepes
GDM.

4. Ha ocHoBaHun ~/dwm-5.9/config.def.h
co3gatb dann ~/dwm-5.9/config.h (cp ~/
dwm-5.9/config.defh ~/dwm-5.9/config.h)
1 BHECTU B HETO CNiefyiolme N3MEHEHUS:

/* tagging */

-static const char *tags[] = {
«l», «2», «3», «4», «5», «b»,
«7», «8», «9» };

+static const char *tags[] = {
«XTerm», «WwWwW», «00ffice», «4»,

ualinux.com

«5», «b6», «7», «8», «VBOX» };

static const Rule rules[] = {

/* class instance
title tags mask
isfloating monitor */

{ «Gimp», NULL,
NULL, 0, True,
-1 }’

{ «Firefox», NULL,
NULL, 1 << 8, False,
-1 }’
+ { «UXTerm», «xterm»,
NULL, 1, False,
-1 }’
+ { «Google-chrome»,

«google-chrome», NULL, 1 << 1,

False, -1 3,
+ { «Openoffice.org
3.2», NULL, NULL, 1 << 2,
False, -1 3,
+ { «K3b», «k3b»,
NULL, 1 << 4, False,
-1 }’
+ { «VvirtualBox»,NULL,
NULL, 1 << 8, False,
-1 }’
+ { «java-lang-
Thread»,NULL,NULL, 1 << 5,
False, -1 3,
+ { «wWxmaxima», «wxmaxima»,
NULL, 1 << 3, False,
-1 }’

}s

/* key definitions */
-#define MODKEY ModlMask
+#define MODKEY Mod4Mask

3pecb npuBedeH OTpPedaKTUPOBAHHbIN
BbiBog diff -u. Mpn 5ToM B KOHTeKCTe n3me-
HEeHWsA 3HaKaMu «-» MOMEYEHbI CTPOKM, KOTO-
pble HaZlo yAanuTb, 3HaKaMU «+» MNOMEYEHbI
CTPOKM, KOTopble cnepyeT fobasuTb B daiin
config.h.

10
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MepBoe usmeHeHne. OKHa pacnpepens-
OTCA NO UMEHOBaHHbBIM PaboynM NPOCTPaH-
cTtBaM (Taram) corfacHo onpegaenéHHbiM
npaswiam, NostTomy, ana ygobcrea pabotb,
BMECTO YMCEeNn YCTaHaBNMBAlOTCA Ha3BaHWA
TOroB.

Btopoe wu3meHeHume. 3agatoTca npaBuna
pasMelleHusa AnAa OTAeNbHbIX MNPOrpamm.
MpaBuna 3apatotca B popmate: Knacc Mpo-
rpammsbl, OyHkuua, Vima OkHa, Tarw, Mnaga-
owee Wnn Tannosoe, Homep Aucnnea. C
nomoLyblo Bbi3oBa xprop | grep -e NAME -e
CLASS moxHo nonyuntb WM_CLASS - 3Ha-
YyeHune nepBoOro nons (B cnyyae, ecin B Bbl-
BOJIE €CTb HECKOJIbKO Pa3HbIX CH0B, BTOPOE
CNoBO UAET B MepPBOE MOJeE, a NeEPBOE — BO
BTopoe), WM_NAME - TpeTbero. «Taru» yKa-
3bIBalOT HOMeEpa MMEHOBaHHbIX paboumnx
NPOCTPaHCTB, rae O6yayT pasmelleHbl OKHa
nporpammbl: 0 —oTobpa)kaTb Ha TeKyLuem
Tare, ~0 — oTo6pakaTb Ha BCEX Tarax OfHO-
BpeMeHHO, 1<<n - oTobpaxaTb Ha (n+1)-m
Tare, Nn60 KOMOBUHaL e, ANA OAHOBPEMEH-
HOro OTOOGPAXKEHUA Ha HECKOJbKUX Terax.

TpeTbe nsmeHeHmne. Y1obbl He ObIIO KOH-
ONUKTOB € MepeksioyeHneM packnagkm
Ha PYCCKUA A3blK, HEOBXOANMO W3MEHUTb
ncnonb3yemyto  no-ymonyaHuio  MODKEY
¢ knaeuwm Alt Ha Windows-key, T.e. Ha
Mod4Mask.

5. CobpaTtb 1 ycTaHOBUTH dwm KOMaHAoM
sudo make clean install.

6. YctaHoBUTb wWpudTbl sudo apt-get
install xfonts-terminus.

7.BbInTV 3 TeKyLero ceaHca (BbIK/OUATD,
nepesarpy3utb KOMMbIOTEP) U B SKPaHHOM
MeHepkepe GDM BbibpaTb B KauecTBe ceaH-
cadwm.

Tekywee oKHO BblbupaeTca ¢GOKycom
MblWKW. YnpaBneHne OCyLlecTBAAETCA cre-

ualinux.com

AYIOLWMMI KOMOVHaUMAMM KnaBuLu:

1. [Shift]+[Modkey]+[Enter] — 3anycTuTb
TepMuHarn.

2. [Alt]+[p] - 3anyck nporpamm.

3. [Modkey]+[Uudpal — nepexon Kk pabdo-
Yyemy NPOCTPAHCTBY C HoMepoM «Lindpa»

4. [Shift]+[Modkey]+[Undpal - nepeme-
CTWUTb OKHO Ha paboyee NPOCTPaHCTBO C HO-
mepom «Lindpa».

5. [Shift]+[Modkey]+[c] — youtb Tekylyee
OKHO.

6. [Modkeyl]+[Enter] — nepekniouaeT okHO
mex gy «master» n «stack».

7. [Shift]+[Modkey]+[q] — BbITK 13 DWM.

8. [Modkey]+[t] - BKNOUNTbL TalkNoBbLIN pe-
MM (YCTaHOBMEH MO-YMOJTYaHMIo).

B panbHelwem nnaHWpyeTca paccmo-
TpeTb NepeHoC B cpefly Ha 6aze DWM psiaa
Bo3moxkHocTen cpeabl GNOME. Bbipaxato
6rarogapHOCTb YYacTHUKY popyma http://
forum.ubuntu.ru nog ncesgoHUmom altprint
3a aKTMBHOE yyacTve B MEepBOHayasbHOM
HaKoMNeHUN MaTepmrana, cBA3aHHoro c dwm

[5].

Bubnuorpaduueckun cnncok

1. OpenMOBbIi OKOHHbIN MeHepxep X
Window System [3neKTpoHHbIi pecypcl.
— DNeKTPOH. TEKCTOBble faHHble. — Pexxum
JocTyna: http://ru.wikipedia.org/wiki/
QOpeliMOBbIN_OKOHHbIN_MeHepxep_X_
Window_System.

2. dwm [3neKTpPOHHbIN pecypc]. — dnek-
TPOH. TEKCTOBblE flaHHble. — Pexxum gocTtyna:
http://ru.wikipedia.org/wiki/Dwm.

3. dynamic window manager [9neKTpoH-
HbI pecypc]. — DNeKTPOH. TeKCTOBble AaH-
Hble. — Pexxum goctyna: http://dwm.suckless.
org/.
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4. dwm [2neKTpoHHbIN pecypcl. — dnek-
TPOH. TEKCTOBbIE flaHHble. — Pexkum gocTyna:
https://wiki.archlinux.org/index.php/Dwm.

5. DWM [3neKTpOHHbIN pecypc]. —2nek-
TPOH. TEKCTOBble AaHHble. — Pexum po-
cTyna: http://forum.ubuntu.ru/index.
php?topic=161499.0.

6. Dynamic Window Manager - JuHamu-
yecknn MeHepgxep OKOH [2neKTPOHHbIN
pecypcl. — JNeKTPOH. TEKCTOBbIE AaHHbIe. —
Pexxum goctyna: http://www.calculate-linux.

org/blogs/ru/212/show.

7. Dwm [2neKTpoHHbIN pecypc]. — dnek-
TPOH. TEKCTOBblE flaHHble. — Pexxum gocTtyna:
http://ru.gentoo-wiki.com/wiki/Dwm.

Kupunn TkaveHko
JaHHbil Mamepuan HanucaH 054 «[lepgo-

20 KOHKYPCA pyCCKOA3bIYHbIX cmamel 014
OC Ubuntu 2011 200a» (konkurs.ubuntu.ru)

beckoHeuHass TepMMHAJIbHaA NPOKPYTKaA
B Ubuntu/Linux Mint

Mo ymonuaHuilo KONMMYyecTBO CTPOK AnA
OoTO6paXeHMA B TEPMMHANE YCTaHOBSIEHO B
3HayeHnn 512, HO NHOrA4a BbIBOA KOMaHAbl
MOXeT ObITb 0UEHb ASIMHHBLIM U Bbl HE CMO-
XeTe ero yBupaeTb, NPOKPYUYMBan CKpos. 3Ty
npo6semy oueHb NErko pPeLnTb, €CNIV MOX-
HO Ha3BaTb 3T0 Npobnemolii. [POCTO Hy>KHO
OoTpefakTupoBaTb 3HayeHne B MeHio - [a-
pameTpbl npoduna - MpokpyTka - ObpaTHan
NPOKPYTKa, YBeNNUYMB LMPPOBOE 3HAUYEHME
CTPOK:

ualinux.com

Ho mMHe xoTenocb 6bl MPeAnoXuTb Bam
APYroi BapuaHT, a UMEHHO YCTaHOBUTb dna-
KOK Ha onumu beckoHeyHo:

Ha paboTy TepmMuHana 3TO HU KOUM 06-
pa3oM He BAUAET, HO B f@HHOM CJiyye Bbl
CcMoXeTe yBMAeTb BeCb BbIBOJ, KOMaHAbI/Ko-
MaHg, Npou3BeAEHHbIX B TEpMUHare, Npo-
KpyunBan/MogHNMas CKposib BBEPX.

o mamepuanam catima:
compizomania.blogspot.com

12
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LLinaprasnka HauMHarowero
Debian/Ubuntu agMuHucTpartopa
Nno ynpasJiIeHMIO NaKeTaMm

[lonroe Bpems MeHs rfoAano HesHaHue
TOro, Kak cfienatb HeKoTopble 3nemeHTap-
Hble BelW B [eOMaHOBCKMX MeHemKepax
nakeToB, HO, Kak 4yacTo OblBaeT, cnpocuTb
pAgom Obino He y KOro, a A0 HanmMcaHus
Kyzia-nmbo pyku He goxopamnu. M BoT Hako-
HeL, BOMPOCbI BbI3penn 1 A Hanucan CBoW
BONpoC B AebuaHOBCKylo paccbinky. Ecte-
CTBEHHO OKa3aNioCb UYTO MPOMYCTWA YTO-TO
OYeBMAHOE, HO 1 y3Han MHOrO HeouyeBWUf-
HbIX Mone3HocTeln, nocemy pewwwnn Habpo-
caTb LWMNapraskKy, aBoCb KOMY NPUroANTCA.

KpaTkas cnpaska Debian agMmHucTpaTopa

OcHoBHoOe 1 0bLien3BecTHOE

nonyuyeHvie nHGbopmaLmm 0 HOBbIX/O6HOB-
NEHHbIX NaKeTax
sudo aptitude update

O6HoBeHNEe
sudo aptitude safe-upgrade

Mounck naketa No MMeHam NakeToB
aptitude search key_word

Mounck nakeTa no TOYHOMY Ha3BaHMIO
aptitude search «Aname$»

[Monck no onucanuno
aptitude search
«?description(«key_word»)»

ualinux.com

NHpopmaLma o nakete
aptitude show package_name

YcTaHOBKa
sudo aptitude install package_
name

YpnaneHune
sudo aptitude remove package_name

MNMonHoe yaaneHue (BMecTe ¢ KOHdUramm)
sudo aptitude purge package_name

OuuncTnTb K3LW 3arpyeHHbIX NakeTos (oc-
BO6OANTb MECTO)
aptitude autoclean # ypanaTtcs
TONbKO MakKeTbl HeaKTya/ibHbIX BepCuUi

aptitude clean # ouyucTUTCA BeChb
K3LW

YcTaHOBKa OTAENbHO CKayaHHOro/co3faH-
HOro naketa (gna co3paHus naketa U3 CTo-
POHHUX NCXOLHUKOB HYXXHO WCMOJSIb30BaTh
ytunuty checkinstall c dnarom -D)
sudo dpkg -i /path/to/package.deb

Ona nonyyeHus gon nHdopmauum
man aptitude
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sudo aptitude install aptitude-
doc-en

U CMOTPUM AOKyMeHTauuto (/usr/share/
doc/aptitude/html/en/index.html), Komy
ObICTPYIO CrpaBKy MO MOWUCKOBbIM Labso-
Ham, Tomy ctoa — /usr/share/doc/aptitude/
html/en/ch02s04.html. Ecnn neHb cTaBUTH
[OKY, TO B CeTM OHa ecTb. BBogHas Ha Debian
Wiki: wiki.debian.org/Aptitude.

A Tenepb TO UTO He OYEBUIHO UK TPeby-
€T NOJIHOrO NPOYTEHUSA JOKYMEHTALMK

1. Kak nocne update nocmoTpeTb Kakue
nakeTbl 6yayT o6HOBIIEHbI?
aptitude search ?upgradable

TaK»e MOXHO t03aTb (ec/im NoCTaBUTb)
sudo daptup

HO rMoc/le ero YCTaHOBKM TOYHO Tak-
Xe Oypet cebs BecT U O6bIYHBIA update
2. Kak y3HaTb 4TO W3MEHWNOoCb B na-
KeTax  KoTopble  6yayT  oGHOBREHbI?
Mo»xHo npo6oBaTb

sudo aptitude changelog package_
name

JINA KaXk[0ro nakeTa.

Ho nyuwe noctaButh apt-listchanges,
Torga nepep noboi ycTaHOBKOW OBHOBIe-
HU BGyaeT NokasaH CMMCOK U3MEHeHUI, No
YMOJTYaHWUIO HAaCTPOIMKM He oueHb yaobHble,
No3TOMYy fyullle nepeHacTpouTb nog cebs,
Hanpumep, BblbpaTb ¢popmMaT BbiBoAa (MoKa
MCNonb3y TeKCT, Npu 6onbwmnx obHoBNe-
HUAX HaBepPHO pager fyulle), He cnaTtb Nu-
ceMm, CrpalinBaTb MOATBEPXKAEHUS, BbIBO-
OUTb BClO MHbOpmMauumio. Ina 3TOro Hy»XHO
3anycTuTb
sudo dpkg-reconfigure apt-

ualinux.com

Tistchanges

3. Yto penatb ecniv 06HOBNEHME YTO-TO MO-
NOMAJsIO M HYXXHO OTKaTUTbCA?

OTKaTa HeT, MOXHO MonpoboBaTb HalTn
npeabiayLLyto BepCurio nakeTa
sudo aptitude version package_
name

N YCTaHOBUTb eé
sudo aptitude install package_
name=version

4. Kak HaliiT BCe naKkeTbl YCTaHOBJIEHHbIE
BpyuHyto? EcTb BapmaHT KomaHab! (aptitude
search ‘~il~M’) HO, K coXKaneHuto, OH He JaéT
Xenaemoro pesyfbTaTa, Tak 4YTO BOMpPOC
OCTaéTcA OTKPbITbIM, eCTb Kyuya crnocobos
OCHOBaHHbIX Ha aHanu3e Ioros

/var/log/aptitude (+ poTMpoBaHHble Ky-
cKun)

/var/log/installer/initial-status.gz

/var/log/dpkg.log (+ poTupoBaHHble Ky-
cKun)

HO MPOCTOro Y rOTOBOrO PeLLEeHA HeT, Aa
NHPOPMALINA TEOPETUYECKN MOXET ObITb MO-
TepsAHa NPV pPoTaLusAX, HY>KHO KOHGUIYPUTb

5. Kak nocmoTpeTb cnncok ¢annos B na-
Kete?

Ecnn naket yctaHoBneH
dpkg -L package_name

AnA nobblX NakeToB NoctaButb apt-file n
apt-file 1ist package_name

6. Kak nocmoTpeTb Kakomy MakeTy npu-
HagnexuT ¢pann?
dpkg -S file_name
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7. Kak yganuTtb BCe nakertbl, rae ectb key B
Ha3BaHMM NakeTa?
sudo aptitude purge ~ikey

8. Kak ypanntb octaswmeca KoHpuru ot
yAanéHHbIX NakeTos?
sudo aptitude purge ~c

9. Kak HanTK nakeT nakeT, B KOTOPOM CO-
pepxutca ¢ann lib.so:
apt-file search lib.so

10. Kak CKOHBepTMpOBaTb rpm nakeT B
deb?
alien --to-deb /path/to/file.rpm

11. Kak HalTh CrnvcoK YCTaHOBJIEHHbIX
apep?

dpkg --Tist Tlinux-* | grep 1ii
12. Kak YCTaHOBUTb na-
KeT wu3 testing wnm  experimental?

Ha 3Ty TeMy HyXHO nucaTb oTAenbHoO (Ha-
npumep Tak), HO ec/n KPaTKo, TO KOMaHZbl
[Ns 3TOro ecTb

sudo aptitude -t testing package_
name

nnu
sudo aptitude package_name/
testing

ualinux.com

13. Kak yganuTb MeTanakeT, HO OCTaBUTb
OfHY 13 3aBucmmocTen? MpunaéTtca nountatb
JOKYMeHTaLmio Npo Koy unmarkauto nnu
rMAHYTb Clofa.

14. Kak y3HaTb uto nonano B ¢dannosyto
cMCTEMY MMMO CUCTEMbI YNpaBNieHnsa nake-
Tamn? Ectb ytunuta cruft, xota Bonpoc nH-
TepnpeTaumn pesynbratoB (danna report)
MoKa OTKpbIT
sudo cruft -d / -r report
--ignore /home --ignore /var
--ignore /tmp

15. Kakne ecTb [oOMoOnHUTENbHble pe-
nosutopun? Debian - wiki.debian.org/
UnofficialRepositoriesUbuntu — MHOXecTBO
BCAKNX PPA

16. Y70 ecTb ewé?

apt-cdrom

apt-spy

auto-apt

apt-key

apt-add-repository

HekoTopble Belm ymeeT Tonbko apt-get.
EcTb anbTepHaTMBHbIE YTUAUTBI ANA yNpas-
NeHuA NnakeTamu, Hanpumep wajig, KoTopblii
nbiTaeTcA BOO6paTh B cebA dyHKLUMOHaN Bcex
OCTaNbHbIX YTUIIUT.

o mamepuanam catima:
habrahabr.ru
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Pa6orta c LVM

Logical Volume Manager (LVM) - 5T0 oueHb
MOLLHAA cucTeMa YnpaBfieHUsA TOMaMu C
JaHHbiMn gnAa Linux. OHa no3Bonser cos-
faBaTb noBepx Gpr3nyecknx pasgenos (uam
Jaxe Hepa3buTbix BMHUYECTEPOB) noruye-
CKUe TOMa, KOTopble B Camol cucteme ByayT
BVAHbI Kak OOblUHble OJI0YHbIE YCTPOMCTBA
C JaHHbIMK (T.e. Kak OOblYHble pasgenbl).
OcHoBHble npeumyuiectsa LVM B TOM, uTO
BO-MepPBbIX OAHY FPynny NOrMyeckmx TOMOB
MOXHO CO3[aBaTb MOBepPX Nt060ro Konmue-
cTBa OM3NYECKMX pa3fenoB, a BO-BTOPbIX
pasmMep NorMyeckmx TOMOB MOXHO Jerko
MEHATb NPSAMO BO Bpems paboTbl. Kpome
Toro, LVM noggepxuBaetr mexaHn3Mm cHan-
LLIOTOB, KOMMPOBaHMeE Pa3fenoB «Ha NeTy» n
3epKanupoBaHue, nogobHoe RAID-1.

LVM yBenuumnsaet rubKocTb painnoson cu-
CTeMbl, OAHaKO, ABNAACL NPOCTO MPOMEXY-
TOYHbIM CJI0EM, HE OTMEHAET OrpaHUYeHus
M MCNONb30BaHMe APYrnx CNOEB, a Takxe
YCNOXHAET paboTy. To ecTb, No-npexxHemy
HY>KHO co3faBaTb M W3MEHATb pasfenbl,
dbopmaTupoBaTb UX; M3MEHeHMe pasmepa
JOPKHO MOoAAepKMBATbCA TaKXKe U CaMOMN
dannoBon cncTemor.

Tak e xoTenocb 6bl 06paTUTh BHMMaHMUE
Ha OAWH HEeManoBaXHbIl MOMeHT. lNpu nc-
nonb3oBaHum LVM He cnepyeT ctapatbcA
pacnpepennTb BCe MMeloLeeca ANCKOBOe
NPOCTPaHCTBO B Jlormyeckne Toma. Cnepyet
co3patb pasgesbl C MUHMMaNbHO Heobxoau-
MbIM Pa3mMepoM, a MOTOM, NPU HEOOXOAUMO-
CTV HapacTUTb MX JO TPebyemoro pasmepa
13 pe3epBHOro CBOOOAHOIO MecTa.

ualinux.com

CospaHue pasgenos Ha LVM
[na Hayana Hy>KHO YCTaHOBUTb Noagep-
Ky LVM B Hawwei cucteme.
# apt-get install Tvm2

Y Hac ecTb Tpu CBO6OAHBIX HM3NYECKMX
amcka — sdb, sdc u sdd. Cospagum LVM-
pa3fen Ha NepBbIX ABYX W3 HUX.

CHauana Ha 3Tux gmcKax cosgagum epusu-
yeckune Toma LVM:

# pvcreate /dev/sdb
# pvcreate /dev/sdc

Tenepb co3gagum rpynmny TOMOB C MPOM3-
BOJIbHbIM Ha3BaHVeM, Hanpumep, study:
# vgcreate study /dev/sdb /dev/
sdc

B pe3ynbraTe Mbl JOMKHbI MOAYYUTH Bbl-
BOA
Volume group «study» successfully
created

Mocne 3TOro MOXHO CO3[daBaTb Jloruye-
CKre ToMa:
# lvcreate -n 1vl -L 5G study
# lvcreate -n 1v2 -L 6G study

Tenepb y Hac ecTb 6M0YHbIE YCTPOWCTBA
/dev/study/lvl wn /dev/study/Ilv2. C HumK
MOHO paboTaTb TakK e, Kak 1 C 06bIYHbIMUA
pa3sgenamu.

# mkfs.ext4 /dev/study/Tvl
# mkfs.ext4 /dev/study/Tv2

W MOXeMm X MPUMOHTUPOBATb B CUCTEMY
Ina 3Toro cosgagMm B CUCTEME TOYUKMU
MOHTUPOBaHWA
# mkdir /mnt/Tvl

# mkdir /mnt/1v2
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W npumoHTpyem pasgenbl
# mount /dev/study/1vl /mnt/Tv1l
# mount /dev/study/1v2 /mnt/1v2

Beeps komaHnay df -h mbl yBuaum nudop-

Mauuto 06 3Tux pasgenax
/dev/mapper/study-Tvl 5,0G 138M
4,6G 3% /mnt/Tvl
/dev/mapper/study-1v2 6,0G 140M
5,5G 3% /mnt/Tv2

To ecTb nx pasmep 5 1 6 Gb, Kak mbl 1 yKa-
3bIBaNV NP CO3JaHNN.

Ho6aBneHune ¢pnsnyecknx Tomos
Ecnn Ham noTpebyeTca yBenuuuTb pasmep
Kakoro-to pasgena BHyTpu LVM, To gna sto-
ro Ham NoHaJobuTCsa, ecTecTBEHHO, CBO6O-
Hoe mecTo. lobaBmm B LVM anck sdd.
Co3gagum Ha HeM GM3NYECKUI TOM:
# pvcreate /dev/sdd

W pobasum ero B rpynny Tomos study:
# vgextend study /dev/sdd

Tenepb MOXKHO CO3AaTb eLE OAUH Nornye-
CKUI anCK npy nomowu lvcreate unm ysenu-
YMTb pPa3mep CYLLECTBYIOLLETO C MOMOLLbIO
KomaHgbl lvresize.

Yeenuuum pasgen vl go 15 Gb.

# lvresize -L 15 G study/1vl

[Hanee yBennuutb pasmep ¢dannoBomn cu-
CTeMmbl
# resize2fs /dev/study/1vl

Ecnn nocne storo nocmotpetb nMHbOpP-
Mauuio o pasgenax komaHgoi df -h, To mbl
yBUAUM
/dev/mapper/study-Tvl 15G 141M
14G 1% /mnt/Tv1l

To ecTb pa3mep pasgena AeicTBUTENbHO
N3MEHUNCA.

ualinux.com

ABapuitHasa pa6ota c LVM

Jliob6as cuctema, 1 Tem 6onee BUHYECTEpPDI,
no onpegeneHntio He HagexHa. Ml paHo unn
No34HO Bbl BCTPETUTECH C CUTYaLMEN, Korga
BMHYeCTep HaumHaeT c6ouTb. Mpu ncnonb-
30BaHMMN LVM ecTb HeCKonbKO BapuaHTOB
3alWnThbl cebA B TaKNX CUTYaLUAX.

3ameHa AncKa Hanery.

MpennonoXum, 4to y Hac Hayanmcb Npo-
6nembl ¢ anckom /dev/sdd. 3ameHnm ero Ha
anck /dev/sde 6e3 BbIKNIOUEHUSI CUCTEMBI.

Ina atoro co3gagmm Gu3MYeCcKmini TOM Ha
HOBOM ANCKe
# pvcreate /dev/sde

W pobasum ero B rpynny TomoB study:
# vgextend study /dev/sde

Tenepb Ham HYXXHO NepemecTUTb NHPOp-
Mauuio ¢ Ancka sdd Ha HoBbIN sde:

# pvmove /dev/sdd /dev/sde
/dev/sdd: Moved: 0,7%
/dev/sdd: Moved: 30,7%
/dev/sdd: Moved: 63,5%
/dev/sdd: Moved: 97,3%
/dev/sdd: Moved: 100,0%

MepemelleHre MHGOPMaLMM 3aMMeT He-
KOTOpOe BpemMs B 3aBUCUMOCTY OT obbema
ANCKa.

Mo OKOHYaHUWM nepemelleHN YAANIUM
COOWHbIN JNCK U3 rPYMbl TOMOB:
# vgreduce study /dev/sdd

Removed «/dev/sdd» from volume
group «study»

Tenepb y Hac Bce paboTaeT, COONHBIN ANCK
OTKJIIOUEH U BCE 3TO He NpeKpallasa paboTbl
cepBepa, OYyKBanbHO MO KVMBOMY.

17
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CospaHue cHanwoTtoB LVM

Cohepbl NpPUMEHeHNA CHaMWoOTOB MOryT
6bITb CaMblMK pa3Hoo6pasHbiMK. Hanpu-
Mep, pe3epBHOe KonupoBaHue 6a3bl AaH-
Hbix. Ecnim He wmcnonb3oBate LVM - 6asy
JaHHbIX HeobXo4MMO OCTaHaBMBaTb, KO-
nupoBaTb ee dainbl Kyaa-HMbygb ana no-
cnefylowWwero pe3epBHOro KOMMpoBaHus, a
3aTeMm 3anyckaTb ee 3aHOBO. To ecTb AenaTb
3TO NpuaeTcs B Hepabouee Bpems. C LVM
BCe npolle — cefyeT caenatb CHUMOK pas-
pena c danamm 6a3bl AaHHbLIX U Y>Ke MOXHO
HauMHaTb Aenatb pe3epBHYto Konuw. OcTa-
HOBKa 6a3bl AaHHbIX He Hy>KHa.

Caman uvHTepecHas ocobeHHOCTb LVM
npu paboTe coO CHUMKaMm — 3TO TO, UTO CHU-
MOK MOXeT 3aHMMaTb MeHbllUe AMCKOBOro
NpoCTpaHCTBa, YeM opwurnHan. [na 3toro
ucnonbsyetca pexum Copy-on-Write, npwu
KOTOPOM peasnibHoe NCMofb30BaHne JUCKO-
BOr0 NMPOCTPaAHCTBA HAaYMHAETCA TOSbKO Nput
N3MeHeHN AaHHbIX Ha ToMe-opuruHare. To
eCTb Npwu nonbiTke MmoanduKaumm ganna Ha
TOMe-OpUrnHane Hem3MeHeHHbI dpan cHa-
Yana coxpaHseTca Ha TOMe-CHUMKE, @ YX 3a-
Tem mogumouumpyerca.

BHUMAHWE! Mpwn 3anonHeHun TOMa-
CHMMKa [0 KOHL, MPOVCXOAUT ero YHuY-
ToXeHne. To eCTb TOM MPOAOKAET Cylle-
CTBOBaTb, HO HU CMOHTMPOBAaTb €ro, Hu
NPOCMOTPEeTb €ro copepXKumoe (ecnu OH
6bl1 CMOHTVMPOBAH A0 3TOrO) y»Ke He rony-
ynTCA. DTy OCOBGEHHOCTb criepyeT ob6A3a-
TeNIbHO YuMUTbIBaTb MPU 3afjaHUKN pa3mepa
TOMa-CHMMKa B MOMEHT ero co3fjaHus.

Co3p,aH|/|e CHMMKa nNpon3BognTcA KOMaH-

pon lvcreate:
# lvcreate -s -L 2M -n backup /
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dev/study/Tv2

Rounding up size to full physical
extent 4,00 MiB

Logical volume «backup» created

Kniou -s ykasblBaeT, uTo CO34aem Mbl
MMEHHO CHaMLWoT, -N YKa3blBaeT MMA COo3a-
Baemoro Toma, a /dev/study/lv2 noka3sbiBaet
C Kakoro MeHHO TOMa Mbl 1eN1aeM CHUMOK.

KomaHga Ivscan nokaeT Ham, YTo Mbl CO3-

[ann CHanLoT:
# Tvscan

ACTIVE ‘/dev/study/Tv1l’ [15,00
GiB] inherit
ACTIVE Original ‘/dev/study/1v2’

[6,00 GiB] inherit
ACTIVE Snapshot ‘/dev/study/
backup’ [4,00 MiB] 1inherit

Tenepb MoXxeTe y6eJJ,I/ITbC$I B TOM, YTO W3-
MeHeHNA, npouncxogawimne C OpUurmHanom,
HUKaK He NOBJIMAIOT Ha CHaMLWOoT.

NndopmauumoHHblie yTunutbl LVM
MonyunTb MHPOPMaLMIO O rpynmne TOMOB
# vgdisplay

MonyunTtb MHbOpMaUMO MO CO3AaHHBIM
NOrnyeckMm Tomam
# lvdisplay

MonyunTtb UHGOpMaLMio NO PU3NYECKNM
TOMam
# pvdisplay

o mamepuanam catima:
http://yakim.org.ua/articles/servers/152-
Ivm-ubuntu.html
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OexkoMmnunsaTtopbl, unmn Yto genartb, ecnm
HY>XHO BOCCTAHOBUTb UCXOAHUKMU
n3 6MHapHuKOB?

lpobnema e8occmaHo8/ieHUA UCXO0HO20 KOOA U3 CKOMNUJIUPOBAHHbLIX OGUHAPHUKOS
803HUKdem CpasHUMesIbHO 4ACMOo U npomekdem ocmpo, C 80eM U pblOaHusMu. 30ecob
Ham, 00 HeKomopol cmeneHU, NOMo2ym 3ameyamesibHble NpPo2PAMMbl-0eKOMNUJIS-
mopesl, U 8 3MOM nocme asmop cobpadsi c8oU CKPOMHbIe NONbIMKU 8bI0PAMb UCXOOHU-
Ku (unu xomsa 6bl HAMEKU HA HUX) U3 CKOMNUIUPOBAHHbIX U3 C-WHO020 Ko0a 6UHAPHUKOS.

3apaua ana gekomnunAaTopa 6MHapHU-
KOB, co6paHHbIx 13 C Koga

Knaccmueckun cnyvyan: OguH gedAtenb Ha
daKynbreTe Hanucan Ha npasuibHoM ANSI C
(n ncnonb3ys 6ubnuotekn BLAS n LAPACK)
HY>KHble 11 XOpOLUME aNirOpPUTMbl, N CKOM-
nunuposan nx B Buae MEX-pannos ana mc-
nonb3oBaHuA (3To C-WHbIA KOA, KOTOpPbIV
MO>KHO BbiI3blBaTb 13 MATJIAB).

Ho notom oH noB3gopwn ¢ HapoAoM, pa-
3031M1CA 1 CBaNWJII B YAaCTHYIO KOHTOPY, YHe-
CA BCE NCXOAHVKM C cOB6Oo. [JoKymeHTaLum
HeT. Konwuii cxogHMKOB HeT. EcTb 06pbiBKYM
NINYHOWN Nepenuckn N HaMEKM B COMPOBO-
Xpatowmx darnax Ha TMn anroputma. Bapum-
aHT $M3nyeckoro BO3[ENCTBMA Ha aBTopa
TYNbIMW TAXKENBIMU NPeAMeTaMUN He paccma-
TpuBaeTcs.

Hy>KHO BOCCTaHOBWTb MCXOAHWKN €Cnu 1
He JO KOMMWANPYEMOro COCTOAHMA, TO BO
BCAKOM CJlyyae BblyAuTb OTTyAa anropuTMbl
W KIioYeBble METOADI, NCMOJIb30BaHHblE NP
peanusayuu.

ualinux.com

KpaTKo: cyTb 1 C/IO’KHOCTb Npo6nembl

Hexkomnunatop (Decompiler) nbiTaeTca
nepeBecT CKOMMUINPOBAHHbIN BUHaPHbIN
¢daiin ob6paTHO B HEKOe NoJo6Ue NCXOLHOTO
kopa. KauyecTBo Bbixniona 3aBUCKT OT OCO-
6eHHOCTEN A3blKa UCXOAHVIKA:

« ona C# nnn Java eCcTb MHOTO feKomMnuna-
TOPOB - GANTKOA Ha java COAEPXUT MHOIo
nHpopmaLmm. ITO NOMOraeT BOCCTaHaBNV-
BaTb AEKOMMUAATOPY WMCXOQHUK [0 COCTO-
AHWNA, NPUTOAHOrO K NMOBTOPHOW KOMMWUAA-
uun.

+ COBEPLUEHHO Apyraa UcTopua C ABouY-
HbiMW dannamy, B KOTOpbIX, Kak Npasuso,
oTnagoyHol nHdopmaumm Het. Tem He Me-
Hee, OMHAMUYECKM CBA3AHHble GubnnoTe-
K1 GYHKUMIA, KaK NPaBuio, BbI3bIBAOTCA MO
UmeHn. Yacto, Tvnbl napameTpoB 6M6IM-
OTeYHbIX QYHKLUUIN U3BECTHbI, 1 3TO MOXET
NMOMOUb 10 U3BECTHbIX NpPeaenoB.

[ekomnunATopbl NbITalOTCA BOCCTAaHOBUTb
MHPopMaLMIo, KOTOPAA YacTUYHO yTpayeHa
NPy KOMNUALMM B OUHAPHDBIV dalin - B 3TOM
1 3aK/I0YaeTCA OCHOBHasA CJIOMKHOCTD.
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Ecnu Bbl AyMaeTe, UTO C MOMOLLbIO AEKOM-
nMaATOpa Bbl MONyunTe 06PATHO KpacuBblii
Ko Ha C - Bbl ByfeTe cunbHO pa3oyapoBa-
Hbl. B nyuwem cnyuae Ha Bbixoge 6yaet o06-
wana (1 f[oBoNbHO rpybasn) CTpykTypa npo-
rPamMmbl, B XyALIEM - TOJIbKO MeHa GYHKLUIA
1 HEMHOTO Mycopa.

Tak uTO OTBET Ha BOMPOC 3arosoBKa nocra:
«O6xBaTUTb TONIOBY PyKamn W 3aKpuuaTb
#S50@@a@@» ).

Mporpammbl ANA feKOMNUANPOBaHNA
(decompilers) pna C/C++

Hekomnunatopos gna C/C++ HemHoOro,
N HUXe CNUCOK M3 Hambonee pabotocno-
CcoOHbIX. 34ecb HeT pa3fefieHnA Ha OreH-
copc unu Linux-only - onAa Takoro gena, Kak
BCKPbITVE UCXOAHWUKOB, MOXHO (M HY>KHO)
NOCTYNUTbCA CBOVMMM CBET/IbIMU MAeanamu
W HacTynNWTb Ha ropio co6CTBEHHOM NecHe.

Cpa3y 3ameuy: cKopee BCero, HMW OAWH
AEeKOMMNUNATOP He BbIAACT BaM Cpasy KOM-
nunnpyembliin Koa. Npraétca notpatntb no-
PAQKOM BPEMEHU U CUJI, YTOObI 3TO MeCBO
npeBpaTUTb B KOf, KOTOPbIA MOXHO UMTaTb
(>kenaTenbHO, He TONbKO KOMMNUAATOPY).

Boomerang

Boomerang 3to C decompiler c oTKpbITbI-
MW NCXOfaMMU:

« nopaeprknBaemble 6rHapHble popmaTbi:
ELF PE-COFF Mac-0OS

« nnatdopmbi: Windows/Linux

+ nopgpepkmBaemble apxutektypbl: |A32
MIPS PPC

+ MeTof, paboTbl: MOTOUHbIN, €CTb Kankui
rpaduyecknii nuTepdeic, nyyile Ncnosb3o-
BaTtb CLI.

Becbma NpoABUHYTbIN HabOp anropuTMOB
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aHanu3a Kofa, YTo He yAVBUTESNIbHO - Of{UH 13
COaBTOPOM 3aLUUTUA Ha 3TOM JOKTOPCKYHO
ancceptauuio [Michael James Van Emmerik,
Static Single Assignment for Decompilation,
Ph.D. thesis, the University of Queensland,
Australia. PDF, mirror PDF].

KauecTBo Kopaa, BbljaBaemMoro AeKoMMu-
NATOPOM:

+ CTpYKTYpurpOBaHue: oueHb Xxopollee

« MepemeHHble: xopoluee

« Tvnbl JAHHBIX: OUYEeHb XOpoLlee

BblpaBaemoe KauyecTBO Kofda CUbHO Ba-
pbupyeTca: HekoTopble GYHKUMM  NOYTH
naeanbHO BOCCTAHOBJIEHbI, XOPOLWO BUAHA
CTPYKTYypa KoAa 1 ecTb yKasaHue Tmna nepe-
MeHHbIX. B opyrux cnyyaax GyHKUUM CUnbHO
3anyTaHbl M UX NOYTN HEBO3MOXHO MpPOoYK-
TaTb.

Mporpamma BCé eweé B COCTOAHUM be-
Ta-BepcuUnM 1 gna 60nblWNX NPOEKTOB He
NoAXOAUT.

RecStudio

NHTepaKTUBHbIN JekoMnunaTop
RecStudio pna C n (otuactun) C++, 3aKpbiTas
pa3paboTKa:

« nopfepxnBaemMble GMHapHble GopmaTbl:
ELF PE-COFF AOUT RAW PS-X

« nnatdopmbl: Windows/Linux/MacOS

+ MOAAepXKMBaeMble apXUTEKTYpbI:
(ia32) x86_64 Mips PowerPC mc68k

» MeTof, PaboTbl: MOTOYHbIN N MHTEPAKTMB-
HbII, eCTb rpadpuuecknin nHTepderc.

Wcnonb3yeT nponBuHyTbI Habop an-
roputMoB aHanusa (partial Single Static
Assignment, SSA), xota go cmx nop (1 3To
nocne 20 net!) B ctaguu paspaboTku. Kave-
CTBO KOf1a, BblJaBaeMOoro eKOMNUIATOPOM:

+ CTpyKTYypurpoBaHue: xopoluee

x86

20
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« [epemMeHHble: YacTUUYHO

« Tvnbl AaHHbIX: YaCTUYHO UM HUKAK

BbligjaBaeMoe KaueTCcBO KOAa, Kak Mpasu-
no, xy»e, yem y Boomerang, xota 06HOBNEH-
Hbln RecStudio 6onee nogpobeH.

Mporpamma paboTaeT BnosiHe cTabunbHo,
ecTb cbopku nog Linux.

dcc - DOS to C decompiler

MotouHbin gekomnunatop Dcc, TONbKO
ANSI C n gns exe-¢palnnos, C OTKPbLITbIM UC-
XoaHbIM kogom nop GPL:

« nopaepknuBaemble GrHapHble popmaTbi:
EXE/COM

« nnatpopmsbl: Windows

+ oAAep>KUBaEMble apXUTEKTYpPbI: X86

+ MeTog, PaboTbl: MOTOUHbI.

OfvH 13 nepBbIX AEKOMMUIATOPOB BO-
obwe, 1 Tonbko nog DOS. CunbHaa CTOpoHa
- CTPYKTYpupoOBaHue Koaa. KauectBo Kofa,
BblJaBaeMOro JeKOMNUIATOPOM:

+ CTpyKTyprpOBaHue: xopollee

« [epemeHHble: YacTUYHO

« Tvnbl AaHHbIX: YaCTUYHO UM HUKaK

Paspa6otka Cristina Cifuentes, koTopas
sawputna PhD B Queensland University
of Technology Ha 3Tom gene [MOXHO no-
nuctatb, ecim yto - C. Cifuentes, Reverse
Compilation Techniques].

Hex Rays - plugin gnsa IDA Pro

Ha camom pene Hex Rays He naBnset-
CA OTAeNnbHOM nporpammon - 3TO nna-
ruH-gekomnunatop ana IDA  Pro. Kowm-
6uHauMA  NPOABMHYTbIX  BO3MOXHOCTEN
IDA Pro (310 pgm3accembnep) m Hex Rays
B KauyecTBe [eKOMNUIATOpa OueHb BMe-
yaTnifeT, Kak M aspoKoCcMmyecKkasa LeHa.
Mo npuuvHe 3aKpbITOCTM NpoAyKTa (HeT
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Jaxe NeMOo-BEepPCUN) U HepeasibHOW LieHbl B
oTOM pa3sgene npo Hex Rays 6onblue HuYero
HanuncaHo He Gyger.

XopoBble ncnbiTaHNA B peanbHbIX
ycnoBuAX

Ona Hauana nonpobyem aekomMnuANpPoO-
BaTb UYTO-HMOYAb COBCEM MpPOCTEHbKoe U
HanncaHHoe Ha ANSI C n c ucnonb3oBaHem
6ménmnotekn BLAS ana BeKTOpbIX 1 MaTpuy-
HbIX onepaLumn.

1.MpocTeHbKui C-lWHbIN 6MHAPHUK + BLAS
Cob6ctBeHHO, Ko Ha C AnA nepeMHOXeHuA
MaTpuLbl 1 BeKTopa (ncnonb3syetca CBLAS).

McxogHuk:
#include <stdio.h>
#include <cblas.h>

doubTle m[] = {
3, 1, 3,
1, 5, 9,
2, 6, 5

1

doubTle x[] = {
-1, -1, 1

3

double y[] = {
0, 0, 0

3

int main(void)

{
int i, J;
for (i=0; i<3; ++i) {

for (j=0; j<3; ++3j)
printf(«%5.1f», m[i*3+j1);
putchar(‘\n’);

cblas_dgemv(CbTasRowMajor,
CblasNoTrans, 3, 3, 1.0, m, 3, Xx,

21
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1, 0.0, y, 1); 0x4000000000000000LL,
0x4018000000000000LL,
0x4014000000000000LL };

for (i=0; i<3; ++1i)

printf(«%5.1f\n», y[i]); // address: 0x80484e4
int main(int argc, char **argv,
return 0; char **envp) {
} int locallO; // r24

int locall3; // r28
int locall4; // r29

Mocne nepemHOMXeHWA BbIJACT pe3ynbTaT int Tocalls: 77 r32

Ha KOHCONb. int Tocal2; // m[r28 + 72]
{60}

Bbixnon Boomerang jnt local3; // r28{181}

Y Hero MHOro Kiiouei 1 napameTpos, int local6;  // m[r28 + 72]
YacTb KOTOPbIX He 3HaeT Jaxke oduumanb- {119%nt Tocal7; // mir28 + 72]
Has, CKaxem Tak, AOKymeHTauus. Tem He (149}

MeHee, ana knioda -Td (Use data-flow-based int local8; // m[r28 + 76]
type analysis) mbl umeem Bbixnon B ctune {9}

[3eH: int Tocal9; // m[r28 + 76]
double y; 149}

double m = 3.;

*(int*) (locall3 - 4) =

// address: 0x80484e4 locall4;

int main(int argc, char **argv, *Cint*) (Tocall3 - 12) = 0;
char **envp) { Tocal3 = locall3 - 84;

void *local23; // r28 ( if (*Gnt*)(Tocal3 + 72) > 2)
for(;;) { *(int*)(Tocal3 + 52) = 1;
procl(): #(int*) (local3 + 48) =
’ 0x8049868;
} *(long Tong*) (Tocal3 +
40) = 0.;
*(int*) (Tocal3 36) = 1;
CkaxkeM Tak, He CauWKom obogpsiole. *E}nt*gg1oca13 : 32% _
Kniou -Tc (Use old constraint-based type 0x8049848;
analysis) BblZaéT Gonblie MHPopMauUn K *(int*)(Tocal3 + 28) = 3;
pa3MblLLNEHNIO: 0480 9808(1nt*)(1oca13 + 24) =
char y[24]; x8049800;
long %gng]m[gj = { *(long Tong*) (local3 +
0x4008000000000000LL, 16 =1.; oean _
0x3ff0000000000000LL, *(int*)(local3 + 123 = 3;
0x4008000000000000LL, *(1nt*)(}oca1§ + 8) = 3;
0x3ff0000000000000LL, 11 (int¥*)(local3 + 4) =
0x4014000000000000LL , ’ CintF) ] ] '
0x4022000000000000LL, (int*)local3 = 101;
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cblas_dgemv();
local6 = 0;
for(;;) {
*(long Tong*) (local3
y[0];
*(int*)local3 =

+ 4) =

0x80486b6;
procl();
Tocal7 = *(int¥*)
(Tocal3 + 72) + 1;
3

3
Tocal8 = 0;
for(;;) {
locallO = *(int*)(local3
+ 72) + *(int*)(local3 + 72) +
*(int*)(Tocal3 + 72);
locall5 = m[locallO];
*(long Tong*) (Tocal3 + 4)
= locall5;
*(int*)local3 =
0x80486b0;
procl();
local9 = *(int*)(Tocal3 +
76) + 1;

}
3

NoapobHocTel TyT bonblie, U TyT
BbIJIOB/IEH CaMmbli FNaBHbIN KAWYUK -
cblas_dgemv()

Bbixsion RecStudio

HamHoro 6onee obuneH M npeacTtasB-
nseT cobow cneaywumMn NOTOK CO-
3HaHUA:

// Generated by Rec Studio 4 -
build oct 20 2012

_initQ
{// addr = 0x08048398
_unknown_ __ebx;
// rl
_unknown_ __ebp;
// r6
_unknown_ _t2;
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/] _t2
__esp = __esp - 4;
L1O;
_pop(__ebx);
ifC *(GintorrPtr*) (_t2 +
0x1414)) !'= 0) {
__gmon_start__Q);
3

frame_dummy () ;
__do_global_ctors_aux(Q);

_pop(__eax);
return;
}
L080483A4()
{
_unknown_ _t2;
// _t2
—pop(__ebx);
ifC *(GintorPtr*) (_t2 +
0x1414)) !'= 0) {
__gmon_start__Q);
3
frame_dummy () ;
__do_global_ctors_aux();
_pop(__eax);
—_pop(__ebx);
__esp = __ebp;
—pop(__ebp);
return;
3

__gmon_start__(Q)
{// addr = 0x080483D8
goto __imp____gmon_start__;

putchar()

{// addr = 0x080483E8
goto __imp__putchar;

b

__Tlibc_start_main()
{// addr = 0x080483F8
goto __imp Tibc_start_

23
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main;

}

cblas_dgemv()
{// addr = 0x08048408
goto __imp__cblas_dgemv;

printf()
{// addr = 0x08048418
goto __imp__printf;

_start(
signed int __eax,
// r0
_unknown_ __edx
{/ r3
{// addr = 0x08048430
_unknown_ __ebx;
// rl
signed int _t5;
// _t5
_unknown_ _t6;
// _t6
_unknown_ _t10;
// _tl10
__edx = __edx;
_t4 = __eax;
_pop(__esi);
__ecx = __esp;
__esp = __esp & 240;
_push(__eax);
_push(__esp);
_push(__edx);

_push(__Tibc_csu_fini);
_push(__Tibc_csu_init);
_push(__ecx);
_push(_t10);
_push(main);
__Tibc_start_main(Q);
asm(«hTt «);

0;

0;
_push(0);

—_push(_t6);

_esp = __esp - 4;
if(compTleted.5982 != 0) {

ualinux.com
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} else {
_t4 = dtor_idx.5984;
_t6 = ( & _DTOR_END__ -
& DTOR_LIST__ >> 2) - 1;
if(_td >= _t6) {
} else {
do {
_t5 = _t4 + 1;
dtor_idx.5984 =

_t5;
*((intOrpPtr*)
(_t5 * 4 + & _DTOR_LIST_))QO;
_t4 = dtor_
idx.5984;
} while(_t4 < _t6);
}
completed.5982 = 1;
3
__esp = __esp + 4;
_pop(__ebx);
—pop(__ebp);
return;
3
__do_global_dtors_aux(
_unknown_ __esi
// r5
)
{// addr = 0x08048460
_unknown_ __ebx;
// rl
_unknown_ __ebp;
// r6
_unknown_ _t4;
// _t4
signed int _t5;
// _t5
signed int _t6;
// _t6
_unknown_ _t10;
// _tl0

if(completed.5982 == 0) {
_t5 = dtor_idx.5984;
_t10 = ( & __DTOR_END___
& __DTOR_LIST__ >> 2) - 1;
if(_t5 >= _t10) {
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L4:
completed.5982 = 1;
return;
1
do {

_t6 = _t5 + 1;
dtor_idx.5984 = _t6;

*((intorPtr*) (_t6 *

4 + & DTOR_ LIST__))(),
dtor_idx.5984;

} wh11e( t5 < _tl10);
goto L4;
}
return;
}
frame_dummy ()
{// addr = 0x080484cC0
_unknown_ __ebp;
// r6
__eax = __JCR_ LIST__,
i ( JCR_LIST__ 0) {
} else {
__eax = 0;

LIST__
*__eax()
return;
}
}
return
}
main(
_unknown_ __fpO0
// r28

)

{// addr = 0x080484E4
signed int _v8;

// _cfa_fffffff8
signed int _v12;

// _cfa_fffffff4
intorPtr _v32;

// _cfa_ffffffe0
char* _v36;

// _cfa_ffffffdc
intorPtr _v48;

// _cfa_ffffffdo
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_v8) * 8 +

char* _v52;

// _cfa_ffffffcc
intorPtr _v56;

// _cfa_ffffffc8
char* _v60;

// _cfa_ffffffc4a
intorPtr _v72;

// _cfa_ffffffb8
intorPtr _v76;

// _cfa_ffffffb4
intorPtr _v80;

// _cfa_ffffffb0
_unknown_ __ebp;

// r6

__fpo
__esp
_esp
_v12 = 0;
while(_vl2 <= 2) {
_v8 = 0;
wh11e( v8 <=2) {
__fp0 7_? *((long
Tong*) ((Lv12 + __edx + __edx +
&m)) ;
asm(«fstp qword
[esp+0x4]»);
__esp = 134514352;
printf(Q;
_v8 = _v8 + 1;

__fp0;
__esp & 240;
__esp - 80;

}
__esp = 10;

putchar();

_vl2 = _v12 + 1;
b
_v32 = 1;
_v36 = &y;
asm(«fldz «);
asm(«fstp qword [esp+0x28]»);

_v48 = 1;

_v52 = &x;

_v56 = 3;
_v60 = &m;

asm(«fldl «);

asm(«fstp qword [esp+0x10]»);
_Vv72 = 3;

_Vv76 = 3;
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_v80 = 111; _unknown_ _t15;
*__esp = 101; // _tl5
cblas_dgemv(); signed int _t18;
_vl2 = 0; // _tl8
while(_vl2 <= 2) {
__fp0 ?_? *((long Tong¥*) __1i686.get_pc_thunk.bx();
(Lv12 * 8 + &y)); _t15 = _t14 + 4529;
asm(«fstp qword __esp = __esp - 28;
[esp+0x4]»); _initQ;
*__esp = «%5.1f\n»; _tl8 = _tl1l5 + -248 - _t15 +
printf(Q; -248 >> 2;
_v12 = _v12 + 1; if(_tl8 == 0) {
} } else {
return 0; __esi = 0;
} do {
_v36 = _al2;
__Tibc_csu_fini O _y40 = _a8;
{// addr = 0x080485F0 ¥__esp = _a4;
_unknown_ __ebp; *((intorptr*) (_tl5 +
// ré =248 + __esi * 4))(0;
_esi = __esi + 1;
return; } while(__esi < _t18);
} __esp = __esp + 28;
__Tibc_csu_init( return;
intorPtr _a4, 3
// _cfa_4 )
intorPtr _a8, __1686.get_pc_thunk.bx()
// _cfa_8 {// addr = 0x0804865A
intorPtr _al2 return;
// _cfa_c }
)
{// addr = 0x08048600 —_do_global_ctors_aux()
intorPtr _v36; {// addr = 0x08048660
// _cfa_ffffffdc intorPtr* __ebx;
intorPtr _v40; // rl
// _cfa_ffffffd8 _unknown_ __ebp;
_unknown_ __ebx; // ré
// rl
—unknown_ __edi; __eax = __CTOR_LIST__;
// ré if(__eax == 255) {
signed int __esi; } else {
// rs —ebx = & CTOR_LIST__;
_unknown_ __ebp; asm(«o0l6 nop «);
// 16 do ebx = ebx - 4;
—_unknown_ _t14; = = e ’
// _tl4 —eaxQ);
__eax = *__ebx;
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} while(__eax != 255);

return;

3

_fini )

{// addr = 0x0804868C
_unknown_ __ebx;

// rl
_unknown_ __ebp;

// r6
_unknown_ _t1;

// _tl
__esp = __esp - 4;
L1O;
_pop(__ebx);
__do_global_dtors_aux(__esi);
_pop(__ecx);
return;

3

L08048698()

{
_unknown_ _t1;

// _tl
_pop(__ebx);
__do_global_dtors_aux(__esi);
_pop(__ecx);
_pop(__ebx);
__esp = __ebp;
_pop(__ebp);
return;

3

L08048698()

{
_unknown_ _t1;

// _tl
_pop(__ebx);

@rec __do_gTlobal_dtors_aux@_
do_global_dtors_aux@(__esi);

_pop(__ecx);
_pop(__ebx);
__esp = __ebp;
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—_pop(__ebp);
return;
}
// Statistics:
// 74 Register nodes
// 35 Temporaries nodes
// 5 Casts
// 207 Statements
// 2 Labels
// 1 Gotos
// 17 Blocks
// 469 Nodes
// 10 Assembly nodes
// 27 Unknown Types

Total time: O seconds.

CTpyKTypa nporpammbl (BHauane) B 06-
LLileM HeCKOMNbKo Nyulle, yeM y Boomerang, u
Kyza 6onblue nogpo6HocTeN.

2. beH, an Hupg xenn: MEX-¢$aiin, HanncaH-
Hbih Ha C + BLAS, ncxogHnkoB KoTopomy
HeT.

ITOT NprMep B NOCTe NPUBOAUTL He CTa-
HY, TaK Kak OH JNIMHHbIN, HO XenatLmnm no-
npo6oBaTb CBOE AeKOMMUAANLIH-KYHY Ta-
Kaa BO3MOXXHOCTb MPefoCTaBUTCA:

HekoTopble BXoAHble AaHHble: 3TO On-
TUMUW3aLUMOHHBIA anroput™ ans Quadratic
Programming Tvna Branch-and-Bound. Anro-
pUTM B LIENOM NPOCT 1 He3aTeNSIB, HO CaMas
CNOXHaA YyacTb B HEM - onpegenutb lower/
upper bound uepe3s peLueHve yNpoLEHHON
ONTMMM3aLMOHHOW 3aaun, 1 AenaTtb 3To Obl-
cTpo. Kak Takoe caienaTtb - XOpPOLUUiA BOMPOC,
1 IMEHHO OH MeHs MHTepecyeT bosiee BCero.

27

Bonbwe yem USER v14.02(6)




Yana LINUX

programming

Kopoue, Ba)keH He CTOJIbKO afropuTtm,
CKOJIbKO €ro COCTaBHble KOMMOHEHTbI (CTpa-
Terna un nognporpammel ans lower bound
estimation).

ABTOp 3TUX CTPOK, MOKOBBIPSIB BbIXJIOMN
RecStudio, Hawén ana cebs noackasky Ha
cTpouke 12319:

gps_mg_sub(.....

1 0cob6eHHO Ha cTpouke 12088:
getalp(....

YTO MO3BOJSINAO ABTOPY MPEAnoNOXMNTb,
yto ana lower/upper bounds ncnonb3yTteca
Liner Programming. He cnvwKom MHOro, HO
no KparHei Mepe NOHATHO, B KaKyto CTOpO-
HY KoMaTb.

EO6HOBNEHME: Tenepb MOXKHO CPaBHUTb
Bblgaum Boomerang, RecStudio, n (cnacnbo,
lpuropwuia!) IDA Pro. B camom pene, Bbigaya
IDA Pro Kyga nyulie TOro, 4to AatoT oCTanb-
Hble, ocobeHHO boomerang. MoXKHO BblyaWTb
(mo HekoTOpoW cTeneHn) CTPYKTypy npo-
rpaMmbl 1 faxe coobLeHns 06 onbKax.

Ccbinkn

NHTepecyowminca yntatenb MOXeT no-

npo6oBaTb NONNCTATb BEOCTPaHULbI aBTOpa

ualinux.com

RecStudio ¢ nonesHoi nHpopmavmeir, cxo-
AnTb Ha wiki-pecypc no obpartHon paspa-
6oTKe.

MNMomMrMMo no3HaBaTesbHbIX AvccepTaumii
Michael James Van Emmerik (Boomerang)
n Cristina Cifuentes [C. Cifuentes, Reverse
Compilation Techniques], ecTb xopowue
KHUXKKW MO TEME:

- «Compilers - Principles, Techniques and
Tools», Aho, Sethi, Ullman, 1986 Addison-
Wesley Publishing Co. ISBN 0-201-10088-6.

+  «Advanced Compiler Design &
Implementation», Steven Muchnick, 1997
Morgan Kaufmann Publishers, ISBN 1-55860-
320-4.

« «How debuggers work - Algorithms, Data
Structures, and Architecture», Jonathan
Rosemberg, 1996 John Wiley and Sons, ISBN
0-471-14966-7.

[leno 3To uHTepecHoe, HO BeCbMa yTOMU-
TesIbHOE, XOTA MOXET MOMOYb NMPU Packon-
Kax oyepepHoro legacy-software n cakoHo-
MWUTb BaM MOJIKN3HN.

Mo mamepuanam catima:
mydebianblog.blogspot.com
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Bbnokuposka Ceten TOR

Cnuncok Touek Bbixoaa ceTu Tor, C KOTOpbIX
VHNLMNPYIOTCA UCXOAALLVe COefHEHNS,

MO>XHO 3arpy3uTb Ha odprLManbHOM canTe
npoekTa Tor:

https://check.torproject.org/cgi-bin/
TorBulkExitList.py

nnn ncnonb3yA HEO(I)I/ILI,VIaJ'IbeIe aApPXuBbl:

http://torstatus.info/ip_list_all.php/Tor_
ip_list_ALL.csv

https://www.dan.me.uk/torlist/

Mo ykasaHHbIM agpecam BblAalTca Cnu-
cku IP-agpecoB, KOTopble MOXKHO NCNOJb30-
BaTb AA

O/OKMPOBAHMA MEXCETEBbIM  SKPaHOM/
HTTP-cepBepom mnu NpuBA3KN METKU Ye-
pe3 moaynb geo_ip.

Mpumep 6rnokupoBaHus yepes ipfw:

ipfw table 1 flush
curl https://check.torproject.
org/cgi-bin/TorBulkExitList.
py?ip=8.8.8.8 | grep -v «A#» |
while read cnt ip; do
/sbin/ipfw table 1 add $ip 1

ualinux.com

done
ipfw add deny all from
«table(1)» to any via eml
[ns BbicTaBneHus ¢nara yepes moaysb
ngx_http_geo_module B nginx:

curl https://check.torproject.
org/cgi-bin/TorBulkExitList.
py?ip=8.8.8.8 |
grep -v «A#» | sed ‘s/$/
tor;/’ > /usr/local/etc/nginx/
tor.conf

B nginx.conf:
geo S$country {
include Jusr/local/etc/
nginx/tor.conf
}
Janee gna 6oKNPOBKM MOXHO A06aBUTb
NpOBepPKY:
if ($country = ‘tor’) {

}
Mo mamepuanam catima:
armanenshaft-linux.blogspot.com
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security

B pamkax npoekTta mcrypt-shell
noarorossieHa rpacdumueckas o6onouka k mcrypt

Ony6nvkoBaH nepBbli BbiNyck Mcrypt-
shell, rpa¢uueckoro uHTepderica, no3eonsa-
tolero obbIYHbIM NONb30BaTeNAM, He 3Ha-
KOMbIM C KOHCOJIblo, Wndposatb dainbl C
ncnonb3oBaHnem 6onee 10 CUMMETPUYHBIX
anropuTMoB, MOAAEpPKMBaeMbIXx mcrypt.
NHTepdelic noctpoeH ¢ ncnonb3oBaHMEM
Qt. Ko pacnpocTtpaHAaeTca nog nuueHsmnemn
GPLv3.

PaboTta ¢ mporpamMmoll opraHu3oBaHa B
dopme nocnepoBaTesibHbIX LLAroB, MOHAT-
HbIX [lake HeMCKYLUeHHOMY Mofb30BaTenio.
Kntoum, ¢ nomoLblo KOTOPbIX NPOU3BOAMT-
cA WwudpoBaHue MOryT ObITb COXpaHEHbI B
3aWwmndpoBaHHOM MacTep-naponem daine,
nnbo Kaxabl pa3 BBOAUTbCA BPYy4Hyto. Bo
Bpema paboTbl He CO3[alOTCA BPEMEHHbIe
dannbl n He BepyTcA noru. B 3awndposaH-

ualinux.com

HbI palin He coxpaHseTcs MHbopmauma o
TUNe WudpoBaHUA, KOHTPONBHON Cymme,
W Npoyre curHaTypsbl, B otnmuve ot pgp/
gnupg. Taknm 06pa3om foKasaTb, YTo daiin
6bin 3aWNPPOBaAH, @ HE NPOCTO NOBPEXAEH
B pe3yrbTaTte c60A ANUCKA, HEBO3MOXKHO.

VIMeeTcA BCTPOEHHbIN TEKCTOBBIN U LWeCT-
HafLaTepuuHbIl peflakTop, MoanepXuBa-
eTcA apxuBupoBaHue B *.tar.gz, BO3MOXXHO
fobaBneHve nonb30BaTeNIbCKUX  KOMaHA
B KOHTEKCTHOe MeH1. Ha JaHHbIi MOMeHT
NnoaaepKMBalOTCA PYCCKUA W aHMUACKNIA
A3bIkK. [pu xkenaHum coobulectsa byayT fo-
6aBneHbl Apyrue nepesofbl.

o mamepuanam catima:
www.opennet.ru
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7 cnoco60B ynyulwieHms npouecca
pa3paboTku afaanTMBHONO AM3avHa

AZanTMBHbBIM AN3allH CTPEMUTENbHO CTa-
HOBUTCA MHAYCTPUASbHbIM CTaHAAPTOM, UTO
BneyeT 3a cobol Lenytlo Kapycesb nepego-
BOro OrbiTa, NNaThopm 1N UHCTPYMeHTOB. B
pe3ynbraTte NPOVCXOAUT CABUT B MblLLTIEHUN
CneuunanncToB 1, B YaCTHOCTH, B MOHMMaHUN
TOro, Kak aflanTupoBaTtb paboumnin npouecc
[N NoBblLWeHNA ero 3$deKTUBHOCTU.

KoHeuHo, u3-3a Toro, uto npouecc paboTbl
Haj afanTMBHbLIM NMPOEKTOM OUYeHb UHAMBU-
ZyarneH 1 uTepaTvBeH, NPoaHann3MpoBaTb
€ro 1 faTb pelleHna Ha BCe Cilyyam XN3HU
LOBOJIbHO TpyAHO. TeM He MeHee, HeKo-
Topble obLMe cnocobbl N TEXHUKN MOXHO
NPUMeHATb NPaKTMYeCKn Bcerga.

Mbl paccMOTpMM CeMb TEXHUK MO Yynyu-
LWeHWo afjanTVBHOrO AM3aliHa HauMHaA Cco
CTPYKTYpPbl KOHTEHTa 1 3aKaHu/Bas MacluTa-
6UpyembIMU N306paKEHNAMMU.

Mo6unbHana Bepcusa npexpae Bcero

Mopgxon «mobile first» ¢ ero nocreneH-
HbIMW  YNYULIEHUAMY,  OXBaTblBaOLLMMU

ualinux.com

OCHOBHbIe acneKTbl MPOEeKTUPOBAHUA WH-
Tepdelica, noMoxeT BaMm cHOKycMpoBaTbcA
N NOHATb OrpaHMyeHnsa MobunbHom cpepbl
ans 6onee 3¢deKTUBHON U NHHOBALIMOHHOM
paboTbl.

OTO 3HauuT, YTO CHayana cosfaertca Au-
3alH M KOHTEHT, ONMTMMMW3NPOBaHHbIE ANA
NPOCTeNWNX YCTPOMCTB. 3aTem paclumpsaeT-
cA obopmneHve aAns aeBacos C HebonbLwK-
MW 3KpaHamu 1 nogaepxkon Media query.
B 3akntoueHne WwabnoH U KOHTEHT ynyulla-
loTcA AnA pecktonos. KonuuectBo nonb-
30BaTenen, BbIXOAAWMUX B CETb CO CMapT-
¢doHOB, npopomKaeT pactm 6HelweHbIMU
Temnamu, n noaxop «mobile first» BHegpwn
daxe Google.

MNpoekTnpoBaHne  gnA MOOVABbHbBIX
YCTPOWCTB [AOMKHO OTHbIHE CTaTb Hallen
CTapTOBOW TOUKOW, a He KOHLUOM paboTbl.
JTOT nogxof 3acTaBnAeT GOKYCMpoBaTbCA
Ha Hy»KAax nonb3oBaTenen, obpaliatb BHU-
MaHMe Ha BaXXHbI KOHTEHT, MPOEKTUPOBaTb
ONTMMU3MPOBaHHbIE U OLICTPO 3arpykae-
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Mble CTPaHMLpl, a 3aTeM ynyywaTb BCe war
3a Larom.

Kak oTMevaloT uneHsl KOMaH-
Abl ZURB, ctoAwen 3a nonynapHbim CSS-
¢dpenmeopkom Foundation:

Mopxon mobile first He B TOM, UTOObI KOH-
LLleHTPMPOBATbCA Ha NPOEKTUPOBaHUW OnA
MOOWbHBIX YCTPOWCTB, OH TaKXe WCMoMb-
3yeTca Ans ynyyweHua 103abunnti canTos,
6onee 3¢pPEKTMBHOrO UCMOIb30BaHUA Beb-
NPOCTPaHCTBA W COKPALLEHUA HEHYMHbIX
3N1EMEHTOB Ha BeO-CTpaHMLax.

HecmoTpsa Ha mMonofocTb 3TON TeXHUKU
NPOeKTNPOBaHNA U OGONbLIOTO KONMYecTBa
TEXHUYECKMX CIIOXKHOCTEN, KOTOpble BO3HU-
KaloT Npu ee peanusaumu, UCNonb3oBaHue
3TOro noaxofa O3HauaeT, UTo Bbl co3pgaeTe
apanTuBHYO, CPOKYCMPOBAHHYIO, TAKOHUY-
HYI0 U NEepPCrneKTUBHYIO OCHOBY CBOMX MpPO-
LYKTOB.

KoHTeHTHaAa CTpaTerna

Llenb aganTMBHOro Aun3aiHa 3akoyaeTcs
B TOM, YTOObI CienaTb BO3MOXKHbIM Hanyuy-
LW NONb30BaATENbCKUI OMNbIT B IIOOOMKOH-
Tekcte. Co3gaHmne aganTyUBHOMoO calTa — OT-
NINYHBIN MOBOA, ANA TOro, YTobbl B3rMAHYTH
Ha KOHTEHT Jpyrumu rnasamu, caenatb ero
6onee umtaemMbiM U NErkOAOCTYMHbIM, BHE
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3aBMCUMOCTHM OT TOFO, Ha KaKOM YCTPOMNCTBe
€ro npocmaTpuBaeT nosb3oBaTesb. HeBax-
HO, Bblbepute N Bbl NOCTENEHHOE YyXyg-
lWeHne WM MNPOrpeccMBHOE YnyulleHue,
npuMmeHeHWe meTofonornyM «content out»
NomMoXeT pa3paboTaTb KOHTEHTHYIO CTpaTe-
rvio, KOTopas CTaBuUT BO MNaBy yrna nosb3o-
BaTens.

Kak ckaszanu B8 UXMag: ana Toro uytobbl B
KaX[JOM KOHKPETHOM cCJlyyae MoKa3sbliBaTb
Nnonb30BaTeNto MPaBUIIbHBIA KOHTEHT, He-
obxognma cTpaTerus, Kotopasa obecneunt
Nonb30BaTeNs HYXHbIM KOHTEHTOM Ha KaX-
[loM 3Tane ero nyTu.

PaspaboTka WHPOpMaLMOHHON WHpa-
CTPYKTYpbl 1 KOHTEHTHOW CTpaTerMm o3Ha-
yaeT, UTO KOHTEHT JO/KeH co3faBaTbCA Ha
6asze Kapkaca W CTPYKTypbl, OCHOBaHHbIX
Ha nccnefoBaHWKM Mosib3oBaTtesiel U Ux no-
TpebHoCTeN.

TV 3HaHWA U MUHUMaNbHO HeobXxogmmoe
ONA Co3haHMA Mone3Horo Am3arHa Kosnu-
YecTBO KOHTEHTa CTaHyT OCHOBOW, K KOTO-
poW MOXHO f06aBNATb GonblUNe SKpaHbl U
pacwmpeHus. OMHAKOBO BaXXHO OTBETUTb
Ha KJ/lloueBble BOMPOCbI O TOM, Kak KOH-
TEHT KaXk[oro Tna COOTHOCUTCA C LensamMu
CalTa, N YyCTaHOBUTb, KaKoW KOHTEHT OygeT
Cnoco6cTBOBaThb BbIMOMIHEHWIO 3TUX Liefel.
Ecnn KOHTEHT XOpOoLWO CTPYKTYpPUPOBaH Ha
HauyanbHbIX CTaguAX MpoekTa, byabTe yBe-
pEeHbI, UTO ero lerko NepeHecTn Ha apyrve
nnaThopmbl.

Kak KpacHopeuvMBO OTMeTUna aBTop W3-
gaHua Content Everywhere Capa Baxtep-
bétuep (Sara Wachter-Boettcher): ecnu
rOBOPUTb O KOHTEHTE, KaK O YEM-TO, UTO
onpegenseT ¢opmy U cofiepaHue, To CTa-
HET AICHO, YTO KOHTEHT 3TO fiake He NnepBo-
ouyepepHas, a OCHOBOMOJAralLLas Bellb.
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CkeTty n MporoTun

Mocne pa3paboTKM KOHTEHTHOWN cTpaTe-
MU 1N UHCTPYMEHTapus, HauMHanTe BHe-
APEeHne CKeTUMHra B NpoLecc aganTuBHOro
NPOEKTMPOBaHUA — 3TO MOMOXEeT co3AaTb
YMHbI, OPraHN30BaHHbIN MaKeT, KOTOPbIN
nerko maclwtabupyetcs.

CerofHsAlWHee pa3HOOOpa3ne pa3mMepoB
3KPaHOB, pPa3spelleHNin N BO3MOXKHOCTEN
YCTPOWCTB 03HaualoT Gonbliee KONNYeCcTBO
MaKeToOB, KOTOpble HY»KHO CMnaHMpPOBaTh.
Mpn nomowmn cKeTye, MOXHO BbIHECTU
Ha obcyxaeHune rpybble Habpocku 1 ngew,
yTo6bI B pe3ynbTaTte 3aI0KNTb OCHOBbI ANA
Oyaylero Kapkaca M npotoTuna npoekTa.
Co3pflaHve ckeTyel NOpTaTUBHO, OCTYMHO U
JaeT rmbKoCTb AnA TBOpYECTBa U CO34aHUS
UTEePaTVBHbIX, 3BOMIOLMOHHbIX MaKeToB,
6e3 TpaTbl OFPOMHOrO KOJIMYecTBa Bpeme-
HW Ha pUCOBaHMe BGECKOHEYHbIX MOKarnoB
B8 Photoshop. Kpome Toro, Bu3yanbHaa u
KOHTEHTHasA TOYHOCTb OYMaMHbIX MaKeToB
JIOBOSIbHO HW3Ka, a 3TO 3HAYWT, YTO Bbl AEN-
CTBUTENIbHO CMOXKeTe CHOKYCMPOBaTbCA Ha
B3aUMOAENCTBUAX NOJSIb30BaTeNst U MOTOKe
KOHTEHTa, BMeCTO Toro, 4Tobbl obpaliatb
BHMMaHMe Ha TOo, KaK 3To 6yfeT B utore Bbl-
rnsageTb. B obuem, kKnoueBasn naes CKeTUNH-
ra 3akl4yaeTcss B TOM, YTobbl CTaBUTb BO
rnaBy yrna afjanTypyemocTb COAepKaHus, a
He popMmbl.

CywectByeT rpomaHoe  KONU4YecTBO
pecypcoB AnA CKeTumHra, a B Responsive
Sketchsheets or ZURB TakXe BK/OYEH U
nogxon mobile first, Tak uTo c ero nomoLbio
MOXHO ABWraTbCA OT NOIHOPA3MEPHbIX MO-
OGUNBbHbBIX CTPaHUL, K MMHMATIOPaM 3CKU30B
AN AECKTOMHbIX MakeToB. Mnu, npn xena-

HWK, NPOCTO ABUraTbCs BHU3 OT AECKTOMHOM
Bepcun. MOXHO AaXke 3aHMMATbCA CKETYMH-
rom Ha iPad. IHCTpymeHT He nmeeT ocoboro
3HauyeHuA — BblOMpaiTe TOT, KOTOPbIA Nog-
XOAWUT UMEHHO BaM M MO3BONAET OCYyLLecT-
BNATb GbICTPbIE UTEPaLML.

Monyuns Habop cKeTuel, MOXHO nepe-
XOAUTb K MPOTOTMNUPOBAHUIO, TO eCTb
co3faHuo npoctoro HTML-wabnoHa (nnu
paboTalolen YepHOBOWN Bepcum), C Lesbio
onpenennTtb, pabotalT M B 3agaHHOM
KOHTEeKCTE CTPYKTypa KOHTEHTa, HaBura-
LKA, pa3mMeTka 1 TOUYKK npepbiBaHuA. OHM
JaloT BO3MOXKHOCTb COBEPLUEHCTBOBAHUSA
bYHKUMOHANbHOCTU 1 B3aMMOZENCTBUA I,
6narogaps MUHUMaNbHOMY BMW3YyalbHOMY
odOopMNEHNIO, HE OTBMIEKAIOT BHMMaHMe OT
CTPYKTYpbl 1 KOHTeHTa. [Ina npototununpo-
BaHWA MOXHO MUCNOMb30BaTb MHOrOUYUCIEH-
Hble GPEeNMBOPKM N NIATPOPMbI, @ MOXKHO U
JenaTb BCé CAMOCTOATENbHO.

B onpeneneHHbln MOMEHT Ha CTaguu
CKETUMHra 1 NPOTOTUMMUPOBaHMWA Bbl MOXe-
Te nogymatb O TOM, UTO 6b110 6Gbl XOPOLLO
€030aTbbMOIMOTEKY NAaTTEPHOB — AUHAMU-
Yeckylo, [OKYMEHTMPOBAHHYIO MPOEKTHYI0
6ubnunoTteky 6a3oBblX 371eMeHTOB 1 NaTTep-
HOB, KOTOpas WCMOMNb3ylTCA B KauyecTse
OTNPaBHOM TOYKM W 3aTemM [OMNOJSIHAETCA.
Takana 6MOGNMOTEKA NOMOXET obecrneynTb
6onee rmbknii paboumin npouecc u Gyget
ocobeHHO MonesHa rpynnam, paboTalowmm
BMmecTe. CyllecTBYeT HECKONIbKO pPecypcoB —
OAVH 13 caMblX BreyaTnAwWwmMx 310 Rock
Hammer ot Stuff and Nonsense. Wcnonb-
3yNTe ero B KauectBe 6a3bl NaTTepHOB pas-
paboTKM 1 An3aliHa UK Kak OCHOBY [NA CO3-
JaHuWA afanTUBHOMO canTa.

Kak otmeTtnn MatT MNpnddunH (Matt Griffin)
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B TekcTe AanAa A List Apart, ckeTuuHr n npo-
TOTUMMPOBaHME [alT HaM BO3MOXHOCTb
«MNepeocMbICIUTL BeECb NOAXOA K afaanTus-
HOMY NpOoeKTMpoBaHuio AnA Beba 1 nomo-
raloT nepectaTb paspabaTbiBaTb «Bebcail-
Tbl» ¥ «MOOUSIbHbIE CalTbI», @ BMECTO 3TOrO
CKOHLIETPMPOBATbCA Ha CO3AaHWMM TUOKUX
CUCTEM BOCTaBKU KOHTEHTa ¢ Habopom npa-
BWJ1, KOTOPble onpefenAloT npejcTasieHne
KOHTEHTa Npu M3MEHEeHMNAX KOHTeKCTa.

@OpelimBopKu

Bbibop CSS ¢ppelimBOpKa 3aBUCUT OT uae-
OJIorM MPOEKTA U JINYHBIX NPeAnoYTEHNIA,
HO BHefpeHWe ero B pabounin npouecc
CO3[aHuA afanTMBHOIO CalTa MMEeET mMaccy
npenmyLlecTs. Micnonb3oBaHne ¢ppenmeop-
KOB MOXET yCKOpUTb NpoLuecc pa3paboTky,
HOpManun3oBaTb CTaHAAPTHble MPO6GsEMbI
Kpocc-6pay3epHoO COBMECTUMOCTU U NMpu-
BHECTM CTPYKTYPUPOBAHHLIA MOAXOA B
NPOEKTMPOBaHNE Ha OCHOBE CETKM — BCE,
YTO TaK HEOOXOAMMO B MpoLiecce Co3faHnsA
ajantnBHoro canta. [loxanym, rnaBHbIM
nnacoMm ¢GpenmMBOpPKOB ABASETCA HEOOXO-
AVMMOCTb MUHVMMAJIbHOTO TECTUPOBAHMA 1
febarrvHra, yto BO3MOXKHO 6i1iarofaps Tomy,
yTO PPENMBOPK MNCNPaBAAET OWNOKM, OTHO-
cAWMeca K KOHKpeTHoOMy Gpay3epy, u yxe
6bl1 NPOTECTUPOBAH Ha 6OMbLWNHCTBE Opa-
Y3€pPOB U MOOWIIbHBIX YCTPONCTB.

Mpu BblbOpe PpeliMBOpKa BakHO 0Opa-
WaTb BHMMaHUE Ha HecKosbKo Bewen. Ka-
Ko 06bem 0byUyeHUss HEOOXOAUM NS Hava-
na paboTbl? KaKoBO KOIMUYECTBO AOCTYMHOM
OOKYMEHTALMU, N Ha KaKMX YCJIOBUAX Mpe-
JocTaBnsAeTca nopaepkka? KakoBbl OyHK-
LiMOHaNbHble BO3MOXHOCTU dpperiMBopKa?

ualinux.com

OpuH 13 ¢GpeiMOpKOB, peanusyLnx
noaxoa mobile first — sTo Foundation oT Ko-
MaHabl ZURB. Ero nocnepHsa BepcuA 6biia
nepecTpoeHa C Hyns, Ha OCHOBE MeTofo-
normum mobile first Jlioka Bpo6nescku (Luke
Wroblewski) — Tenepb makeT, KOTOpPbI Bbl
fenaeTe, 6yaeT M3HavyanbHO MOCTPOEH AnA
Hebonbluoro ycTponcTea. Ero cetka ¢ 12-to
cTtonbuammn MoXeT MaclTabupoBaTbcA A0
3HaUMTENbHOrO pa3Mepa 1 NPU 3TOM Nerko
«CBOPAYMBAETCA», TaK UTO Bbl MOXETe CO3-
[laBaTb CNOXHble MaKeTbl, C CETKOW, KoTopas
YMeHbLUeHa, 4Tobbl yMecTUTb BCe HeobXxo-
AVMble AnA MOOWAbHbBIX YCTPOWCTB CTONG-
ubl oguH Hag apyrum. OHa aganTupyeTca K
pa3nnuyHbIM pa3mepamM 3KpaHOB mnocpes-
CTBOM KaK MPOLEHTHbIX LWMPWH, Tak 1 media
queries. Tenepb Foundation nopgaepxusaet
6osbLIee KONNYECTBO YCTPOWCTB, N paboTa
C HUMKU cTana 6onee WHTENNEKTyanbHOW.
70T PppeliMBOPK coyeTaeT B cebe rmbKocCTb,
MOLLb WM MCMNONb3yeT MnpenpoLeccop Sass,
TaK UTO Bbl MOXeTe ydanuTb BCe Mnpe3eH-
TaUMOHHbIE K/acchl M HanmMcaTb TOYHYHO
CEMaHTMYECKyl0 pa3MeTKy MO CBOEeMy Bbl-
60py, COXpaHMB JONOSIHUTENbHbIE NPEUMy-
LecTBa KOMMNOHEHTOB ¢penmBopKa. Celyac
Foundation nocTtaBnaetca B Komnnekrte C
LOMONHEHUAMU M PacCLIMpPEHUAMM Sass Noy-
TW ANA KaXKA0ro KOMMOHEHTa.

OpfHo NuiLWb UCMosib30BaHKe afanTUBHOMO
CSS-dppelrimBopKa He pelnt Bcex npobnem
NpoeKTUpPOBaHMA 1 pa3paboTKy, OfHakKo,
3TV cpefcTBa CTOAT TOro, YTobbl NOTPATUTD
BpPEMSA Ha X M3ydeHne, U MOTyT NOCNYKUTb
OCHOBOW Balux 6yaywmnx ananTMBHbIX NpPo-
€KTOB.

Touku npepbiBaHNA
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PacnpocTpaHeHO MHEeHNe, YTO TOUKK Npe-
pPblBaHUA AOSKHbI OCHOBbLIBATbCA Ha 0OLMX
pasmepax 3KpaHoB (MOOUbHDBIX, MaHWeT-
HbIX, AeCKToMHbIX). OfHaKo nNpu paspaboTke
nof KOHKpeTHble pa3pelleHus YCTPONCTB
Mbl He MOMHOCTbIO pacKpblBaem NoTeHLMan
aanTUBHOIO AWU3aiiHa, KOTOPbIN CTPOUTCS
BOKPYT MOABMXXHOCTM, TMOKOCTM U npucno-
cobnsemocTu.

MocKONbKY KOHTEHT — 3TO KpaeyrosibHbli
KameHb Beba, UMeeT CMbIC/T UCNOoJb30BaTb
nogxofi «oTpuuaHuA YCTponcTB» (device-
agnostic) 1 3agaBaTb TOUYKM NpepbiBaHNA B
COOTBETCTBMMN C KOHTeHTOM. M3yumTte Baw
JV3alH, HANAUTE TOUYKW, FOe AeNCTBUTENBHO
BO3HMKaloT Npobnembl, 1 ynydlanTe cna-
6ble mecTa. MbiTaTbca Nogobpath Kaxgomy
HOBOMY pacLIMPEHN0 CBOKO TOUKY MNpepbi-
BaHMWA — HENPaKTNYHO, Beflb HOBble YCTPOIi-
CTBa NOABMATCA NOCTOAHHO.

Mntoc aToro nogxoaa, NO MHEHUIO AN3ali-
Hepa 1 aBTopa dnnnoTa Ixen Crokca (Elliot
Jay Stocks) 3akntouaeTca B TOM, 4TO:

Ecnn Bbl ynyuwaete cBow M3aiiH, Koraa
OH BbIMNAAUT XOPOLUO, BaM He npuaetca bec-
NoKoUTbCA O MofepHU3auumn media queries
L1 HOBbIX YCTPOWCTB.

Tak UTO e 03HaYaeT «KOHTEHTHbIN» nof-
XOf, K TOUKaM npepbiBaHUsA?

DTO 3HAUMT, YTO Bbl onpepgenseTe OCHO-
BY CTPYKTYpPbl MCXOAA U3 KOHTEHTa, a 3aTem
dokycupyetecb Ha TOM, UTO MPOUCXOAUT C
MakeTaMu. JTOT noaxop AaeT Gosblie WH-
dopmMaumm o MuKpomeTansx noBefeHus
KOHTEHTa B MOABMXXHOM KOHTEKCTEe, NOTOMY
yTo Bbl GOKYCUpyeTecb He Ha KOHTpose Au-
3aliHa B dopmaTe CTpaHWL, a Ha NPUHLMNAX
An3aliHa, 06 beanHAIOLWMX CTPAHMLbI, CYKTa-
eT gu3ariHep Mapk boyntoH (Mark Boulton).

ualinux.com

Ewe oanH nogxop K onpegeneHunto Touek
npepbiBaHWA Obl1 03BYYEH aBTOPOM KHU-
rm Implementing Responsive Design Tu-
mom Kapneuem (Tim Kadlec) n 3aknovaeT-
CA B TOM, YTOObI MEHATb LUMPUHY U BbICOTY
OKHa bpay3epa 1 CMOTPETb, Kakne MOMEHTbI
MOMHO YNyYllnTb, NO3BONAA KOHTEHTY Bbl-
CTynaTb B posiv NPoBOAHKKa. HauHnTe ¢ Mo-
6unbHoro npeactaeneHna (okono 300px) u
yBenunuuBanTe okHO Gpay3epa o Tex nop,
MoKa Belly He HauyHyT BblrnAgeTb Tpebyto-
WuMn ynydiieHma. OTo 6yaeT nepBon Tou-
KOW MpepblBaHMA — YCTaHOBUTE Af1A Hee
media query 1 pelaiiTe BO3HMKaloLMe BO-
npocobl. [loBTOpPANTE 3TN AENCTBUA, MOKa He
fobbeTech NprYeMneMoro ananasoHa mexay
TOYKaMW. YCTaHaBNMBaA TOUYKU NpepbiBaHUSA
B BennunmHax REM n EM, BmecTto nukcenen
(Bonpoc Ha Xabpe no TeMe — NpuM. Nepes.),
Bbl JloObeTech OOJbLLOW CTENEHN TMOKOCTN.

Kpome TOro, 10T MeTof He OTHMMAeT
MHoro BpemeHu. ipto Tomac (Drew Thomas)
yTBEepXKAaeT:

Ha T0, uTO6bl f06aBUTL «CNeunanbHyo»
media query TpebyeTcAa CTONbKO e Bpe-
MEHW, YTO U Ha MOWUCK PeLLeHUs, KoTopoe
MO3BOJSINT KOHTEHTY paboTaTb 6e3 fononHu-
TenbHbIX media query.

Mbl He 3alunLLaemM TE€3UC O TOM, UTO «TOUKU
npepbiBaHNA MepTBbl», CKOpee Mbl CUUTa-
€M, UYTO KOHTEHT AOJIKEH HaMOMHATb Haluu
media queries; eMHCTBEHHbIN CNOcob co3-
JaTb Am3aliH, KoTopbl ByaeT paboTtaTb Ha
noboM yCTponcTBe — 310 3abbITb 060 BCEX
yCTpOnCTBax. Bbl faxke moxeTe NonTu Aanb-
Wwe 1 obpaTUTbCA K Kaccuyeckon Teopumn
unTabenbHOCTU, YTOObI ONpeaensATb TOUKU
npepbiBaHNA Ha ee OCHOBE.
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Macwrabupyembie n3o6pakeHns

OpnvH 13 BbI3OBOB afianTVBHOIO An3aiiHa —
3T0 paboTa c usobparkeHNAMN. OHY JOMKHbI
ObITb MOABVXHbIMM 418 TOro, YTObbIMaCLITA-
OGUPOBaTbCA AN COOTBETCTBUA KaK MpoekK-
umaMm, Tak 1 Tekcty. OdpnumanbHon cneuyu-
¢durkauyum ot W3C no sToMmy BONpocy J0 CUX
Nnop He CYLLEeCTBYET, TaK YTO OCTAETCA TONbKO
CaMOCTOATENbHO UCKaTb HOBblE PeLLEHNA 1
paboTatb C HUMN.

OOHVM U3 TaKUX pPeLIeHnin ABRAETCA UC-
nonb3oBaHue O Adaptive Images, koTopoe
NMOCTPOEHO Ha 3SKCMEepPUMEHTE KOMMaHUN
Filament Group. Adaptive Images ncnonb-
3yeT oguH ¢dann .htaccess, ognH php-dain
1 OOHYy CTPOUKy Koga JavaScript gna onpe-

JeneHus pasMepa 3KpaHa noceTuTena can-
Ta. 3aTeMm mMogyfb aBTOMAaTUYeCKn CO3AaeT,
K3LWMpYeT 1 NOoKa3blBaeT NOAXOAsALLee KOH-
KPeTHOMY YCTPOMNCTBY MaclTabupoBaHHYi0
BepCuio BCTPOeHHbIX HTML-1306pakeHuii.
BaxkHO moaymaTb 1 0 TOM, Kak U306parkeHus
OyayT ype3aTbCa Npu YMeHbLUEHUN — Cpes-
ctBa Bpopge Focal Point n ReSRC.it nomoratoT
WHTeNNeKTyanbHO obpe3aTb M306paxeHue,
TaK YToObl rMaBHbIN GOKYC N306paxKeHUA He
TepAncA npyv NPOCMOTPE Ha YCTPOMCTBaX
MeHbLLEero pasmepa.

C nosBneHnemM HOBOrO NoKoneHus retina-

AMCNneeB C BbICOKOW MNOTHOCTbIO MUKCe-
new, yBenmumnnacb BaXXHOCTb ONTUMM3ALMN
N306pakeHUn OnA NpaBUIbHOFO MacluTa-
6uposaHua. OgHM 13 cnocoboB co3paHuA
afjanTMBHbIX retina-n3obpaeHnii 3To wuc-
nonb3oBaHue cpegctea CSS Sprites. OnAa
paboTbl C AucnnesaMn C BbICOKMM paspe-
LWeHnemM BaM HYXHbl AiBa 1300paxeHus — B
06bIYHOM (@1X) 1 BbICOKOM (@2X) paspelue-
HWMW, UTO O3HavaeT aybnuposaHue ¢ainnos,
cenektopoB u ccbinok B CSS. Mpu ncnonb-
30BaHmMn CSS Sprites, ogHako, «BaM BCero
NUWb HY>KHO MepeonpeaennTb CCbIKY Ha
@1x cnpanT-¢ann pnsa BCEX CENEKTOPOB,
KOTOpble BKJIOYAlT aTpubyThl BbICOKOrO
pa3pelueHus», rosoput Moawnken JlymaHc
(Maykel Loomans). 3Ta TexHUKa CHWXaeT
KONMYeCTBO CeTeBbIX 3aNpoCoB, YMeHbLIaeT
pa3mep dalina ctuneii n no3Bonsaet JOOUTb-
cA 6onee 3¢pPeKTMBHOrO npouecca cosfa-
HMA n3o6paxeHuni ana retina.

Tem He meHee CSS Sprites paboTaeT ToNb-
KO C M306parkeHnAMM, OTMEUYEHHbIMMN B Ba-
wem CSS. [1na KapTMHOK Ha BeG-CTpaHmMLax
Imulus pa3spabotana KpaliHe MoONe3HbIN
nnaruH Retina.js, KoTopbill NpoBepseT BaLl
cepBep Ha Hanuuue nyTen K n3obpaxeHnam
C @2X Ha KoHLe.

Ewe oanH coBeT — ype3aHuMe HeHYXHbIX
n3obpaxkeHni ¢ nomolybto Icon Fonts, ko-
TOpble OYeHb Nlerko MacwTabupoBaTtb, pe-
JakTupoBaTb U noanepxusatb, bnarogapa
Yyemy nonyyarotcs bonee nerkme canTbl.

Ewe opHum mepuma-pecypcom, Tpebyto-
WM NPaBUSIbHOrO MaclwTabupoBaHua, AB-
NAETCA BUAEO — OHO [OJIKHO ObITb TMOKMM
M MaclwTabupoBaTbCA OT 3KpaHa K 3Kpa-
Hy. 31ecb BCe UyTb C/IOXKHee, YeM B Cllyyae
Cc un3obpaxeHuamu, Ho jQuery-nnarvHbl
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(Hanp.Fitvid.js n Fluidvid.js) nomoryTt obner-
unTb paspaboTKy.

MuHudukaumns

Bbl noTpaTnny Bpems Ha co3faHue Kpacu-
BOro afianTUBHOIO CaliTa, HO NPeAnPUHANY
NN Bbl YTO-TO AN ONTUMM3ALMMN NPOUN3BOAN-
TenbHocTN? N3o6paxkeHunsn, JavaScript, CSS,
6UbNNOTEKN — BCE 3TO HYXKHO 3arpyartb,
YTO 3HaAUuT Bosbluee Bpems 3arpy3Ku 1 Ko-
nnyectBo HTTP-3anpocos.

MuHndukaumsa — 3To npakTnka yganeHms
HEHY>KHbIX CMBOMNOB M3 Kofa (6e3 notepu
ero GpyHKLUMOHaNbHOCTW) ANA YMeHbLUeHNA
€ro pasmepa 1 MoBbIEHUA CKOPOCTU 3a-
rPY3Ku. STUMK HEHY>KHbIMU CUMBOSIAMMW MO-
ryT 6biTb Npobenbl, Tabbl, NepeBofbl CTPOK
N KOMMEHTapuu, KoTopble yaansawTca ans
MUHUMKaLMK Koda, OCTaBMAA NPU 3TOM Bce
€ro KauyecTBa HeV3MeHHbIMY, HO COoKpallas
o6 Bec. Ytobbl COKpaTUTb BEC eLle 605b-
Lle, MOXHO YCTaHOBUTb YPOBEHb MUHUU-
Kaumm (ocobeHHo gns JavaScript), KoTopbli
6ynet Gonee arpeccvBHO 3aMeHATb nepe-
MEHHble 1 MMeHa OYHKUMIA Ha OAMHOYHbIE
6ykBbl. HeszaBucumbii  Beb-pa3paboTumk
Marik beksut (Michael Beckwith) pekomeH-
LyeT COXpaHATb HeMUHUOULMPOBaHHbIE
konun CSS un JavaScript-dainbl gna pabo-
Yel KOMWK canTa, a Ha «60eBOoI» BEpPCUM 1C-
nonb3oBaTb MUHUGULUPOBaAHHbIE.

MuHuduuposatb CSS n JavaScript-dannbl
MOKHO C MOMOLLblo 6ONbLIOrO KoNM4yecTsa

ualinux.com

nHcTpymeHToB: CSSTidy, Minify, JSMin, YUI
Compressor 1 Squishl — 370 nUWb Heko-
TOpble 13 HUX. DTN CPEACTBA MOXHO Jaxe
CpaBHUTb. B KOHeuHOM cueTe, BbIGOP WH-
CTpyMeHTa M1HMKaALMIM 3aBUCUT OT Balle-
ro Koga v pabouero npotecca.

MomMMo MuHMOUKaLUKM  Koja, MOX-
HO o6beamnHATb CSS n JavaScript B obwme
dannbl gna cokpalieHus konuyectsa HTTP-
3anpoCcoB. 3TO MOXeET BbITb AOBOJSIbHO TPYA-
Hopeanu3syemo, ecsii CKPUMTbl OT/IMYaoTCA
Ha pa3HbIX CTPaHWULaxX, HO ANA YMeHbLUeHUsA
BPEMeHN OTKNuKa - feno crosawee. Ewe
oAvH MeTof ONTUMM3ALMUN NMPON3BOAUTENb-
HOCTW — 3TO BKMoUueHne Gzip-komnpeccum.
Mocne akTMBaUuUM Ha cepBepe, OHa OTMNpPaB-
naet 6pay3sepy .zip dawnn, Bmecto daiina
.html. 3aTem Gpay3ep 3arpyaet apxms, pac-
MaKoBbIBAET ero 1 MOoKa3blBaeT COAEPKIMOoe
nonb3oBatento. B pesynbTate, BMecTo 3a-
rpy3ku 100 kunobawnTtHoro daiina html, no-
cne Komnpeccun 3arpyaetca dann Becom
B 15 Kunob6awnr, a 3HauMT NoceTnTeNb canTa
6yneT B3ammogeiicTBoBaTb C Gonee Kom-
MaKTHbIM, ObICTPbIM, CKaTbIM KOHTEHTOM, 1
BpeMsA 3arpy3Kku ymeHblnTcA. He ctouTt 3a-
6bIBaTb, UTO CHUXKEHMWE BPEMEHU 3arpysku
HanpAMYIo BIMAET Ha BbIPYYKY, Tak UTO Ha-
NNLO Cpa3y HECKOMbKO MNJIHOCOB.

o mamepuanam catima:
habrahabr.ru
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CyberCrime

NUcnonb3oBaHue punbtpoB B Wireshark

HekoTopble ntoan cunTaloT KCKYCCTBO
3axBaTa M WHTepnpeTaLMun MakeTos, nepe-
JaoLWMXCA MO CeTU TaKMM >Ke CaKpanbHbIM
3HaHVeM, Kak uTeHue MaTpuubl M3 OfHO-
VUMeHHOro ¢ubma, HO BaM He HYXXHO OblITb
HOBbIM Heo ana Toro, 4To6bl UMETb BO3MOX-
HOCTb MCCnefoBaTbh ceTeBol NoTok. Moui-
HbIM COK3HVMKOM B 3TON MUCCUMK ABMAETCA
Wireshark - nporpaMmHbI MHCTPYMEHT ans
aHanusa ceteBoro Tpaduka.

Wireshark coueTaeT B cebe HECKOMNbKO WH-
CTPYMeHTOB. Bbl MOXeTe ncnonb3oBaTb 3Ty
nporpammy A aHanvsa CTPyKTypbl Ballei
6ecnpoBOHON CeTU 1 NOMCKa BO3MOXKHbIX
ownbok B ee KoHourypaummn. OHa MoxeT
NAeHTUPNLMPOBATbL MHOMXECTBO TUMOB WH-
Kancynaumm, npu 3TomMm pasgenutb 1 noka-
3aTb BCe MONA, U3 KOTOPbIX COCTOUT CETEBON
nakeT. OHa Takxe paboTaeT Kak cHuppep
nakeToB aHaNIorMyHo nporpamme tcpdump.

YuunTbiBas MOLLHbIe BO3MOXHOCTM
Wireshark, mMoxHO nogymatb, uto O6yget
CJIOXKHO 06YyUYnTbCA MUCMONb30BaTb 3TY NPO-
rpammy. B Kakom-To CmbICiie 3TO Tak, HO Bbl
MoKeTe 6e3 NULIHKX YyCUnin pasobpatbes ¢
Tem, Kak MCNonb3oBaTb YacTb GUALTPOB 13
KOMI/ieKTa MoCTaBKM MPOrpamMmsbl, N CKOH-
LLleHTPMpPOBAaTbCA Ha NCCIeOBaHNN UHTepe-
CyloLWMX KIMeHTOB 1 BUAOoB Tpaduka. B sTon
CTaTbe A NPOAEMOHCTPUPYIO PAJ BapraHTOB
ncnonb3oBaHua Wireshark gna obneruenHus
BaLLMX MOUCKOB.

Korga s roBopto «bunbTpbl», A 1Mel B
sBuay Ounbtpbl MaketoB bepknu (Berkeley
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Packet Filters (BPF)). Ha camom pene BPF sB-
NAETCA MUKPOA3BIKOM NMPOrpaMmmmnpoBaHma
(copepxawmnm MHEMOHUKU Ha accembne-
pe!), BblpaXkeHMsA KOTOPOro KOMMUAUPYIOT-
CA 1 BbIMOJIHAOTCA B OTHOLIEHMMN NaKeTOB,
obpabaTtbiBaeMblX TaKMMK NPOrpamMmmamu,
Kak tcpdump n Wireshark. ®unbtpbl npocTto
HeobxoVMbl B TOM Cily4yae, Korja Bam Xo-
yeTcsa OTAEeNUTb HEOOMbLUYI0 YacTb NAaKeTOB
13 COTEH TbICAY NAKeTOB, NepeaaroLmnxca no
ceTn ¢ npefenbHon ckopocTbio 100 MéuT/c.
BbipakeHus GbunbTPOB KOMMNMANPYIOTCA, NO-
3ToMy ob6paboTka NakeToB MPOUCXOAUT C
MaKCUManbHO BO3MOXHOW CKOPOCTbIO, UTO
OuYeHb Ba)KHO MPU OCYyLLeCTBIEHMM 3axBaTa
B peasibHOM BpeMeHWU.

®unbtpbl B Wireshark pgocratouHo npo-
CTo ncnonb3oBaTb. Bam Heobxoanmo 3HaTb
TONbKO Ha3BaHWA NMonen Ana Kaxnoro npo-
TOKONa, Takune, Kak http, icmp un ftp. Hanpu-
Mep, eCNN Bbl XOTUTE, YTOObI ObIIM MOKa3aHbI
TonbKo nakeTbl ICMP, Bbl MOXeTe NPOCTO Ha-
nMcatb icmp B CTpoKe GunbTpa B rMaBHOM
okHe Wireshark. Ecnn Bbl xoTute BbigennTb
BCE MaKeTbl, aywme B 060Mx HanpaBneHu-
AX OTHOCUTESIbHO Y3Ma C aipecom, K nprme-
py, 10.100.1.1, BblpaxkeHne dunbtpa Oyaer
3anucaHo B dopme ip.dst == 10.100.1.1 ||
ip.src == 10.100.1.1, yto pacwundpoBbIBa-
eTCA KaK YKasaHue MokKasblBaTb TOJIbKO Te
nakeTbl, Mofe agpeca HasHaueHus (ip.dst)
unm (||) none agpeca ucrounuka (ip.src) IP-
NMPOTOKONa /1A KOTOPbIX COOTBETCTBYET
(==)10.100.1.1.
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QunbTpbl 3axBaTa 1 OTOOpaKeHWsA

Wireshark nognepkmsaeT gsa tTuna epunb-
TpoB. OUbTPbI 3axBaTa, Kak MOHATHO U3 Ha-
3BaHMWA, NCNONb3YyIOTCA [J1A 3axBaTa 4acTu
TpaduKa, B TO BpeMa Kak GunbTpbl oTobpa-
MeHMA MOTyT NPUMEHATHCA K 3aXBaYeHHOMY
TpaduKy AnsA Nokasa TONbKO YacTu MNaKeToB
B 3aBMCUMOCTU OT UCMONIb30BAHHOIO Bbipa-
»eHwus. B aTo ctaTbe noroBoprm 06 06omx
TUnax GUNbTPOB.

[aBante HauHem c yctaHoBKM Wireshark.
MpunoxeHne JOCTYNHO B BuAe GUMHApPHbIX
nakeToB AN1IA BCEX OCHOBHbIX ANCTPUGYTU-
BOB, MO3TOMY Bbl MOXETe UCMOJb30BaTh Balll
nmobyMbI MeHeaXep nakeToB: sudo apt-
get install wireshark B Debian unn Ubuntu,
emerge wireshark B Gentoo nnm yum install
wireshark B Red Hat unu CentOS.

[laBaTe HauHeMm C KJlaccuyeckoro npwu-
Mepa, AeMOHCTPUpPYIOLero 1o, noyemy uc-
nonb3oBaHue npotokona FTP moxeT cum-
TaTbcA nnoxon naeen. 3anyctute Wireshark

npyv NOMOLLM KOMaHAbl B TepMUHAeE:
sudo wireshark

Bbl MoxeTe HauaTb 3axBaT TpadwuKa, ne-
peligsa Ha ne.yto naHenb okHa Wireshark n
HaxaB KHonKy «Capture/Interfaces». Bbibe-
pute MHTepdenc, KOTOPbIN «HamnpasfieH B
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ceTb» (Hanpumep, eth1) 1 HaxMmTe KHOMKY
«Start», npu 3tom Wireshark HauHeT nccne-
[IOBaHMe BCEX MaKeTOB, Nepeparolmnxcs B
ceTun.

Tenepb neperiguTe BO BTOPOE OKHO Tep-
MWHana u YCTaHOBUTE OObIYHYI Ceccuto
FTP. BBeguTte umaA nonb3oBaTtensa 1 Naposb,
BbINOSIHUTE Heckonbko KomaHa FTP, nocne
yero 3akpowTte ceccuio. BepHutecb K OKHY
Wireshark, B KoTopom Bbl JO/KHbI YBUAETb
MHOXEeCTBO MaKeTOB, NepeaaHHbIX Mo ceTu
C MOMEHTa Havana 3axBaTta. Haxmwute Ha
KHoMKy «Stop Capture» (Mnu mncnonb3yinte
coyeTaHue Knasuuw Ctrl+E); nocne atoro Bbl
MO>eTe UccnefoBaTb NonyyeHHbIN Tpaduk.

MOHATb «4TO €CTb YTO» B 6ONbLUIOM 06be-
Me 3axXBauyeHHOro Tpadurka He Tak NPOCTo Ao
TOr0 MOMEHTa, KaK Bbl ncnosb3yeTe GUnbTp
BPF. XoTenocb 6bl caenaTb Tak, Utobbl 6bIn
MoKa3saHbl TONbKO MaKeTbl, yYacTByOLe B
pabote FTP-coegnHeHnsa, nostomy B none
dunbTpa cneflyeT npocto Hanucatb «ftp».
He3samegnutenbHo nocne storo 6yaet Bbige-
neH TpadurK, OTHOCALWMINCA K Ballel ceccum
FTP n B KauecTBe noTpAcatoLLen AeEMOHCTPa-
Uunmn Nnpobnem ¢ 6€30MacHOCTbIO, Bbl CMOXKETE
YBUAETb Ballle MMA MoJSIb30BaTeNsA Y Naporib.
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BbiBog OymeT MOX0OX Ha cnefyoLuin:

356 101.676753

10.100.1.1 192.168.0.4
FTP 86 Response: 220
(vsFTPd 1.1.3)

360 104.546659
192.168.0.4 10.100.1.1
FTP 77 Request: USER
wazi

362 104.594520

10.100.1.1 192.168.0.4
FTP 100 Response: 331
Please specify the password.
366 106.530150
192.168.0.4 10.100.1.1
ualinux.com

FTP 77 Request: PASS
mytest

371 108.922240

10.100.1.1 192.168.0.4
FTP 88 Response: 530

Login incorrect.

Ecnn pe3ynbraT 3TOro mMccnefoBaHuA He
CKNOHWA BalUWX KOJEr K OTKasy OT UCNOJb-
3oBaHuA FTP n nepexogy Ha OpenSSH, oHu
6e3HafexHbl.

Mo mamepuanam catima:
rus-linux.net
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NMonyuyaem obpas onepaTtMBHOM NaMATHU

B pamKkax paccnefoBaHuWii KOMMbIOTEPHbIX
npectynnenun (http://ualinux.com) nHorga
BO3HMKaeT HeobXoAMMOCTb MOMy4YnTb CO-
Lep>KUMOe onepaTUBHOM NAMATH.

OnepatuBHaaA NamATb - 3TO Ba)HbIN UC-
TOYHMK MHbOPMaUMEN NpU U3yyeHnn npe-
AblAyWwmx AenCTBUM C MawuHOW. B Hen
MOTYT COAEePXKaTbCA KaK YacTu CaMUX UCNoJI-
HAEMbIX MPOLIECCOB, TaK N YacTW yAaneHHbIX
darnos, NoNb30BaTENbCKUX CECCUI, KpUM-
Torpaduryeckumx Kntoyen. Mpu cospemeHHOM
pacnpocTpaHeHNN CHOXKHbIX CUCTEM  3a-
WMTbl MHGOPMALIMM, OCHOBAHHbBIX Ha Kpun-
TOBaHWM BOCCTaHOBMIEHME WX KIIOYen CTa-
HOBUTbCA YYTb-IN HE OAHOM M3 OCHOBHbIX
3afay ana uccnepoBaHuA. B 3alymiieHHbIX
cMcTemMax 3ayacTylo ornepaTvBHaA MamATb
3TO eAUHCTBEHHOE MECTO re MOryT coxpa-
HUTbCA 3aLUTHbBIE KTIOYM U ApYyras BPeMeH-
Had, HO OYeHb BaXKHaA UHPopMaL A,

Mpouecc nonyyeHua WHPopmaunu, Ko-
TOopasA CoAepPXWUTCA B OnepaTMBHON NaMATK
COCTOMT 13 ABYX 3TANOB: U3bATME CORQEPXKU-
MOro OnepaTMBHOM NAMATU 1 aHann3 nosny-
YeHHbIX JaHHbIX NOC/Ie N3bATUA.

O6pallas BHYMAHWE Ha NepBbIN 3Tamn CTo-
UT 3aMETUTb, YTO N3bATME ONEepaTMBHON Na-

MSITV MOXKET ObITb BbIMOSIHEHO C MOMOLLbIO
pAfa CpepcTB: HeNOCPeACTBEHHbIN AOCTYN
K MaMATU C NCNOMIb30BaHMEM CneumnanbHbIX
nnat pacwupeHus, nopta FireWire, n gaxe
dM3NYeCKOM  M3BATMM  3aMOMMHAIOLLEro
YCTPOWCTBA OnepaTMBHON NamATU (noTpe-
OyeT 3amMopakMBaHWsA MaT), HO B JAHHOM

maTepuvane mMbl PacCMOTPUM MPOrpamMmmMHble
CpencTBa, KOTopble MO3BOJIAT U3bATb CO-
LEPKMMOE ONMEPATUBHON NMAMATU 3aLLULLEH-
HbIX MalUWH MyTem TaK Ha3blBaeMOW «ropsi-
Yyel» nepesarpyskn 1 3amnycka MawviHbl B
Live-pexunme.

Ons  BbINOMHEeHWA 3ToW  3agaun  Oy-
JEeM UCMONb30BaTb CMEUManbHbI - guc-
Tpubytne Ubuntu CyberPack (IRF) 1.0
(http://ualinux.com), coctoAWMIA ©3 MuU-
HUMaNbHOrO Habopa KOMMOHEHT, a VMMeH-
HO, TONbKO Te, KOTopble HeobxoauMbl Ans
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N3bATUA AaHHbIX U3 NamaTn. COOTBETCTBEH-
HO OTCYTCTBYeT U rpadpuyecknin uHtepdenc.

3arpy3nTb AUCTPUOYTUB MOXHO OTCIOAaA -
http://ualinux.com

Ncnonb3oBaHue Takoro nogxofga K U3b-
ATUIO COAEPXKMMOro OMnepaTUBHOM NaMATU
umeeT pAan NPevMyLLecTB U HefoCTaTKOB
CPaBHUTENbHO C APYrMMU NepeyncieHHbl-
MM Bbille CpeCcTBaMU.

MonoxutenbHble CTOPOHbDI:

- ncnonb3oBaHue Live-guctpmbytnea no-
3BONAET NPOBOAUTb AENCTBME BHE 3aBUCU-
MOCTW OT TOrO Kakas ornepaunoHHasa cucre-
Ma yCTaHOBJIEHa Ha NCCNefyemMon MalLVHE;

- OTCYTCTBYIOT 3aTpaThbl Ha NpuobpeTeHne
LOPOrocToALWmMX CcreymanbHbiX YCTPOMCTB,
kabenen, nnar, v ap.

HepocraTok:

- COOEpP>KMMOe OrnepaTVBHON NamsaTn Oy-
LET HEMoJHbIM — ee YacTb OyfeT nepesanu-
CaHa [aHHbIMU, HeOOGXOAUMBIMW ANA 3amny-
cka Live-gnctpubytnea (MprbnusutenbHo
125 M6).

[nAa ncnonb3oBaHMA JOCTYMHbI Crieymanb-
HO cobpaHHble ANCTPUOYTUBBI AN MALUWH C
namATblo o6vemom fo 3 16 (i386) u cbiwe 3
6 (amd64). C nx NoOMOLLbI0 MOXHO CO3AaTb
3arpy3ouHbin  CD/DVD-auck nnu 3arpysou-
Hbin USB-guck.

3amevaHus:

- BTOPOro LIaHCa cucTemMa Ham He paer
- Yy Hac ecTb TOIbKO OfHa MonbiTKa. T. €.
npu MOBTOPHOWN MNepe3arpyske uccnepye-
MOro KoMmrbioTepa 60siblias BEepPOSTHOCTb
TOFO YTO Mbl YK€ He Halem Heobxoanmon
nHpopmaumm. OTcioga cnegyeT UTo He Hado
nepesarpy»atb ero HeCKonbKo pas, aKcne-
PVIMEHTUPOBATb, NPULENNBATbLCA.

Heobxoanmo 3apaHee MOAroTOBUTCA U

ualinux.com

3HaTb Kak KoMmnbloTep ceba noseaeT nocne
nepesarpysku.

BONbWNHCTBO COBPEMEHHBIX KOMIMbioTe-
pOoB MO3BOMAIT NPAMO NPY CTapTe YKasaTb
OTKyAia NPOU3BOAUTb 3arpy3Ky, HO ecy 3To-
ro HeT, Toraa Heob6XxoAMMoro HacTpoutb BIOS
MaLwnHbl Ha 3arpysky ¢ CD/DVD-npwusopga
unn USB-npreopa/HakonuTens, nocne yero
3arpysntb Live-gncTpmbyTmB C yKazaHHOro
YCTPOWCTBaA.

WUTak, npuctynum.

Mepe3arpyxaem KomnbioTep.

BAMHO: nepesarpyska H/ B Koem ciyyae
He [o/KHa ObITb XONOAHON (NyTeM Ha)aTus
KHOMKW «peceT» N BblKNoYeHUe\BKoYe-
HVe NUTaHWA), a MMEHHO — nepe3arpyska
JoMmkHa 6biTb ocyllecTBleHa cpeacTBaMu
camoli paboTarolen cuctembl (Hanpumep
HaxkaTuem KHonok Ctrl-Alt-Del nnn nytem
BbIGOpa NyHKTa «nepesarpyska» B cMcteme)

Mocne 3arpy3ku oucTprnbyTrBa NONb30Ba-
Teso JOCTYMNHa NPUBbIYHAA CTPOKA KOHCONU
Linux, n kpaTkasa uHpopmauma ana 3anycka
mogzyns.

MoproToBKka K pabote nporpammbl fmem
3aK/IOYAETC B BLIMOJIHEHNN CNIEAYIOLWMX
KOMaHA;

$ sudo -s

Bonbuwe yem USER v14.02(6) 4



http://ualinux.com/ubuntu-cyberpack

Yana LINUX

CyberCrime

# cd /opt (nepexoa B nanky rae
HAaXOAMTbCA MNporpamma) ;

# ./run-fmem.sh (ckpunT 3anycka
MOAYNS Cbema naMsTw).

3amevanme: [lna panbHemwnx pen-
CTBUA  MOHAJOOWTbCA  MPMMOHTUPOBATb
3apaHee NOAroTOBAEHHDIN HOCUTENDb (BHELL-
HUN XXeCTKUA OUCK, dnel-Hakonutenb) C
dannoson cuctemon ext2/3/4, B KOTopbIi
byner coxpaHATbCA dan C CoaepPKUMbIM
ornepaTrMBHOWN NamATK.

[lnsi Toro, yto 6bl Y3HaTb Kako MaeHTUGU-
KaTop MNpUCOeaMHEHHOMY HOCUTEN Npu-
cBOWMa CUCTEMa, HeobxoAMMO Mnocie ero
NOAKNYEHNA K KOMMbIOTepY BBECTU Cnefy-
IOLLYI0 KOMaHAY:

# dmesg (KomaHaa BbLIBOAMT Ha 3KpaH
MHpopMmauuio bythepa coobueHuin aapa.
Hac byaeT WHTepecoBaTb MOCAEAHAS
3anncb.)

Kak Hanpumep BOT 310
[16091.995428] sd 9:0:0:0:
Attached scsi generic sg2 type 0
[16091.995996] sd 9:0:0:0: [sdb]
32096120 512-byte logical blocks:
(16.4 GB/15.3 GiB)

[16091.998192] sd 9:0:0:0: [sdb]
wWrite Protect is off
[16091.998205] sd 9:0:0:0: [sdb]
Mode Sense: Ob 00 00 08
[16091.999433] sd 9:0:0:0: [sdb]
No Caching mode page found
[16091.999447] sd 9:0:0:0: [sdb]
Assuming drive cache: write
through

[16092.003486] sd 9:0:0:0: [sdb]
No Caching mode page found
[16092.003495] sd 9:0:0:0: [sdb]

Assuming drive cache: write
through

[16092.004251]

sdb: sdbl

(rme «sdb» - npucBoeH-
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Hoe 0603HaueHVe GU3NYECKOro HakonuTe-
nA, a «sdb1» - npuceoeHHoe 0603HaueHNe
NOrMYeCcKoro pasgerna HakonuTens).

[Janee cnepyet NPUMOHTMPOBATDL Jlornye-
CKMI pa3pgen HakonuTens K narnke /tmp 3a-
rpy>keHHon B Live-pexkume onepawlyiOHHON
CUCTEeMBI:

# mount /dev/sdbl /tmp
roe
«mount»
YCTPOWCTBa;

«/dev/sdb1» — agpec ¢aina nornyecko-
ro pasgena npucoeanHeHHOro HakonuTens;

«/tmp» — narnka B KOTOPYI0 HEOOXOAUMO
NOAKMIOUNTb HAKOMUTESb.

— KOMaHAa MOHTUPOBaHWA

Bce nogrotoButenbHble Warn caenaHbl —
MOXHO NEPEXOLAUTb K U3BATUIO COAEPKNMO-
ro onepaTrMBHOM NamATU:

# dd if=/dev/fmem of=/tmp/ram-

image.mem bs=1K count= head -1 /

proc/meminfo | awk ‘{print $2}’°
roe

«dd» - KomaHpaa co3fgaHna obpasa

«if=/dev/fmem» - UCTOYHMK OaHHbIX, a
WMEHHO onepaTBHasA NamATb;

«of=/tmp/ram-image.mem» - 3anncb B
dann «ram-image.mem» B nanky «/tmpy;

«bs=1K» - paamep 6noka uHpopmauum - 1
K6;

«count="head -1 /proc/meminfo | awk
{print $2}"» - 06bem onepaTMBHOWN NamMATH,
nHbopmMaLMA O KOTOPOW W3BNEKAETCA W3
danna /proc/meminfo.

U xpem...

B pesynbraTte ygauHOro BbIMNOSIHEHUA KO-
MaHZibl, Mbl MOJyYUM COODLIEHUE MOXOXKee
Ha 3T0:
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521453568 bytes (521 MB) copied,
158.405 s, 3.3 MB/s

roe
«521453568 bytes (521 MB) copied» -
06beM CKOMMPOBaHHON MHbOpPMaLNV;
«158.405 s» - Bpema B TeUeHUn KOTOPOro
nposoAnnach onepayus;
«3.3 MB/s» - CKOPOCTb NpW KOTOPOW Mpo-
BOAMNAChb onepauus.

B pe3ynbraTe Mbl NOAYYMUN COQEPXKUMOe
onepaTVBHOM NamATM MaluuHbl B dalnne
ram-image.mem Ha HakonuTene. Tenepb
ero MoXHo obpabaTtbiBaTb B T.4. U3BJieKas
YacTU UCMOSHAEMbIX MPOLECCOB, yaasneH-
HbIX ¢annos, MHPoOpMaLMIO O NONb30Ba-
TENbCKNX  CECCUAX, Kpuntorpapuyeckmx
KJllouax m MHOroe fpyroe.

PS.

Takxe cTOUT 06paTUTb BHMMaHWe Ha To,
UTO BCE COBPEMEHHble CUCTEMbI UCMOSb3Y-
0T B cBoel paboTe 1 swap-namaTb (Tak Ha-
3bIBaeMbI «daiin NoAKaUuKm»)

Qain nogkauyku — 310 cBoeobpasHoe Ao-
NonHeHne K onepaTBHON NaMATU (KOTopas
3aHMMaeTCsA BPEMEHHbIM XpaHeHVeM [aH-
HbIX AnA GbICTPON [OCTaBKM UX Ha 06paboT-
Ky npoueccopy) Bawero komnbloTepa. Jaxe
He CTONIbKO [OMOJIHEHWE, CKOMbKO eé ywu-
peHne UK, MOXKHO CKa3aTb, MPOAOIIKEHME.
[Jeno B Tom, UTO Korga He xBaTaeT onepa-
TUBHOW NaMATU CUCTEMA MOXKET NePeHOCUTb
[aHHble U3 NaMATU Ha ANCK (Tak Ha3blBaemas
LOMNONHUTENIbHAA NaMATb), B KOTOPOM COOT-
BETCTBEHHO TaK>Ke XPaHATCA laHHbIe.

W pna nonHon KapTuHbI aHanusa namaTy
Heob6xoAMMO TaKKe NoNyuYnTb U UX.

Pa3nnuHble onepaynoHHble cucTeMbl UC-

MOJb3YIOT pPa3Hble Crocobbl NX XPaHEHNA.

B cnyuae c Windows 310 06b14HO daiinbl B
KOpHe Ha cucteMHom gucke C:

pagefile.sys nna Win XP n Win 7 n gocta-
TOYHO MPOCTO CKOMMPOBaTh Gain

Ina Linux - 5To oTaeNbHbIN pa3gen Ha Ho-
cutene.

Hanpumep:
sudo fdisk -1 /dev/sda nokaxeT

Ham BCe pa3jesnbl B cucTeme
/dev/sdal ¢ 2048
78125055 39061504 83 Linux
/dev/sda2 78125056
117186559 19530752 82 Linux
ceon / Solaris

/dev/sda3 117186560
625141759 253977600 83 Linux

Ncxopa 13 yero mbl BUAUM YTO pasgen
noaKauky HaxoauTtbcs B /dev/sda2

CkonnpoBaTb €ro MOXXHO TaKXe C MOMO-
WMo KomaHabl dd.

Hanpumep:
dd if=/dev/sda2 of=/media/<nyTb
Kyla 3anucaTtb>/linux-swap.dd

Ona MacOS HeobxoaMmo cKonupoBaTb
Bce dannbl u3 gupekTopumn /private/var/
vm/swapfile*

O6paboTka U aHanu3 MosyYeHHbIX pe-
3yNbTaToB (Kak Aamna onepaTyvBHON NaMATU
Tak MU Swap-namsaTn) MOXKeT MPOBOANTLCA
Kak B py4Hylo ¢ nomoulbto Hanpumep HEX-
pepakTopa, Tak M C NOMOLLbO pAja npo-
rpamm o KoTopbix OyaeT pacckasaHo B cie-
aylowmmn pas.

Mapk bespykos
komaHoa UserAndLINUX
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